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2.

THONG TIN KET QUA NGHIEN CUU
. Thong tin chung

Tén dé tai: XAY DUNG PHAN MEM DIET VIRUS ICTUAV

M4 s6: PH2016-TN07-01

Cht nhiém: ThS. Trinh Minh Dtc

Co quan chu tri: Truong Pai hoc Cong nghé thong tin va Truyén théng
Thoi gian thuc hién: 24 thang

Muc tiéu

Pua ra danh gia vé cac loai ma doc, tim hiéu cac phuong phap phan tich, trich rut dic trung ma

d

w

oC tir d6 xay dung mot phan mém c6 kha ning phat hién va loai bo ma doc

. Két qua nghién ciru

Dé tai da thyc hién tim hiéu vé 1ap trinh Win 32 API, Named Pipes.

Nghién ctru céc van dé lién quan dén cac loai ma doc, cach thic lay lan phé hoai caa
mi doc, cac phuong phap phat hién va loai bo ma doc dong thoi nghién ctu vé céc
phuong phép trich rat dic trung ma doc qua d6 dé xuat dugc mot giai phép trich tron

dac trung cho bai toan phat hién ma doc.

Bén canh d6 dé tai ciing dua ra cac k¥ thuat dé xay dung co so dir liéu mau ma doc.

. San pham

Bai bao ding tap chi, Ky yéu trong nwéc: 03

. V& Vin Truong, Trinh Minh Bic, Nguyén Vian Vinh, Lé Khanh Duong (2016), “Dé xuit giai
phép trich chon dac trung cho cac thuat todn phan 16p dir liéu trong k¥ thuat hoc may giam

sat va trng dung hiéu qua vao bai toan phat hién ma doc”, Tap chi Céng nghé thong tin va
truyen thong — Bé TT&TT, 529 (719), tr. 38-46.



2.V Van Truong, Trinh Minh Dic, Nguyén Vian Vinh, Lé Khanh Duong (2016), “Dé xuit giai
phap trich chon déc trung cho cac thuat todn phan I6p di liéu trong ky thuat hoc may gidm
sat va ung dung hiéu qua vao bai toan phat hién ma doc”, Ky yéu héi thao Mét sé vin dé

chon loc vé an toan an ninh thong tin lan thi# 1, Hoc vién k§ thuat mat ma.

3. Trinh Minh Dirc, Pinh Khanh Linh, Lé Khanh Duong, V& Van Truong (2019), “Mot s6 ky
thuat tao co s& dit liéu mau ma doc”, Tap chi khoa hoc va cong nghé - Pai hoc Thai Nguyén
(d3 duoc chap nhan ding).

e D@ tai sinh vien NCKH: 01

Nguyén Hoang Thing. “Nghién ciru va xay dung hé thong quét ma doc truc tuyén”. Dé tai
khoa hoc cép sinh vién ndm 2018. Két qua nghiém thu dat loai Tét theo QP s6 31/QD-DH
CNTT&TT, ngay 07/01/2019 cua trudng dai hoc CNTT&TT vé viéc cdng nhan két qua thyc
hién cac dé tai KH&CN cap co sd va sinh vién nam 2018.

e Phin mém diét virus ICTUAV

5. Hiéu qua

e Gi4o duc, dao tao: San pham cua d¢é tai s& la tai liéu tham khao cho sinh vién hoc cac mén
hoc lién quan dén chuy@n nganh an toan thdng tin co thé hiéu dugc co ché hoat dong va cac
phuong phap phéat hién mé doc.

e Kinh té, xa hoi: Phan mém c6 kha niang phat hién va loai bo céac loai ma doc, gitp bao vé
nguoi dung tranh dugc cac nguy co bi danh cap mat khau, tai khoan ngan hang, thong tin ca
nhan ... tranh duogc cac thiét hai vé kinh té.

6. Kha ning ap dung va phwong thirc chuyén giao két qua nghién ciru

Phan mém di duoc sir dung tai cong ty Lumi Viét Nam va dang tiép tuc duoc nang cap dé co
thé chuyén giao dén cac don vi khac.

Ngay thang nam 2019

Co quan chu tri Chii nhiém dé tai
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INFORMATION ON RESEARCH RESULTS
. General information

Project title: BUILDING THE ICTUAV ANTI-VIRUS SOFTWARE.
Code number: DPH2016-TNO7-01.
Coordinator: Msc. Trinh Minh Duc.

Implementing institution: Thai Nguyen University of Information Technology and
Communication.
Duration: 24 months.

. Objective(s)

Giving evaluations on types of malicious softwares, studying analysis methods, feature
extractions of malwares from there building a software which is capable of detecting malwares.

3.

Research results

The subject studied about Win 32 API, Named Pipes

Types of malwares, spreading and detructive actions of malwares
Studying about methods for detecting and removing malwares
Feature extraction methods

Proposing a feature extraction algorithm for malware detection.

. Products

Published articles in the country’s magazines: 03.

. Vo Van Truong, Trinh Minh Duc, Nguyen Van Vinh, Le Khanh Duong (2016), “Proposing
a feature extraction method for malware detection problem”, Journal of Information &
Communications Technology, 529 (719), pp. 38-46.

. Vo Van Truong, Trinh Minh Duc, Nguyen Van Vinh, Le Khanh Duong (2016), “Proposing
a feature extraction method for malware detection problem”, In proceedings of SolS 2016,
ACT.

. Trinh Minh Duc, Dinh Khanh Linh, Le Khanh Duong, Vo Van Truong (2019), “A number of

techniques to create malware database”, TNU Journal of Science and Technology (accepted
to publish).



vii

e Student research topic: 01.

Nguyen Hoang Thang. “Studying and building an online malware scanning system”. Student
research topic 2018. Achieving the good result.

The anti-virus software ICTUAV

5. Effects

Education: Products of the project will be reference material sources for students who study
subjects related to Information security

Economy and society: The software is capable of detecting and removing malwares, which
protects users from avoiding risks such as loss of passwords, bank accounts...

6. The ability to applying and methods of transferring the results of research

The software is used by Lumi Company and being updated more functions.



MG PAU
1. Téng quan tinh hinh nghién cieu thudc linh vuc cia dé tai ¢ trong va ngoai nuwéc

Ngoai nwéc: Nhitng ndm gan ddy da chung kién sy phét trién nhanh chong cua cac phan mém
doc hai ca vé sb luong va chung loai. Trong nam 1992 sé lugng ma doc di ting tir 1000 1én
2300, ndm 2002 c6 dén 60000 loai md doc va cc bién thé cia ching dwgc phat hién. Ngay nay
s6 lwong nay di ting 1én trén hon 847 triéu mau ma doc tinh dén cudi nam 2018. Trudc su phat
trién nhanh chong va su tan pha nang né cua cac phan mém doc hai, trén thé gisi da c6 rat nhiéu
nghién ctru Vé cac phuong phap phat hién va loai bo cac phan mém doc hai, nhung nhin chung
cac nghién ctru nay déu xoay quanh hai phuong phap chinh phat hién dua trén su bat thuong
hay di thuong va dya trén dau hiéu.

Trong [33] Schultz va nhom téac gia da 1an dau tién gidi thiéu khai niém khai pha dir liéu
cho viéc phéat hién ma doc. Ho da st dung ba dac trung tinh khac nhau cho viéc phan loai mé
doc: Portable executable (PE), strings va cac chudi byte.

Natajai [26] da dé xuat mot phuong phap truc quan hoa va phan loai ma doc sir dung cac
ky thuat xtr ly anh, phuong phap nay hinh dung cac tap tin ma doc nhu la nhitng anh xam. St
dung ky thuét K 1ang giéng gan nhat vai khoang céach Euclide cho viéc phan loai mé déc. Trong
[27] c4c tAc gia di so sanh su phan tich dua trén két cau nhi phan (dua trén ki thuat xu Iy anh)
Vv6i phan tich dong. Ho da phat hién ra rang sy phan loai sir dung phwong phap nay nhanh hon,
kha niang mo rong hon va co thé so sanh véi phan tich dong vé su chinh xac.

Kong va nhdm tac gia [23] da trinh bay mot framework cho viéc phan loai ma doc ty dong
dua trén thong tin cau tric cia ma doc.

Vin dé quan trong nhat dé phét hién dung ma doc 1a can phai co phuong phap trich rat
dac trung thuc sy hiéu qua, trong [38] Tony Abou-Assaleh da dé xuat mot phuong phap phat
hién ma doc méi stir dung dau hiéu dic trung byte n-grams, cac thi nghiém caa Abou-Assaleh
da dat duoc ti 1€ chinh x&c 98%. Trong [32] Santos va nhdm tac gia da sir dung déc trung opcode
n-gram cho phuong phap phat hién cua ho.

2. Tinh cép thiét caa dé tai

Ngay nay mang Internet da trd nén phé bién trén toan thé gisi, Internet da lan toa vao moi
ngdc ngéach caa doi sdng xa hoi, bat ky ai ciing co thé truy cap Internet dé tim kiém thdng tin
phuc vu cho nhu cau cua ho. Cing véi sy phét trién nhanh chong cua Internet I1a nhitng mdi
nguy hiém, rai ro tiém tang khi st dung nhu ddnh cip mat khau, chiém doat tai khoan ngan
hang, danh cap thong tin c& nhan, tong tién...Nhitng rai ro nay phan 16n bit ngudn tir nhitng
phan mém doc hai, cac loai ma doc, virut may tinh... Chinh vi thé, van dé nghién ciu va xay
dung mot phan mém phét hién va loai bo ma doc may tinh 1a mot viéc vo ciing cap thiét.



Theo Béo céo téng két cua Kaspersky nim 2014 (Kaspersky Security Bulletin 2014), co
1.4 triéu vy tin cong ngudi ding bang ma doc trén Android nam 2014, ting gip 4 1an so voéi
niam 2013. Trong d6, Viét Nam dung thir 6 trén toan thé gigi vé sé nguoi dung thiét bi di dong
bi ma doc tan cdng. Nguy co mat an toan théng tin dang & mirc dang bao dong khi Viét Nam cé
gan 50% sb nguoi dung c6 nguy co nhiém ma doc khi sir dung Internet trén may tinh, xép hang
4 trén toan thé gisi; va ding dau thé gii véi gan 70% ngudi dung may tinh d& bj nhiém ma
doc, phan mém doc hai cuc b (qua USB, thé nhd,...).

Ngoai ra, Microsoft u6c tinh rang cd khoang 80% may tinh tai Viét Nam nhiém cac loai
mi doc va phan mém doc hai. Theo bdo céo gan day cua Hiép hoi An toan Thong tin Viét Nam
(VNISA), phan 16n cac co quan to chuc tai Vit Nam cho phép ding thiét bi ca nhan (di dong
va may tinh bang) truy cap vao mang ludi tai noi 1am viéc nhung c6 téi 74% trong sé thiét bi
khong hé sir dung bat ky bién phap bao mat thdng tin nao. Nhiing théng sé nay da day Ién mot
méi lo ngai rat I6n va ciing dat ra mot p luc khong hé nho cho cac 1anh dao, chuyén gia vé cong
nghé¢ thdng tin tim ra giai phap dé doi pho véi tinh trang mét an toan thong tin trong mdi trudng
hién nay.

Theo bao c4o gan day cua Hiép hoi An toan Thdng tin Viét Nam phan Ién cac co quan to
chuc tai Viét Nam cho phép diing thiét bi ca nhan (di dong va may tinh bang) truy cap vao mang
luéi tai noi lam viéc nhung c6 téi 74% trong s6 thiét bi khdng hé st dung bat ky bién phap bao
mat thdng tin nao. Tir thyc té nay, t6i dé xuat dé tai: “Xay dung phan mém diét virus ICTUAV”.
Pay sé& la mot dé tai co y nghia thuc tién va ang dung rat cao, vai phan mém nay ching tdi hy
vong s& gilp bao vé nguoi dung trudce nhitng nguy hiém, rai ro khi truy cap may tinh va Internet.

3. Muc tiéu caa dé tai

Dua ra danh gia vé cac loai ma doc, virus may tinh, tim hiéu cac phuong phap phan tich,
trich rut dic trung ma doc tir d6 xay dung mot phan mém cé kha nang phat hién va loai boé ma
doc.
4. Céch tiép can va phwong phap nghién ciu
4.1. Céch tiép can

¢ Nghién ctru trong tai liéu (tir cac bai béao, tap chi...)

e Tham gia cé4c dién dan, hoi thao, X mi na vé an toan thong tin trong nudc.

e Thu nghiém trén mot hé thong thuc té.

4.2. Phwong phap nghién ciru

e V& mat ly thuyét: Nghién ctru tong quan vé cac loai ma doc, cach thire 1ay lan pha hoai
cua ching. Nghién ctru cac phuong phap phat hién ma doc phd bién hién nay.



e V& mit thuc nghiém: dua trén co s& ly thuyét dé xuat phuong phap trich rat dic trung
cho bai toan phét hién ma doc, déng thoi tién hanh xay dung mot phan mém c6 kha
nang phat hién ma doc.

5. Poi twgng va pham vi nghién ciru
5.1. Péi twong nghién ciru

e Nghién ctru cac phuong phap phan tich ma doc

e Nghién ctru cac phuong phap phat hién va loai bé ma doc

e Nghién ctru cac phuong phap trich rut dac trung ma doc

e Nghién ciru cac phuong phéap tao co so dir liéu mau ma doc
e Nghién cau phian mém ma nguén mé ClamAV

5.2. Pham vi nghién ciru

e CAc véan dé lién quan dén phan tich ma doc

e CAc vén dé lién quan dén ma doc

e CAc van dé vé trich rut dic trung ma doc

e Céc tiéu chi danh gia hidu qua, chat luong cua cac phuong phap phat hién va trich rat
dac trung

6. N§i dung nghién ciru

e Tim hiéu lap trinh Win32 API

e Tim hiéu Named Pipes

e Tim hiéu vé céc loai ma doc, cach thtc 1ay lan pha hoai cua ching.

e Tim hiéu cac phuong phap phat hién va loai bé ma dac.

e Tim hiéu cac phuong phap trich rat dic trung ma doc

e Xay dung CSDL ma doc

e Nghién ctu va tim hiéu vé Clamav, mot phan mém ty do ngudn maé cho viéc phét hién
va loai bo cac loai ma doc.

e Xay dung phan mém phaét hién va loai bé ma doc dya trén Clamav



I. PANH GIA MUC PQ HOAN THANH CUA DPE TAI
1. Mike d hoan thanh muc tiéu dé tai

Muc tiéu cta dé tai 1a Pua ra danh gia vé cac loai ma doc, virus may tinh, tim hiéu cac
phuong phap phan tich, trich rat dic trung ma doc tir d6 xay dung mot phan mém c6 kha ning
phéat hién va loai bo ma doc.

Dé tai da dé xuat mot giai phép trich chon dic trung cho bai toan phat hién mé doc, dua
ra mot s6 ki thuat dé tao co so dit liéu mau ma doc, ddng thoi xay dung thanh céng phan mém
diét virus ICTUAV.

2. Mikc d9 hoan thanh céac ngi dung
Dé tai da hoan thanh day du cac noi dung dwa ra trong thuyét minh:

e Trinh bay cac loai ma doc, cach thic lay lan pha hoai cua chdng.

e Tim hiéu cac phuong phap trich rut dic trung ma doc

e Xay dung CSDL ma doc

e Nghién ciru va tim hiéu vé Clamav, mot phan mém tu do ngudn mé cho viéc phéat hién
va loai bo cac loai ma doc.

e Xay dung phan mém phat hién va loai bo ma doc dwa trén Clamav

3. S6 lwgng, chét lwgng san phiam dat dwoc so véi ding ky

Két qua cua dé tai dap ung vé sb luong va chat luong so véi thuyét minh phé duyét cua
hoi dong.

3.1. Bai bao ding trén tap chi, ky yéu trong nwéc

1. V5 Van Trudng, Trinh Minh Btic, Nguyén Vin Vinh, Lé Khanh Duong (2016), “Dé xuét
giai phap trich chon dac trung cho céac thuat todn phan 16p dir liéu trong k¥ thuat hoc
may gidm sat va rng dung hiéu qua vao bai toan phat hién ma doc”, Tap chi Cong nghé
théng tin va truyén thong — B¢ TT&TT, 529 (719), tr. 38-46.

2. V3 Van Truong, Trinh Minh Dirc, Nguyén Vin Vinh, Lé Khanh Duong (2016), “Pé xuat
gidi phap trich chon dac trung cho céac thuat toan phan 16p dit li€u trong k¥ thuat hoc
may giam sat va tng dung hiéu qua vao bai toan phat hién ma doc”, Ky yéu héi thao Mot
$6 van dé chon loc vé an toan an ninh thong tin lan thir 1, Hoc Vién K¥ Thuat Mat Ma.

3. Trinh Minh BPuc, Pinh Khanh Linh, Lé Khanh Duong, V6 Van Truong (2019), “Mot )
k¥ thuat tao co so dir liéu mau ma doc”, T. ap chi khoa hoc va cong nghé - Dai hoc Thai
Nguyén (dd duoc chip nhan ding).



3.2. Sin pham dio tao

e 01 dé tai khoa hoc cip sinh vién
Nguyén Hoang Théng. “Nghién ctu va xay dung hé thong quét ma doc truc tuyén”. Bé
tai khoa hoc cip sinh vién nim 2018. Két qua nghiém thu dat loai tét theo QD sb 31/Qb-
DH CNTT&TT, ngay 07/01/2019 cua trudong dai hoc CNTT&TT vé viéc cong nhan két
qua thuc hién cac dé tai KH&CN cip co sé va sinh vién nim 2018.

e San pham @ng dung: Phan mém diét virus ICTUAV.

Il. PANH GIA GIA TRI KHOA HOC VA THUC TIEN CUA KET QUA NGHIEN CUU

Két qua cua d¢é tai da dua ra duoc cac danh gia vé cac loai ma doc, cach thic lay lan phé
hoai ciia chung, cac phuong phap phat hién ma doc hién nay, qua d6 chung t6i da dé xuat giai
phép trich chon dic trung cho bai toan phat hién ma doc va da tién hanh céc thir nghiém dé
chang to hiéu qua cua giai phap dé xuat. Pong thoi chiing tdi ciing dwa ra cac ky thuat dé tao co
so dit liéu mau ma doc. Két qua chinh cua dé tai 1a phan mém diét virus ICTUAYV, phan mém
nay cua ching t6i da dugc chuyén giao cho céng ty Lumi va di nhan duoc nhitng phan hoi rat
tich cuc.

Két qua cua dé tai 1a ngudn tai liéu tham khao cho sinh vién hoc cac mén hoc lién quan
dén chuyén nganh an toan thdng tin, cong nghé thdng tin c6 thé hiéu dugc co ché hoat dong va
cac phuong phép phat hién ma doc; cac nghién ciu vé ma doc cd sir dung qua trinh trich rat dac
trung.

KET LUAN VA KIEN NGHI

Dé tai da xay dung thanh céng phan mém diét virus ICTUAV, trong d¢é tai chung toi da
dé xuat sir dung giai phap trich chon dic trung dé ting kha ning phat hién ma doc caa phan
mém, day 1a mot dong gop quan trong cua dé tai. Tuy nhién phan mém van con mot nhuge diém
1a chwa ¢6 co ché bao vé thoi gian thuc. Trong thoi gian téi chiing tdi s& khac phuc nhuge diém
nay Vva tiép tuc tap trung nang cap phan mém, cai thién giai phép trich chon dic trung dé nang
cao kha nang phat hién ma doc.

Dé két qua cuia dé tai co thé tiép tuc duoc phét trién can cd mot phong thi nghiém chuyén
phan tich vé& ma doc, qua do co thé xay dung duoc co sé dit liéu ma doc cho phan mém.



