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DAl HOC THAI NGUYEN
TRUONG PAI HQC CNTT&TT

THONG TIN KET QUA NGHIEN CUU
1. Thong tin chung

e Tén dé tai: XAY DUNG PHAN MEM DIET VIRUS ICTUAV

e M sb: DPH2016-TN07-01

e Chua nhiém: ThS. Trinh Minh Duc

e Co quan chu tri: Truong Pai hoc Cong nghé théng tin va Truyén thdng
e Thoi gian thuc hién: 24 thang

2. Muc tiéu

Pua ra danh gia vé cac loai ma doc, tim hiéu cac phwong phap phan tich, trich rat dic
trung ma doc tir 6 xay dyng mot phan mém co kha ning phat hién va loai bo ma doc

3. Két qua nghién ciu

e D¢ tai da thuc hién tim hiéu vé lap trinh Win 32 API, Named Pipes.

e Nghién ctu cic van dé lién quan dén céc loai mé doc, cach thuc 1ay lan phé hoai
ctia mé doc, cac phuong phap phat hién va loai bé ma doc dong thoi nghién cau
Vvé cac phuong phap trich rat dic trung ma doc qua d6 dé xuat dugc mot giai phap
trich tron dac trung cho bai toan phat hién ma doc.

e Bén canh d6 dé tai cling dua ra cac k¥ thuat dé xay dung co s¢ dir liéu mau ma
doc.

SN

. San pham

Bai bao ding tap chi, ky yéu trong nwéc: 03

1. V& Vin Truong, Trinh Minh Dirc, Nguyén Vin Vinh, Lé Khanh Duong (2016),
“Pé& xuat giai phap trich chon dic trung cho cac thuat toan phan 16p dix liéu trong k¥
thuat hoc may giam sat va ing dung hiéu qua vao bai toan phat hién ma doc”, Tap
chi Cong nghé thdng tin va truyén thong — Bg TT&TT, 529 (719), tr. 38-46.

2.V Van Truong, Trinh Minh Dtc, Nguyén Vin Vinh, Lé Khanh Duong (2016),
“Pé& xuat giai phép trich chon dic trung cho cac thuat todn phan 16p di liéu trong k§
thuat hoc may giam sat va irng dung hiéu qua vao bai toan phat hién ma doc”, Ky



yéu hgi thao Mgt sé vdn dé chon loc vé an toan an ninh thong tin lan thiz 1, Hoc

vién k¥ thuat mat ma.

3. Trinh Minh Btrc, Binh Khanh Linh, Lé Khanh Duwong, V6 Van Truong (2019),

“Mot s6 k§ thuat tao co s& dit liéu mau ma doc”, Tap chi khoa hoc va cong nghé -

Pai hoc Thai Nguyén (da duoc chap nhan ding).

e Dé tai sinh vien NCKH: 01

Nguyén Hoang Thang. “Nghién ctru va xay dung hé théng quét ma doc truc tuyén”.

Pé tai khoa hoc cép sinh vién nam 2018. Két qua nghiém thu dat loai T4t theo QP

s6 31/QD-DH CNTT&TT, ngay 07/01/2019 ciia trudng dai hoc CNTT&TT V& viéc

cdng nhan két qua thuc hién cac dé tai KH&CN cap co so va sinh vién nam 2018.

e Phan mém diét virus ICTUAV

5. Hiéu qua

e Gido duc, dao tao: San pham cua dé tai sé 12 tai liéu tham khao cho sinh vién hoc
cac moén hoc lién quan dén chuy@n nganh an toan thong tin c6 thé hiéu dugc co ché
hoat dong va cac phuong phap phat hién ma doc.

e Kinh té, x4 hoi: Phan mém c6 kha ning phat hién va loai bo cac loai ma doc, gidp
bao vé ngudi dung tranh dugc cac nguy co bi danh cap mat khau, tai khoan ngan
hang, thong tin c4 nhan ... tranh duoc cac thiét hai vé kinh té.

6. Kha ning ap dung va phwong thirc chuyén giao két qua nghién ciu

Phan mém da duogc sir dung tai céng ty Lumi Viét Nam va dang tiép tuc duoc nang
cap dé c6 thé chuyén giao dén cac don vi khéc.

Ngay thang nam 2019

Co quan cha tri Chii nhi¢m dé tai



2.

INFORMATION ON RESEARCH RESULTS
. General information

Project title: BUILDING THE ICTUAV ANTI-VIRUS SOFTWARE.

Code number: BPH2016-TNO7-01.

Coordinator: Msc. Trinh Minh Duc.

Implementing institution: Thai Nguyen University of Information Technology and
Communication.

Duration: 24 months.

Objective(s)

Giving evaluations on types of malicious softwares, studying analysis methods,

feature extractions of malwares from there building a software which is capable of
detecting malwares.

3

. Research results

The subject studied about Win 32 API, Named Pipes

Types of malwares, spreading and detructive actions of malwares
Studying about methods for detecting and removing malwares
Feature extraction methods

Proposing a feature extraction algorithm for malware detection

. Products
Published articles in the country’s magazines: 03.

. Vo Van Truong, Trinh Minh Duc, Nguyen Van Vinh, Le Khanh Duong (2016),
“Proposing a feature extraction method for malware detection problem”, Journal
of Information & Communications Technology, 529 (719), pp. 38-46.

. Vo Van Truong, Trinh Minh Duc, Nguyen Van Vinh, Le Khanh Duong (2016),

“Proposing a feature extraction method for malware detection problem”, In
proceedings of SolS 2016, ACT.

. Trinh Minh Duc, Dinh Khanh Linh, Le Khanh Duong, Vo Van Truong (2019), “A

number of techniques to create malware database”, TNU Journal of Science and
Technology (accepted to publish).

Student research topic: 01.

Nguyen Hoang Thang. “Studying and building an online malware scanning system”.
Student research topic 2018. Achieving the good result.



6.

Xi

The anti-virus software ICTUAV

. Effects

Education: Products of the project will be reference material sources for students
who study subjects related to Information security

Economy and society: The software is capable of detecting and removing
malwares, which protects users from avoiding risks such as loss of passwords,
bank accounts. ..

The ability to applying and methods of transferring the results of research

The software is used by Lumi Company and being updated more functions



MO PAU
1. Téng quan tinh hinh nghién ciu thude linh vuc cia dé tai ¢ trong va ngoai

nuwoc

Ngoai nwéc: Nhirng nim gin day da ching kién sy phat trién nhanh chéng cua céc
phan mém doc hai ca vé sé luong va ching loai. Trong nam 1992 sé lwong ma doc
d3 tang tir 1000 1én 2300, nim 2002 c6 dén 60000 loai ma doc va cac bién thé cua
chung duoc phat hién. Ngay nay sb lugng nay da ting 1én trén hon 847 triéu mau ma
doc tinh dén cubi nam 2018. Trudc su phat trien nhanh chong va sy tan pha nang né
ctia cac phan mém doc hai, trén thé gisi da co rat nhiéu nghién ciu vé cac phuong
phap phat hién va loai bo cac phan mém doc hai, nhung nhin chung cac nghién ciu
nay déu xoay quanh hai phuong phép chinh phat hién dua trén su bat thuong hay di
thuong va dua trén dau hiéu.

Trong [33] Schultz va nhém tac gia da lan dau tién gioi thiéu khai niém khai
phé dir liéu cho viéc phat hién ma doc. Ho da sir dung ba dac trung tinh khac nhau
cho viéc phan loai ma doc: Portable executable (PE), strings va cac chudi byte.

Natajai [26] da dé xuat mot phuong phap truc quan hda va phan loai ma doc sir
dung céc k¥ thuat xi ly anh, phwong phap nay hinh dung céc tap tin ma doc nhu la
nhitng anh xam. St dung ky thuat K lang giéng gan nhat véi khoang cach Euclide
cho viéc phan loai ma doc. Trong [27] cac tac gia da so sanh sy phan tich dua trén
két cau nhi phan (dua trén ky thuat xi ly anh) voi phan tich dong. Ho da phat hién ra
rang su phan loai sir dung phuong phap nay nhanh hon, kha ning mé réng hon va cé
thé so sanh véi phan tich dong vé sy chinh xac.

Kong va nhom téc gia [23] da trinh bay mot framework cho viéc phéan loai ma
doc tu dong dwa trén thdng tin cu trdc cia ma doc.

Vin dé quan trong nhat dé phat hién dung ma doc 1a can phai c6 phuong phap
trich rat dic trung thuc sy hiéu qua, trong [38] Tony Abou-Assaleh da dé& xuat mot
phuong phap phat hién ma doc méi sir dung dau hiéu dic trung byte n-grams, céc thi
nghiém cua Abou-Assaleh da dat duoc ti 1€ chinh xac 98%. Trong [32] Santos va
nhom tac gia da su dung dac trung opcode n-gram cho phuong phap phat hién caa
ho.

2. Tinh cap thiét caa dé tai

Ngay nay mang Internet da trd nén pho bién trén toan thé gisi, Internet da lan
téa vao moi ngdc ngach cua doi song x& hoi, bat Ky ai ciing c6 thé truy cap Internet



dé tim kiém thong tin phuc vu cho nhu cau cua ho. Cung véi su phat trién nhanh
chéng cua Internet 1a nhitng méi nguy hiém, rai ro tiém tang khi st dung nhu danh
cdp mat khau, chiém doat tai khoan ngan hang, danh cip théng tin c& nhan, téng
tién...Nhirng rui ro nay phan 16n bat nguon tir nhitng phan mém doc hai, cac loai ma
doc, virut may tinh... Chinh vi thé, vin dé nghién ctru va xay dung mot phan mém
phat hién va loai bo ma doc may tinh 12 mot viéc vo ciing cap thiét.

Theo Béo céo tong két cua Kaspersky nam 2014 (Kaspersky Security Bulletin
2014), ¢6 1.4 triéu vu tin cong nguoi ding bang ma doc trén Android nam 2014, ting
gap 4 1an so véi ndm 2013. Trong d6, Viét Nam dang thir 6 trén toan thé gidi vé sb
ngudi ding thiét bi di dong bi ma doc tin cong. Nguy co mét an toan thong tin dang
& mirc dang bao dong khi Viet Nam c6 gan 50% sb nguoi ding c6 nguy co nhiém ma
doc khi st dung Internet trén may tinh, xép hang 4 trén toan thé gioi; va dang dau thé
gidi vai gan 70% ngudi ding may tinh dé bi nhiém ma doc, phan mém doc hai cuc
bo (qua USB, thé nha,...).

Ngoai ra, Microsoft uéc tinh rang c6 khoang 80% may tinh tai Viét Nam nhiém
c4c loai ma doc va phan mém doc hai. Theo béo céo gan day cua Hiép hoi An toan
Thong tin Viét Nam (VNISA), phan 16n cac co quan t6 chuc tai Viét Nam cho phép
ding thiét bi c4 nhan (di dong va may tinh bang) truy cap vao mang ludi tai noi lam
viéc nhung c6 t6i 74% trong sb thiét bi khong hé sir dung bat ky bién phap bao mat
thong tin nao. Nhitng thdng sé nay da day 1én mot méi lo ngai rat 16n va ciing dit ra
mot ap luc khong hé nho cho cac lanh dao, chuyén gia vé cong nghé théng tin tim ra
giai phap dé d6i pho véi tinh trang mat an toan thong tin trong méi treong hién nay.

Theo bao cao gan day ctia Hiép hoi An toan Thong tin Viét Nam phan Ién céac
co quan to chuc tai Viét Nam cho phép dung thiét bi ca nhan (di dong va may tinh
bang) truy cap vao mang ludi tai noi lam viéc nhung co téi 74% trong sb thiét bi
khong hé sir dung bat ky bién phap bao mat théng tin nao. T thuc té nay, toi dé xuat
dé tai: “Xay dung phan mém diét virus ICTUAV”. Day sé& la mot dé tai co y nghia
thue tién va ang dung rat cao, véi phan mém nay ching toi hy vong s& gilp bao vé
ngudi ding trude nhirng nguy hiém, rai ro khi truy cap may tinh va Internet.

3. Muc tiéu caa dé tai

Pua ra danh gia vé cac loai ma doc, virus may tinh, tim hiéu cac phuong phap
phan tich, trich rat dic trung ma doc tir d6 xay dung mot phan mém cé kha ning phat
hién va loai bo ma déc.

4. Céch tiép can va phwong phap nghién ciru



4.1. Céch tiép can

Nghién ctu trong tai liéu (tir cac bai bao, tap chi...)
Tham gia cac dién dan, hoi thao, xé mi na Vé an toan thong tin trong nudc.
Tha nghiém trén mot hé thong thuc té.

4.2. Phwong phap nghién ctru

Vé mat ly thuyét: Nghién cau tong quan vé cac loai ma doc, cach thuc lay
lan phé hoai cua ching. Nghién ctru cic phuong phap phat hién ma doc phd
bién hién nay.

Vé mit thyc nghiém: dua trén co so ly thuyét dé xuat phuong phap trich rit
dic trung cho bai toan phat hién ma doc, dong thoi tién hanh xay dung mot
phan mém c6 kha ning phat hién ma doc.

5. Pdi twong va pham vi nghién cieu

5.1. Péi twong nghién ciu

Nghién ctru cac phuong phap phan tich ma doc

Nghién ctru cac phuong phap phat hién va loai boé ma doc
Nghién ctru cac phuong phap trich rat dac trung ma doc
Nghién ciru cac phuong phap tao co s& dir liéu mau ma doc
Nghién ciru phan mém ma nguén mg ClamAV

5.2. Pham vi nghién ciu

C4c van dé lién quan dén phan tich ma doc

C4c van dé lién quan dén ma doc

C4c van dé Vé trich rut dic trung ma doc

Céc tiéu chi danh gia hiéu qua, chat luong ciia cac phuong phap phat hién va
trich rat dac trung

6. Noi dung nghién ctru

Tim hiéu lap trinh Win32 API

Tim hiéu Named Pipes

Tim hiéu vé céc loai ma doc, cach thic 1y lan phé hoai caa chang.
Tim hiéu cac phuong phap phat hién va loai bé mi dac.

Tim hiéu cac phuong phép trich rat dac trung ma doc

Xay dung CSDL ma dgc



e Nghién ctu va tim hiéu vé Clamav, mét phan mém ty do nguén mé cho viéc
phat hién va loai bo cac loai ma doc.
e Xay dyng phan mém phat hién va loai bé ma doc dya trén Clamav



CHUONG 1: TONG QUAN VE MA PQC

1.1. Giéi thiéu vé ma doc may tinh

M3 doc hay phan mém doc hai 1a cac chuong trinh may tinh c6 cht:a bén trong
n6 nodi dung cac mi doc hai duoc tao ra véi muc dich thuc hién cac hanh vi bat hop
phap nhu: truy cap trai phép, danh cip théng tin ngudi dung, 1ay lan thu rac, tham chi
thue hién cac hanh vi tong tién (ransomware), tan cong va gay tén thuong cho cac hé
théng may tinh... nham chudc lgi ca nhan , hodc céc loi ich vé kinh té, chinh tri hay
don gian ching c6 khi duoc tao ra chi 1a mot tro dua ac y nao do. Bat ky mot phan
mém nao la ly do 1am ton thuong, pha v& dén tinh bi mat, tinh toan ven va tinh san
sang cua dir liéu nguoi ding, may tinh hoic méi truong mang déu cé thé dugc xem
nhu cac ma doc. Ngay nay ,clng voi su phét trién cia cong nghé thong tin cac ung
dung may tinh, cac phan mém hé théng khdng nging thay doi va phat trién manh mg,
ma doc ban dau tir chd chi 1a nhitng chuong trinh nho ¢6 kha niang ty sao chép dén
nay mé doc va cac bién thé cua no dang ngay cang trd nén da dang, tinh vi mac do
nguy hiém ngay cang gia ting dang tré thanh mot nguy co de doa truc tiép dén an
toan, an ninh thong tin.

1.2. Phan loai ma dgc

Ban dau cac phan mém doc hai duoc tao ra bang cach song ki sinh va lay nhidm
trén céc vat chu la cac chuong trinh ¢6 chira cac noi dung thuc thi. Cac doan ma may
nhiém doc duoc lay lan ton tai trong mot vai chuwong trinh tng dung, cic chuong trinh
tiénich hoic cac hé thong may tinh tham chi ngay chinh trén cac mi duoc dung dé
khoi dong may tinh. Cac phan mém doc hai nay duoc xac dinh va phan loai béi muc
dich doc hai hay cac hanh vi caa nd, c6 thé ké tén nhu: Virus, Trojan, Logic Bombs,
BackDoors...Cac dang chuong trinh doc hai kiéu khac 1a cac chuong trinh ma doc ma
tu ching c6 kha ning thuc thi mot cac doc 1ap trén cac phan mém hé thong ma khong
can ki sinh trén cac vat chu 1a cac chuong trinh ng dung hay tép tin. Cac ma doc
dang nay thuong c6 kha niang tu nhan ban ching loi dung cac 16 hong bao mat dé tan
cong hay thuc hién cac hanh vi doc hai, dai dién cho cac dang ma doc nay la cac sau
may tinh (worm).

Mot cach khac dé phan biét cac loai ma doc khac nhau 1a dua trén muc dich va
cac hanh vi cua ching. Ngay nay mi doc dang nganh cang phat trién va tién hoa
khong ngimg trong d6 ndi 18n 1a cac dang ma doc ma c6 kha nang nguy trang va lén
lGt thue hién cac hanh vi ddnh cap thong tin, thuc hién nghe 1én hay tham nhap nhu
la cc phan mém gian diép hay cac chuong trinh khai thac 16 hong bao mat trén may



tinh nguoi dung trong thai gian dai. Mot sb loai ma doc khac cha yéu duoc thue thi ma
hanh vi cua né tap trung vao muc dich 1ay lan va pha hoai gay nhiém cho hé théng
may tinh.

Nhu vay 6 thé n6i phan mém doc hai cé thé dugc tam chia thanh cac loai khac
nhau theo phuong thirc va hoat dong caa chiing, Cac phan mém chéng virus déi khi
khong quan tam dén tén cua nd, c6 kha nang phat hién ra cac kiéu ma doc nhu sau:

C6 3 dic diém thuong lién quan véi cac loai phan mém doc hai 1a:

e M3 doc tu nhan ban va nd hec 1ay nhim bing viéc tao cac ban sao chép
méi hoic cac thé hién cua chinh nd. Ma doc ciing c6 thé duoc lay nhiém
mot cach bi dong théng qua thao tac vé y cua ngudi dung tao ra cac su kién
kich hoat hay sao chép nhung diéu nay khong duoc coi 1a ty nhan ban.

e Su ting trudng Vé s6 luong cia phan mém doc hai mo ta sy thay doi tong
thé trong d6 c6 s6 lwong 16n cac trudng hop 12 do tw nhan ban, Nhitng ma
do6c ma khong te nhan ban sé& ludn ludn c6 mot sy tang trudng bang khéng
nhung ma doc v6i mot s tang truong bang khong lai ¢ thé 1a nhitng ma
doc tu nhan ban.

e Phan mém doc hai ky sinh yéu cau mot sé chuwong trinh ma thuc thi khac
dé ton tai. Thyc thi trong ngir canh nay nén duoc hiéu chung I1a bao gom
bat ctr thir gi 6 thé thuc thi dugc, nhu 1a cac khéi khoi dong trén dia, ma
nhi phan trong céc tng dung va cac ma bién dich. N6 ciing bao gom cac
ma ngudn nhu 1 céc ngdn ngit kich ban, hay l1a cac ma yéu cau bién dich
trude khi ching dugc thuc thi.

1.2.1. Virus may tinh

Virus 1a mot loai ma doc ¢ cac dic diém nhu ty nhan ban, ching Ky sinh trén
c4c vat chu, virus 1a mot chuong trinh doc hai ma khi duogc thuc thi né sé cé gang sao
chép chinh nd vao bén trong mét mé thyuc thi khac. Khi thanh céng thi md chuong
trinh duoc goi 1a ma bi 12y nhidm. Cac ma lay nhiém khi chay c6 thé tiép tuc l1ay nhiém
sang cac ma mai. Su tu sao chép nay ton tai trong cac ma thuc thi 12 mot dac tinh xac
dinh quan trong caa mot virus. Khi virus duoc 1ay nhidm né cé thé thuce hién mot loat
cac hanh vi nhu thay ddi, x6a, hay sao chép céc tép tin ciing nhu phét tan chung trén
cac hé théng may tinh.

Hiéu theo céch truyén thdng thi Virus c6 thé 1y lan bén trong mot may tinh duy
nhét hozc c6 thé di chuyén tir mot may tinh dén may tinh khéc bang viéc sir dung cac



phuong tién van chuyén da phuong tién cua con ngudi nhu 13 dia mém, CD-ROM,
DVD-ROM, hoac USB,... No6i cach khac Virus khéng lay lan théng qua mang may
tinh thay vao d6 mang may tinh 1a mot mién hoat dong cua cac sau may tinh. Tuy
nhién Virus hiéu theo céch truyén thdng d6i khi dugc dung dé chi bat ky phan mém
doc hai nao c6 kha nang tu sao chép.

Virus c6 thé duoc bt gap trong cac giai doan khac nhau cua su tu nhan ban.
M6t mam méng nay sinh 1a hinh thirc ban dau cua Virus trudc khi dién ra bat ky mot
su tu sao chép nao, mot Virus ma that bai trong viéc tu tai tao lai dugc goi 1a mot du
dinh, diéu nay c6 thé xay ra nhu 1a két qua cua 13i trong cac virus hoic sy gap phai
mot phién ban bat ngo caa hé diéu hanh. Mét virus ¢ thé trd 4n, noi ma n6 hién dién
nhung chua lay nhiém hay 1am bét ci diéu gi vi du mot cira s6 ¢ chta virus 6 thé &
trén mot may cha tap tin chay trén hé diéu hanh Unix va khdng c6 hiéu luc ¢ d6, nhung
c6 thé dugc xuat va di chuyén sang cac may Windows vé co ban mot Virus dugc trai
qua 4 giai doan, giai doan 1 1 tr( an nhu da trinh bay & trén, giai doan 2 virus thyuc
hién 1ay nhiém bang viéc viéc sao chép chinh nd vao céc tép tin hay chuong trinh may
tinh khéc, giai doan 3 virus duoc kich hoat dé chuan bi chay cic doan ma doc, giai
doan 4 virus thuc thi cdc chire nang cta nd theo dang kich ban ma ké da tao ra no.

M@t virus may tinh gém 3 thanh phan chinh nhu sau:

Co ché lay nhiém: Lam thé nao dé virus c6 thé 1ay lan bang céch sira d6i ma khéc
dé chira mot sao chép cua virus, cac cach chinh xac thong qua d6 mot loai virus lay
lan duoc goi l1a vector 1ay nhiém cua no. Pay khong phai la duy nhat, mot loai virus
lay nhiém theo nhiéu cach duoc goi 1a da phuong.

Kich hoat: Cac cach quyét dinh xem c6 hay khong dé ma mot payload.
Payload: 1a m4 Iénh hay cai ma virus thuc hién bén canh viéc lay nhiém.

Ngoai trir co ché 1ay nhiém, 2 thanh phan con lai c6 thé tly chinh do vay lay
nhiém 12 mot trong nhitng chia khoa dinh nghia cac dic diém cia mot virus. Trong
su thiéu vang tinh chat 18y nhiém néu ma doc hai chi chira thanh phan kich hoat va
payload truong hgp nay duoc goi 1a ma doc logic bomb.

Virus ¢6 thé duoc phan loai bang nhiéu cach, dya vao muc tiéu cb gang lay
nhiém cua virus, va dya vao cac phuong thirc ma virus sir dung dé che giau ban than
nd véi cac hé théng phét hién va cac phan mém chdng virus.

1.2.1.1. Phan loai virus dwa vao cac hinh thirc lay nhiém

1.2.1.1.1. Virus lay nhiém Boot-Sector



Virus 1ay nhiém Boot-Sector 1a mét virus 1y nhidm bing viéc sao chép chinh
né dén khéi khoi dong bang cach nhu vay sau khi hé diéu hanh may tinh tién hanh khoi
dong no sé thuc thi cac doan ma virus bi chén vao char khong phai 1a cac doan ma
khoi dong thdng thuong. Virus co thé sao chép noi dung caa khdi khai dong cii ¢ noi
khac trén dia dau tién hoic noi cb dinh an toan trén 6 dia dé virus co thé chuyén diéu
khién dén n6 sau khi hoan thanh xir ly tién trinh khai dong.

Criginal
boot blocl-c Virus #1 ‘u'lrus #2

““é N \(‘i 2N .@"”\
\ /' \/V S

Qriginal copied Cu Py 01' original
to fixed “safe” now destroyed
location

Time
Hinh 1.1. Khdi khai déng bi ay nhiém béi nhiéu virus [20]

Phuong phap nay s& gap vin dé néu nhu mdy tinh bi nhiém nhiéu lan bai nhitng
loai virus khac nhau khi chdng cing sir dung mét dia diém an toan dé luu trir doan
ma khai dong, do ¢ 1an tiép theo virus sé& tiép tuc sao chép doan ma virus trude d6
dén vuing an toan vo tinh ghi de 18n doan ma nap chwong trinh thuc sy do vay bi x6a
va chiing sau khi thuc hién cac chirc nang cia minh khong c6 cach nao c6 thé quay tro
lai khoi dong may tinh, day 1a mét ton hai khéng chu y dugc gay ra boi virus, ngay
nay virus boot khéng con dugc thiy xuat hién nhiéu do téc do 1ay lan cham va kha
nang tién hda khong cao cua no.

1.2.1.1.2. Virus lay nhiém tap tin

Virus lay nhiém tap tin hé diéu hanh c6 mot khai niém vé tap tin duoc thyc thi,
trong mot y nghia rong hon cac tap tin thyc thi ciing c6 thé bao gém cac tap tin ma c6
thé chay bai cac dong lénh nguoi sir dung nhu “shell”. Mot tap tin 12y nhiém 1a mot
virus lay lan 12 nhitng tap tin dugc hé diéu hanh hay “shell” xem la dé thuc thi n6 c6
thé bao gom cac tap tin “batch” va ma kich ban “shell” nhung c4c ma nhi phan thyc
thi 1a nhitng ma thuc thi pho bién nhat.

C6 2 van dé can quan tam chinh trong lay nhiém tap tin d6 la:
1. Virus thi nam ¢ dau ?

2. Virus duoc thuc thi nhu thé nao khi ma c4c tap tin lay nhiém chay ?



Dé tién hanh 1ay nhiém virus thuc hién ac cong viéc nhu sau:

Tim kiém déi tuong tép thuc thi dé 1ay nhiém

e Nap cac ma doc lay nhiém vao céc tap tin tim duoc

Luu tri va dam bao n6 ton tai duy nhat trong tap tin bi lay nhiém

Tiép tuc tim kiém céc tép tin khac dé tién hanh 13y nhiém ma doc

Mdi mot loai virus s& c6 nhitng cach thuc dé thuc hién 12y nhiém khac nhau
song ching déu duoc trai qua cac nguyén Iy bao gom 3 giai doan la:

e Lay nhiém va chiém quyén diéu khién
e Chay c4c chiic nang ctia né 1a cac doan ma doc duoc gan vao tép tin lay
nhiém
e Trao tra quyén diéu khién cho tép va dam bao tinh toan ven ban dau cua dix
liéu.
Théng thudng virus duoc tién hanh dat & hai noi, noi bat dau mot tép tin va noi
két thic hodc mét vi tri ndo d6 trong tép tin, cac ki thuat thuc hién cua virus duoc

trinh bay nhu sau:

LAy nhiém phdn ddu cua tdp tin: cac tap tin don gian thudong c6 dinh dang nhu
.EXE, .COM, MS-DOS toan bé céc tap tin dugc két hop boi phan mé va phan dir liéu.
Khi duoc thyc thi toan bo tap tin s& duoc nap 18n bo nhd va thuc thi s& dugc bat dau
boi 1énh nhay dén phan dau tién nap tap tin d6. Trong truong hop nay virus dugc dit
& vi tri bat dau cua tap tin noi ma céc tap tin nhan quyén diéu khién dau tién khi cac tap
tin bi 1y nhiém chay n6 sé& thuc thi cac doan ma doc dau tién.



Start
location

LAy nhiém phan cudi cia tdp tin: gan thém cac ma vao phan cudi caa mot tap tin
thi cuc ki don gian, mot virus dat & vi tri két thic mot tap tin bang cach nao né co thé
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Truce khi lay nhigm

Start _,
| location infect O
if trigger() is trcue;

pavlicad()

Sau khi lay nhiém

Hinh 1.2 virus lay nhiém phdn dau tép tin [20]

chiém doat quyén diéu khién, c6 2 phuong phéap co ban nhu sau:

Cé4c ma lénh chuong trinh gbc ¢6 thé dugc luu lai, va dugc thay thé boi mot
lénh nhay dén cac ma cua virus, sau khi thuc thi xong virus s& sir dung quyén diéu
khién tré dén cac ma ban dau ma né di 1ay nhidm. Virus c6 thé s& cb gang chay truc
tiép cac ma Iénh chuong trinh goc ngay tai khu virc né da luu hoic virus c6 thé phuc

hoi cac ma 1énh gbc nay vé trang thai ban dau va chay no.
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Trucic khi ldy nhigm
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Old start
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infect{}

if
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trigger() is trua:

payloadi)

e shark

sau khi 13y nhidm

Hinh 1.3. Virus lay nhiém phan cudi tép tin [20]

Mew start
location




11

Nhiéu céc tap tin thuc thi c6 dinh dang chi rd vi tri khai dong trong phan dau
cua tap tin. Virus c6 thé thay doi vi tri khoi dong nay tro dén phan ma caa né va thuc
thi sau d6 1énh nhay tré lai vi tri khai dong gdc khi ching hoan thanh.

Ghi dé vao tap tin: nham tranh su thay ddi vé kich thudc caa mot tap tin mot
vai virus thuc hién ghi dé cac phan ma cua né 18n cac phan ma cua tap tin goc. Viéc
ghi & mot cach khong ding dan s& gay ra su thay doi cling nhu phéa v ciu tric cua
tép tin ban dau diéu nay vo tinh 1am cho cac chuong trinh chdng virus dé dang phat
hién ra chung, c6 mét vai cach ma muc do rai ro va phuc tap khac nhau: phwong phap
dau tién virus hoat dong giéng nhu Boot-virus n thuc hién lwu cac phan ndi dung cua
ma chuong trinh ban dau & mot noi nao d6 va sau do thuc hién ghi dé 18n mot phan cua
tap tin, cach thr 2 1a virus c6 thé thuc hién thao tac nén cac dir lidu va ma chuong trinh
ban dau sau dé tién hanh ghi dé 1én vi tri tréng duoc tao ra va khi virus thuc hién xong
chac nang cta nd thi s& thuc hién giai nén phan ma gdc dé phuc héi lai tap tin ban
dau.

Cheén vao tdp tin: dwa vao ciu tric caa céc tép tin khac nhau virus st dung k¥
thuat chén méa ciia n6 vao cac ving con trong khong dugc sir dung, cac vi tri nay thuong
la c&c vi tri bén trong cua tép tin, vé co ban nd ciing co thé chiém quyén diéu khién
dé khi tép tin khai dong sé tro vé dang vi tri cac doan méa virus da cheén, sau khi thuc
hién xong céc cdng viéc caa minh, virus sé tro lai 1énh thuc thi ding nhu vi tri ban
dau cua tép tin.

Khdng nam trong tdp tin: cac virus 1y nhiém dang nay hay con goi la cac virus
ddng dang khdng giéng nhu cac cach 1ay nhidém nhu bén trén loai virus nay khéng
lam thay d6i ma cua chuong trinh goc chling cha yéu ton tai dudi hinh thirc nguy trang
dé c6 nhitng dac diém gidng nhu cac tép tin thyc thi 1a myc tiéu cua chdng, ching to
ra 12 mot tép tin binh thudng nao d6 nam trén hé diéu hanh va bang cach chiém quyeén
thue thi trudc cac chuong trinh gbc dwa trén cac co ché vé quyén wu tién trong hé diéu
hanh hay céc hoat dong tim kiém shell:

Thong thudng cac chuong trinh thuc thi s& nam trén cac duong dan tim kiém cua
hé diéu hanh, loi dung cac co ché tim kiém wu tién virus cé thé sao chép chinh né vao
cac duong dan nay va tao tén giéng véi tén cia chuong trinh ma né muébn 1ay nhidm,
sau d6 chiém quyén vu tién dé hé diéu hanh thuc thi n6 truéce khi chuong trinh géc thuc
su duoc thuc thi.

C4c tép tin myc tiéu ciing co thé bi thay ddi tén va cac virus ddng dang co thé s&
lay lai tén gdc cua tép tin muc tiéu do.
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Céc dinh dang tép tin ELF thudng duoc st dung trén cac hé thdng Unix cé mét trinh
Virus d¢éng dang tham chi ciing c6 kha ning hoat dong dya trén cac mai truong giao
dién d6 hoa, mét biéu twong cua wng dung muc tiéu c6 thé bi che dau boi mot biéu
tugng cua virus déng dang. Khi mot ngudi str dung click chon vao biéu trgng ma ho
nghi 14 biéu twong cua (ng dung nhung thay vao dé mét virus dong dang s& thuec thi.

Dé6i véi hé diéu hanh Windows, virus s& tu ghi cac noi dung caa né vao mot sd
dia chi trong Registry dé nhitng l1an khoi dong tiép theo né s& duoc goi dén va kich
hoat tré lai. Pay 1a mét hinh thire sir dung tim kiém shell dbi véi cac tap tin thuc thi
sau khi chung duoc 1ay nhiém vao may tinh cé ché nay cho phép virus dugc thuc thi
va lay lan cac hoat dong cua ching mdi 1an may tinh bat hay khai dong lai.

Kiém tra tinh duy nhdt: dé dam bao ting toc d6 lay nhidm thi virus can phai
tranh viéc 1ay nhiém lap lai trén céc tap tin hay viing nhé da chira né vi thé ching can
phéi c6 co ché dam bao su ton tai duy nhét trén bo nhé cling nhu trong cac tép tin lay
nhiém, mot sé phuong phap dé thuc hién didu nay nhu sau: trude khi tién hanh lay
nhim né thuc hién kiém tra mot doan ma trén ving nhé va so sanh voi doan ma virus
néu c6 su khac biét thi n6 s& tién hanh 1ay nhidm Ién viing nhé nay. Hoac virus c6 thé
xay dung thém chirc niang cho phép kiém tra dé truge khi lay nhiém chic nang nay
s& duoc goi quyét dinh c6 hay khdng su ton tai cia nd trong b nhé dugc dua vao céc
gid tri tra vé trong thanh ghi hoic cac bién hé thong sau khi chire niang dugc goi.

1.2.1.1.3. Virus Macro

Mot sé ttng dung cho phép chira céc tap tin dir liéu, nhu cac trinh xir 1y van ban
cho phép nhdng cac ham macro bén trong chung, Macro 1a mét doan méd nho duoc
viét bai mot ngdbn ngir chuan duoc bién dich bai tng dung, ngdn ngir Ny cung cap
day du cac ham dé viét mot virus. Do vay virus Macro chiém duoc nhiéu loi thé hon
la virus 14y nhiém tap tin.
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Hinh 1.4. M6 ta hoat dong cua virus macro [20]

Khi mét tai liéu chira mot macro dugc nap boi tng dung, macro c6 thé 1a ly do
gay ra viéc chay tu dong, cho phép kiém soat diéu khién dén céc virus macro. Mot
vai tng dung c6 thé tao ra cac canh béo nguoi ding vé sy xuat hién caa marco trong
vin ban tuy nhién nhitng canh bao nay thuong bi b qua mét cach dé dang. Trong hé
diéu hanh Windows thi Virus macro chi yéu 1a cac doan ma duoc viét bai ngdn ngit
lap trinh Visual Basic dy 13 mot ngén ngit duoc st dung trong phan mém thudc bo
Microsoft Office nhu Word, PowerPoint, Excel.

Mot tai liéu bi 1ay nhiém thuong bai 2 kiéu macro véi céc tinh chat:
AutoOpen: 1a cac doan ma macro s€ tu dong chay khi ma mot tap tin dwoc mo
c4c macro nay s& chiém duoc quyén kiém soét tap tin bi lay nhiém.

FileSaveAs: la cac doan ma luu tap tin trong macro s€ chay khi ma tac vu “File
save as” trong trinh don duoc lya chon. Noi cach khac doan ma nay c6 thé duoc st
dung dé lay nhiém dén bat ki tai liéu nao chua bi nhiém virus ma duoc luu boi nguoi
dung.

Pung trén quan diém ky thuat, ngdn ngi cho macro thi dé dang dugc sir dung
hon cac ngdn ngit 1ap trinh bac thap vi vay loi thé cua macro lam giam céc rao can
tao ra mot virus.

1.2.1.2 Phan loai virus dua trén cac chién lwec 4n nau
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Mot cach khac dé phan loai virus 1a dua vao céc cach 1am thé nao dé ching cé
thé an néu va qua mit duoc ngudi dung cling nhu cac pham mém diét virus.

1.2.1.2.1. Virus ma hoa

Déi véi mot virus duoc ma hoa ¥ twdng 1a phan than cua virus bao gdm phan
lay nhiém, kich hoat va payload s& dugc ma hda théng qua mot vai cach thirc, muc
dich 1a gy ra sy kho khin dé c6 thé phat hién ra chdng, khi phan than cua virus ¢
dang ma hda n6 s& khdng thuc thi cho dén khi dugc giai ma, sau mot vong giai méa sé
giai ma phan than cua virus va chuyén diéu khién tro dén no, bang cach nay virus giai
M4 s& cung cép it thdng tin vé chung hon véi cac phan mém phét hién ma doc. Mot
qué trinh giai ma co thé giai ma phan than virus tai chd hoic & mot noi khac, su lya
chon nay cé thé duoc quyét dinh boi céc rang budc bén ngoai nhu 13 kha ning viét
ma ctia chuong trinh bi lay nhiém.

r i in O..length(body): for 1 in O..length{body): |
< |
decrypt body, {

=d_body

Trwdc khi giai ma Sau khi giai m3a
Hinh 1.5. M0 ta qua trinh virus dwoc giai ma [20]

Mot diém yéu Iéon nhat ciia phuong phap ma hoa & trén 1a phan than virus s&
dugc mé hoa gidng nhau & mot 1an 1ay nhidém ké tiép, su khong thay doi nay 1am cho
virus d& dang bi phat hién gidng nhu 1a mét virus khéng hé che dau. Diéu nay sé duoc
khac phuc vai mot khéa méa sinh ngau nhién : Khda duoc st dung cho viéc ma hoa s&
thay doi ngau nhién vai mdi mot lay nhiém méi. R6 rang, qué trinh giai ma virus can
phai duoc cap nhat cho mdi lay nhidm dé két hop chit ch& véi khda méi.
1.2.1.2.2. Virus tang hinh

Virus tang hinh 1a mét virus nd luc tién hanh cac bude dé che dau sy 1ay nhiém
cua chinh n6, khong chi c6 phan than virus, mét virus tang hinh ludn ¢ gang an moi
thi khéng chi véi cac phan mém chdng virus. Mot vai ki thuat virus tang hinh thuc
hién dugc trinh bay bén dudi:
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Mot nhan thoi gian cua tap tin goc bi lay nhidm cé thé dugc khdi phuc sau khi
lay nhiém do d6 tap tin khéng thay sy thay d6i méi.

Virus ¢6 thé duoc lru dir hoic ¢ kha ning tai sinh tt ca nhirng théng tin vé tap
tin tredc khi 12y nhidm bao gdm nhan thoi gian cua nd, kich thudce tap tin, va noi dung
cua tap tin, sau do cac cudc goi vao/ra hé thdng co thé bi ngan chin, va virus s& phat
lai cac thdng tin ban dau dé dap tng bat ki hoat dong vao/ra nao trén cac tap tin bi lay
nhiém, 1am cho no xuat hién nhu 1a khong bi lay nhiém. K§ thuat nay ciing duoc wng
dung dén céac khdi khoi dong vao ra.

Phuong phap chinh xac ctia viéc ngan chan cac cudc goi vao/ra thi phu thuoc
vao hé diéu hanh. Véi MS-DOS 1a mét vi du nhitng yéu cau vao/ra dugc tao ra tir cac
cudc goi ngat, toan bo xu Iy duoc dit thong qua vée to ngét, virus chi can sta véc to
ngat dé chén chinh né vao chudi xir 1y ngat. Trén cac hé thdng khac thi biéu dién
vao/ra sir dung cac thur vién chia sé, vi vay mét virus c6 thé dit chinh né thanh mot
khoa vao trong thu vién chia sé nhitng cdng viéc thuong 1é dé ngin cac cudc goi vao
ra v&i hau hét cac tng dung. Mot sé hé thong luu trit cac bo nap khoi dong thir cap
nhu cac khdi dia lién tiép, dé 1am nhiém vu nap cac khai dong chinh don gian hon
.Trén cac hé thong nay, c6 2 cach xem cac b nap khai dong thir cap nhu 1a mét chudi
cac khdi va nhu 13 mét tap tin trong hé théng tap tin. Mot virus c6 thé chén chinh né
vao khdi khoi dong thir cap caa khoi va di chuyén cac khéi ban dau dén noi khéac
trong hé thdng tap tin. Két qua 1a moi thir to ra binh thuong, hé théng tap tin cho thay
khong c6 sy thay ddi nao rd rang, nhung trén thyc té virus da bj an va chay mot cach
tu do cta bo nap khai dong chinh.

K¥ thuat tang hinh chdng chéo véi cac ky thuat duoc sir dung boi rootkit,
Rootkits la mét bo cdng cu cho nhirng ngudi da dot nhap vao may tinh, ching st
dung nhiing bo cdng cu toolkit dé an va tranh bi phat hién, ma doc ngay nay ciing st
dung rootkit vi du nhu Ryknos Trojan horse ¢ gang che dau chinh né bang viéc st
dung mét rootkit danh cho quan Iy ban quyén so.
1.2.1.2.3 Virus Oligomorphism

Gia sir mot virus ma hoa véi khda ma hda ngau nhién duoc thay doi voi mdi lan
lay nhidm mai, chi c6 nhitng phan khong thay d6i cua virus 1a cac ma nam trong vong
lip giai m&. Cac phan mém chdng virus sé khai thac diéu nay dé phat hién, vi vay su
phaét trién tiép theo hop 1y 1a thay d6i ma trong vong lap giai ma véi mdi lay nhiém.
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Mot virus oligomorphic hay la virus ban da hinh 1a mét virus dugc mé hoa trong
d6 c6 mot hiru han nho sb lwong cac vong lip giai ma khac nhau theo y cua né. Vi
vay virus nay n6 cd thé sinh ra duoc hitu han céc bién thé khac nhau.

Virus nay chon mét vong lap giai ma méi tir viing chira cho mai 1an 1ay nhiém
méi vi du: Whale di c6 30 bién thé giai ma khac nhau va Memorial c6 96 bién thé
giai ma.

Trong kha nang phat hién, oligomorphic chi tao ra mét virus hoi khé khan dé
spot. Thay vi tim kiém mét vong lap giai ma cho virus, phan mém chdng virus c6 thé
don gian thuc hién liét ké ra cac vong giai ma ma virut cd kha ning va tim ra kiém tat
ca bién thé cua ching.

1.2.1.2.4. Virus da hinh

Mot virus da hinh bé ngoai thi giéng nhu mot virus Oligomorphism, cé hai ciing
m4 hoa virus, ca hai ciing thay ddi vong lap giai ma caa ching cho mdi lan 1ay nhiém,
tuy nhién mot virus da hinh c6 mot s lwgng vo han cac bién thé cua vong lap giai
ma. Tremor 1a mot vi du nd c6 téi gan séu ty kha nang 1ap giai ma tac 1a c6 thé sinh
ra 6 ty bién thé khac nhau. C6 thé ndi virus da hinh rd rang khong thé bi phat hién boi
liét ké tat ca cac két hop c6 thé cua ching.

Nhu vay 6 thé thady mot virus da hinh 13 mét virus thyc hién cac phuong phép
che d4u dya vao viéc ma hoa cac than ma chuong trinh ctia n6 bang viéc thay déi cac
cach thirc ma hoa hay thay d6i phuong thirc giai ma nhiéu lan, chiing c6 kha ning
tinh vi lan trén trude su tim kiém caa cac phan mém diét virus bai cac bién thé sinh
ra ngau nhiéntheo thoi gian va cac dbi twong lay nhiém.

1.2.1.2.5. Virus siéu da hinh

Virus siéu da hinh 1a virus ma da hinh phan than ma bén trong cua né. Ching
khong thyuc hién ma héa do d6 khong can cac vong giai ma tuy nhién dé tranh bi phét
hién bai sy thay doi, mot phién ban méi hay bién thé caa phan than virus duoc thyuc
hién cho mdi lan lay nhiém méi.

Tat ca cac ky thuat sira d6i ma duoc si dung béi virus da hinh déu dugc ap dung
vao virus siéu da hinh, ca 2 déu str dung mot “mutation engine” (“mutation engine”
la mot chuong trinh may tinh ¢6 thé duogc sir dung dé chuyén doi mot chuong trinh
thanh phién ban tiép theo bao gom cac ma lénh khac nhau nhung hoat dong véi céc
chac nang twong tu nhau ) , ngoai trir viéc mot virus da hinh thi khéng can thay doi
“engine” cho mdi 1an 1ay nhidm bai vi nd c6 thé cu trd bén trong phan ma hda cua
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virus. Nguoc lai “mutation engine” cia mot virus siéu da hinh s& ty bién di chinh né
cho méi 1an lay nhiém.

C6 thé noi virus siéu da hinh rat tinh vi véi kha ning lai tao va két hop da hinh
chiing tao ra vo s cac bién thé chi tir mot ma virus ban dau 1am cho cac phan mém
tim va diét virus v cung kho khan trong viéc phat hién ra ching va bi qua mat dé
dang.

1.2.2. Logic Bomb

Logic bomb 1 loai ma doc khdng t nhan ban chiing cd thé ky sinh trén cac vat
cha, mot ma doc logic bomb bao gém 2 phan chinh 13

Mot payload 1 cac ma nap c6 thé 1 bat ctr thir gi nhung c6 y d6 xau hay la cac
muc dich cia ma doc nhu 1a pha hoai hay pha huy cac chic nang an toan cua hé
théng.

Mot trigger (kich hoat) 12 mot diéu kién dung hodc sai dugce danh gia va diéu
khién khi mot payload dugc thuc thi. Mot diéu kién kich hoat chinh xéac thi duoc gidi
han boi kha ning sang tao va c6 thé dua trén cac diéu kién dia phwong nhu 13 thoi
gian, ngay, thang , nam dé thuc hién kich hoat, dwya vao mot ding nhap ngudi ding,
hay mot phién ban hé diéu hanh, hozc bat ky mot su kién nao do ma ké viét ma doc
nghi ra . Kich hoat ciing c¢6 thé dugc thiét ké dé kich “nd” tir xa.

Dic tinh caa ma doc logic bomb 1a chiing sé& cu tri bang cach ky sinh trén cac
phan mém théng thuong hoic diing mot cach doc lap bang cach nao dé an nap khoi
su phat hién cua nguoi dung hay cac phan mém diét virus giai doan nay hau nhu
chang khdng thyc hién hanh vi gi cho dén khi diéu kién kich hoat xay ra hay mot
thong diép tin cong duoc gui cac ma doc hai bén trong s& duogc thuc thi.

1.2.3. Trojan Horse

M3 doc Trojan Horse 1a mot céi tén duoc xuat phat tir mot dién tich “Con ngya
thanh Troy” trong than thoai Hy Lap. Trojan 12 mot loai ma doc mac di khong c6 kha
nang tu nhan ban tuy nhién né thuong lay nhiém vao hé thong véi nhiing thé hién rat
binh thuong dudi hinh thire dong gia nhur 1a cac chuong trinh phan mém hitu ich thuc
hién nhitng nhiém vy thong thudng va hop phap, nhung thuc chat bén trong lai bi mat
thue hién mot sé nhiém vu nguy hiém, &c tinh ma ké cé y d6 xau da cai dat vao no. Vi
du nhu mot ma doc Trojan c6 thé 1a mot chuong trinh danh cip thdng tin tai khoan
va mat khau nguoi ding bang cach khi nguoi ding thyc hién chic ning diang nhap
mac di cac thong tin duoc gb vao la chinh xéc tuy nhién chling sé tao ra cac nhac nho
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thong bao ring tén tai khoan va mat khau khong ding va théng bao yéu cau ngudi
ding nhap lai vao d6 dé xéc thuc truéc khi chay mét chuwong trinh ding nhap thuc
su. Ngudi dung khong nghi ngo rang ho da thuc hién mot 16i danh may va nhap lai
cac thong tin ma khéng hé hay biét. Déi khi cac Trojan ciing c6 thé duoc cai dit cac
chuc ning gian diép duoc diéu khién va thuc hién cac hanh vi theo yéu cau cia may
chu tur xa,

Chung c6 thé ky sinh trén cac vat cha 1a cac phan mém thong thuong va thuc
hién cac chirc nang cta vat chu mot cach binh thuong nhung lai thuc hién cac chuc
nang doc hai mot cach riéng biét hoac lam nhirng céng viéc ctua chuong trinh chu
nhung chinh stra c&c chirc nang dé thuc hién y d6 ac ¥, ntip dudi danh mot phan mém
hitu ich dé thuc hién cac hanh vi gay hai. Trén cac may tinh chay hé diéu hanh
Windows cac Trojan thuong duoc xuat hién dinh kém thu dién tr bang cach dit tén
dudi danh nghia 1a cac chuong trinh lvong thién nhu cac chuong trinh van ban, tap
tin .txt hay cac tap tin da phuong tién tuy nhién an bén trong lai la c4c tap tin thuc thi
nhu 13 .exe, .com, .scr, .bat vi mot s phan mém duoc ciu hinh trong Windows mic
dinh khdng hién thi thdng tin nay vi vay ching danh Iira nguoi ding du dd ho ma cac
chuong trinh nay va vo tinh kich hoat chting. Trojan déi khi ciing xuat hién dudi dang
c4c biéu tuong thong thuong cua cac phan mém hitu ich tham chi ching c6 thé dong
gia chinh cac chuong trinh diét virus va dé dang qua mat nguoi dung thong thuong.

1.2.4. Back Door

Back door 1a mot ma doc khdng tu tai tao va ching thuong Ki sinh trén céc vat
cha mot back door 13 bat ki mot co ché nao cai ma cho phép vuot qua cac kiém tra an
ninh thdng thuong. Céc 1ap trinh vién doi khi tao ra back door 1a mét chirc nang bi
mat trong mot chuong trinh cho nhitng 1y do chinh dang nhu 1a bé qua mét qua trinh
xéac thuctdn thoi gian khi g& 16i mot may chi mang hay kiém tra chuong trinh va
khic phuc 18i. Giéng nhu 14 logic bomb, back door c¢é thé duoc cai dat trén cac ma
hay chuong trinh hgp phdp hoac nhu mét chuong trinh doc lap.

Mot loai dic biét cua back door 1a RAT duoc viét tat cua cng cu quan tri tir xa
( Remote Administration Tool ) hay la truy cap Trojan tur xa ( Remote Access Trojan
) diéu nay phu thudc vao nguoi dugc hoi. Cac chuong trinh nay cho phép mot may tinh
c6 thé giam sat va diéu khién tir xa, Ngudi st dung c6 thé cha y cai dat dé truy cap vao
mot may tinh dé 1am viét & nha hoic cho phép nhitng nhan vién trg gitp chan doan
va stra chira may tinh tir xa. Tuy nhién néu ma doc 1én lat cai dat mot RAT trén mot
may tinh, sau d6 n6 s€ mo ra moét cira hau (back door) tré lai trong may tinh d6. Back
door khi chay trén cac may tinh bi nhim s& luu tri trong bo nhé doi 1énh diéu khién
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tir c4c cong dich vu, ching mé ra cac cong cho phép ké tan cong truy cap vao may
nan nhan tir cac cudc tn cdng mang tir d6 ké tin cdng s& chiém quyén giam soat va
diéu khién may nan nhan. Back door t6 ra rit nguy hiém bai kha ning 1an trén caa nd
d6i khi chiing dwoc hen truée thoi gian dé két ndi ra ngoai vi thé trong thoi gian luu tra
ching khdng dé 16 bat ky hanh vi hay théng tin gi cho phép cac phan mém diét ma
doc phat hién ra.

1.2.5. Sau may tinh (Worm)

Sau may tinh la loai ma doc c6 kha nang ty nh&n ban tuy nhién chung thuong
Xuat hién nhu nhirng chuong trinh doc 1ap ma khong can tap tin chi ¢& mang né. Do
d6 n6 khong Ky sinh vao cac tép tin hoac mét khu vuc nao trén dia cang ban than no
d3 1a mot chwong trinh hoan chinh vi vay khong thé ding cac chuong trinh do quét
tép tin dé phat hién va loai bo sdu may tinh. Mai truong hoat dong ciia sdu may tinh
la mang Internet chung dac biét manh trong kha niang ty nhan ban néu nhu virus can
cd mot sy kién tir nguoi dung dé kich hoat tu sao chép va lay nhiém nhu 13 : M6 tap
tin, khai dong may tinh, sao chép tap tin....Sau may tinh hoan toan c6 kha nang sao
chép va nhan ban chinh né ma khong can bat ky thao tdc ndo cua nguoi st dung day
la mot dac diém gitp ching lan rong véi toc do chong mit. Muc dich cta sdu may
tinh 13 1am tiéu tén tai nguyén bing thong cua mang may tinh va phéa hoai cac hoat
d6ng cua hé théng nhu 1a pha hay tép tin, tao ra cira hau cho phép tin tic xam nhap va
diéu khién trai phép hé thong. Chinh nho kha ning vé toc do lan truyén va kha ning
Idy nhi@m xuyén cac hé thdng trong khoang thoi gian ngin 1am cho cac tin tic ngay
cang uu thich sdu may tinh hon la cac virus thong thuong, ngay nay muc tiéu thuong
thiy ctia sdu may tinh I thuc hién cac cudc tan cong tir chdi dich vu Ddos hoic thuc
hién xam nhap cai dat cac back door va tién hanh cac cong viéc pha hoai vo cling
nguy hiém.

Sau may tinh bao gom 2 loai chinh 1a su dich vy mang va sau guri dién thu hang
loat.

Sau dich vu mang (Network Service Worm): chdng phat tan va lay lan théng
qua viéc khai thac céc 156 hong bao mat cua cac dich vu mang, cac ung dung hay hé
diéu hanh. Sau khi 1ay nhidm vao hé théng ching s& do quét tat ca cac ung dung hay
hé théng chay ciing dich vu véi cac 16 hong dang bi khai thac va tiép tuc tan cong trén
dién rong vai toc do chéng mat ching co thé 1am té liét mang may tinh va céc hé
théng an ninh, mot sé sau dich vu mang nhu 1 Sasser duoc phét hién lay lan trén
mang ngay 1/5/2004 bang viéc khai thac 16 hong bao mat cua dich vu LSASS (Local
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Security Authority Subsystem Service) tin cong vao cac may tinh cai Windows 2000/
XP/ Server 2003. Hay mot sau dich vu ndi tiéng khac 1a Witty.

Sau giri dién thw hang loat (Mass Mailing Worm): Chang la c&c sau tin cong
vao dich vu thu dién tir cch thire hoat dong cua ching 12 12y lan trén cac hé thng thu
dién tir, mot khi hé thdng bi 1ay nhidm né s& do quét danh sach cac dia chi email va
tu dong guri ban sao cua chinh né téi nhitng dia chi ma nod tim duoc bang cach su dung
cac email may khach thudc hé thdng bi 12y nhidm hozc email thudc hé thdng do né tao
ra, no ¢ thé giri dong loat cac thu nay vao mang ludi caa hé thong l1am cho cac may
chu tré nén qué tai va 1am cho hé thdng chiu mot luong 16n “bomb mail”. Loai sau
nay hién nay chi yéu duoc dung véi muc dich quang cdo nhu phét tan cac thu rac hay
nhitng chuwong trinh ma doc nguy hiém khac mot sb vi du vé sdu may tinh giri dién
thu hang loat la: Beagle, Mydoom va Netsky.

1.3. Céac ky thuat phat hién ma dgc

Muc dich cua viéc phat hién hién ma doc 1a dua ra nhitng canh béo sém dé c6 co
ché ngan chan kip thoi truéc khi cac ma doc thuc hién cac hanh vi hay chirc ning cua
ching chinh vi vay vai tro caa phat hién ma doc 1a hét sic quan trong, ching ta ludn
lubn phai tim kiém va phat hién sy ton tai cia ma doc ngay ca khi ching khong thuc
thi hay 1am bét ct&r diéu gi, tham chi néu mot ma doc khong hoat dong trén mot hé
thdng viéc phat hién ra nd van rat can thiét bai vi diéu d6 dam bao rang n6 s& khong
anh huaong dén hé théng khéac. Lay hé thong email 1a mot vi du noi ma cac may nhén
cd thé chay trén hé thdng hay chira nhirng ang dung, dich vu hoan toan khac véi may
cha vi vay phai dam bao rang ma doc khong thé duoc thuc thi trén bat ky hé théng
nao.

Céc k¥ thuat phat hién ma doc 1a mot qua trinh tim kiém va tham dinh xem mot
chuong trinh phan mém c6 thé da bi lay nhiém ma doc hay bén trong ¢ chta céac
doan ma dugc xem la ma doc hay khéng, thém vao d6 cac hanh vi cta ching cling
dugc phan tich va xem xét 1a nhém céc hanh vi théng thuong hay céc hanh vi thudc vé
ma doc, dua vao cac két qua do dé co thé chirng minh va phat hién sy ton tai cia ma
doc trén cac hé thong.

1.3.1. Cac k¥ thuat phat hién dya trén phan tich tinh

K3 thuat phat hién ma doc dua trén phwong phap phan tich tinh c6 dac diém 1a
phat hién ma doc ma khéng can phai chay hay thuc thi bat ky doan ma nao caa né
gom c6 3 phuong phap chinh 1a ki thuat do quét, chan doan dya trén kinh nghiém va
kiém tra tinh toan ven.
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1.3.1.1. Ky thuat do quét (scanner)

Théng thuong méi mot méa doc duoc biéu dién boi mét hay nhiéu mau, hoic 1a
cac dau hiéu (signatures), chudi tuan ty cac byte 1a nhitng céi duoc coi |a dic trung
duy nhat cia ma doc. Cac dau hiéu nay do6i khi con duoc goi 1a céc chudi (scan strings)
va ching khéng can bat ky mét rang budc vé chudi ndo. Mot vai phan mém chdng
mi doc c6 thé hd tro viéc sir dung cac ky tu dai dién (wildcards) cho mdi mot byte tiy
y, mot phan cua mot byte, hoac khong hay nhiéu byte. Qué trinh phat hién ma doc
bang céach tim kiém théng qua maot tap tin vai cac dau hiéu caa né thi dugc goi 1a
scanning va cac ma dugc tim thay duoc goi 1a mot scanner. Cu thé hon nita, qua trinh
phat hién duoc thuc hién thdng qua mot dong cac ma byte chiing c6 thé 1a toan bo noi
dung caa mot khéi khoi dong, toan bo noi dung cua tap tin, hodc 1a mot phan cua tap
tin dugc doc hoic ghi, hay ciing co thé 1a cac gdi tin mang.

Véi hang traim ngan dau hiéu dé phat hién viéc tim kiém chidng tai mot thoi diém
thi khdng kha thi chit nao. Mét trong thach thirc 16n nhat cua ky thuat nay 1a tim ra
c4c thuat toan c6 kha ning tim duoc nhidu mau mot cach hiéu qua va dong thoi danh
gia dugc chung.

1.3.1.2. Ky thuat Static Heuristics

Ky thuat nay duoc 4p dung dé nhan Ién kha ning chuyén gia trong cac phan
mém chdng virus, chan doan dua trén kinh nghiém trong phuong phép phan tich tinh
c6 thé tim thiy cac ma doc da biét hodc chua biét bang cach tim kiém mot mau ma
ma c6 nhimng dic diém chung gidng nhu 1a mot ma doc thay vi scanning cac dau hiéu
dac biét caa ma doc. Bay la mot ki thuat phan tich tinh c6 nghia la cac ma sé duoc
phan tich ma khéng thuc thi va khéng c6 gi dam bao vé bat ky mot ma nghi ngo duoc
tim thay sé& thuc thi khi ndo. K§ thuat nay dwoc thyuc hién théng qua 2 budc:

Thu thap dir liéu: Dt liéu thu thap c6 thé duoc sir dung tir bat ky mot ki thuat
dua trén kinh nghiém nao, cé hay khéng mét ky thuat kinh nghiém phén loai chinh
xé4c cac dau vao diéu d6 khong thuc su quan trong bai vi cac két qua caa nhiéu kinh
nghiém s& duoc két hop va duoc phan tich sau do. Mot scanner c6 thé duoc st dung
dé xé&c dinh vi tri mot dau hiéu 1a cac biéu hién duoc chi ra ciia nhitng ma dang nghi
dugc goi la cac booster. Su hién dién cua cdc booster nay lam tang kha nang cac ma
s& dugc phan tich 1a cac ma doc nhu 13: cac ma Junk, tu thay d6i ma, str dung céac cudc
goi ham API khong duoc cung cap, diéu khién véc to ngat, sir dung cac Iénh bat thuong
dac biét la cai khong duoc sinh ra bgi trinh bién dich, chudi chira nhirng tir ngir khiéu
dam, hoac céc tin hiéu r6 rang nhu 1a mot tr “virus”. Mot viée ciing khong kém phan
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quan trong la tim kiém nhitng thtr xuat hién trong mot ma binh thuong day 1a nhitng
cai ma ma doc khong thuong lam. Vi du virus thi khong thuong tao mot hop thoai
pop-up cho ngudi sir dung. Didu ndy s& dugc xem xét 1a mot heuristic phu dinh hay
mot stopper.

Cac kinh nghiém heuristic khac c6 thé duoc tinh todn ma khong duwa trén

scanning nhu la:

Su khéac nhau gitta mot diém vao va két thic caa mot tap tin c6 thé duoc tinh
toan, cac gié tri cuc nho khi thuc hién so sanh véi nhiing gia tri gidng nhu vay & mot
tap tin khdng bi lay nhiém.

Phan tich phd caa ma Iénh c6 thé dugc thuc hién, tinh todn céc tan sé cua céc
byte hoic 1a c4c 1énh duoc sir dung trong mi. Cac méd duoc ma hda s& ¢6 dau hiéu
phd khéc véi ma khong duoc ma hoa.

Phan tich: phan tich dit liéu tinh heuristic c6 thé xac dinh don gian nhu 1a danh
cac trong sé cho mdi gia tri heuristic va tinh tong céc két qua. Néu tong sb vuot qua
mét gia tri ngudng duoc st dung nhu 1a mot can ci phat hién thi dit liéu dau vao co
thé da bi 1ay nhiém.,

Mot s6 phuong phap phirc tap trong cac phan tich dir liéu 6 thé sir dung tri tué
nhén tao nhu 1a mang neural, hé chuyén gia, hay céc k¥ thuat khai pha di liéu.

K3 thuat Static heuristics c6 thé duoc xem nhu 1a mét cach dé giam céc yéu cau
tai nguyén cua ky thuat scanner. Toan bo dau hiéu cia ma doc trong mot co so dir
licu ma doc cd thé duogc chit loc giam xudng mot tip nho hon, téng quat hon. Mot ky
thuat quét ma doc c6 thé tim kiém nhiing dau hiéu dic trung ngan nay va nap vao
trong bo dit lidu chira toan bd cac dau hiéu néu phu hop véi nhitng gi da tim thay.
Piéu nay lam giam bét yéu cau luu dir toan bo cac dau hiéu dic trung trong bo nhd.

1.3.1.3. K§ thuat kiém tra sw toan ven (Integrity Checkers)

Ngoai trir mot s6 virus dong dang cac ma doc chii yéu hoat dong bang cach thay
d6i cac tap tin. K§ thuat kiém tra tinh toan ven nham khai thac cac hanh vi nay dé tim
ra ma doc bang cach xem cac thay doi trai phép vao céc tap tin. Mot kiém tra toan
ven dugc khai dau bang viée tinh va luu dit mot checksum cho mdi tap tin trong hé
thong duoc xem xét. Sau d6 mot checksum cua tap tin can kiém tra s& duoc tinh lai
va so sanh véi gié tri checksum géc caia nd. Néu checksum khac nhau c6 nghia 1a da
c6 mot su thay doi dién ra. Ky thuat ndy dugc st dung rat pho bién trong cac phan
mém chdng ma doc ban dau cac ma doc duoc tim thiy s& dugc sir dung mot ham bam
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nhu 12 MD5,SHA,CRC... dé tinh toan ra gié tri bam duy nhat cua n6 sau d6 céc gia tri
nay dugc luu trong co so dir liéu nhu 14 cac dir liéu mau dinh danh ma doc do. Khi
mudn kiém tra mot tap tin c6 phai 1a ma doc hay khong ching ta chi can tinh toan lai
ham bam va so sanh gia tri két qua véi co so dit liéu dd co. Néu ton tai mot ma bam
nhu vy trong co sd dir liéu ma doc thi ¢d thé biét chinh xac nd 1a mot ma doc.

1.3.2. Cac k¥ thuat phat hién dua trén phan tich dong

K§ thuat phat hién ma doc dwa trén phan tich dong la ky thuat quyét dinh mot tap
tin ¢6 bi lay nhiém hay khong thong qua viéc thuc thi cac ma chuong trinh va quan
sat cac hanh vi cua nd. Bé thuc hién dugc phuong phap ndy can phai thiét 1ap moi
truong dé ma doc thuc thi va céc céng cu cho phép quan sat cac hanh dong caa chiing
nhu: theo ddi cac tién trinh, theo di cac thdng tin vé registry, su thay ddi cua cac tép
tin, thu muyc, theo ddi sy thay ddi caa luu lwgng mang va cac két ndi TCP/IP... Tat ca
cac hanh vi caa ma doc sé duogc Iuu dudi dang cac nhat ky phuc vu cho cdng viéc
phan tich sau nay.

1.3.2.1. Ky thuat Behavior Monitors/Blockers

Mot behavior blocker 1a mot ki thuat chéng ma doc giam sat cac hanh vi thyc
thi cuia mot chuong trinh trong thoi gian thuc, theo ddi cac hanh dong, cac khéi lénh
kha nghi ciia nd, néu nhirng hanh dong nay duoc tim thay behavior blocker c6 thé ngin
chan nhimg hanh dong kha nghi thanh céng va cham dat cac tién trinh caa mot
chuong trinh hay 13 ¢ thé hoi ngudi ding cho cho cac hanh dong phu hop dé xir Iy.
Mot behavior blocker thi tim kiém diéu gi? Vé co ban mét behavior blocker xem xét
mot chuong trinh thudce vao cac hanh vi dugc xem xét 1a bi chan hay la cac hanh vi
thong thuong. Chlng c6 thé 1a nhitng hanh vi lién quan dén tap tin nhu mé, sta doi
hay x0a, hay nhiing thao tac fomat 6 dia phan ving, thay doi registry, két ndi
mang...Mot hanh vi thong thuong dugec mo hinh hoa trong 3 cach duwoc miéu ta nhu
sau:

a. Mot hanh dong duoc cho phép diéu nay dugc goi 1a mot phat hién positive
b. M6t hanh dong khdng duoc cho phép diéu nay dugc goi 1a mot phat
hién negative
c. Mot cach két hop ca 2 giong nhu k¥ thuat static heuristics bao gom cé
boosters va stoppers.

Mot diéu tuong tu dugc rdt ra tir cac hé thong mién dich trong ty nhién, cac
behavior blocker ¢6 ging dé nhan thizc chinh nd tir nhitng thir khdng phai 1a nd, hay
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la cac hanh vi binh thuong tir nhitng hanh vi bat binh thuong. Cach tu duy nay la céi
ma hé théng mién dich can lam dé phan biét cac té bao binh thudng xam nhap tir
bén ngoai. Tuy nhién diéu nay can phai duoc xem xét can than vi déi khi cac hanh vi
bat thuong khong c6 nghia chic rang né 1a mot hanh vi thudc vé ma doc.

for 1 in 1..4:
print {1}
S -
o N
':I __,.r‘j ", {
N S|
'E_L__J._?T"]_! printi{i)
print (i) | print (i)
| print{i)
| print (i)
Static view Dynamic view
(code isn't running) {code is running)

Hinh 1.6 So sanh 2 ky thudt phdn tich tinh va dong [20]

K3 thuat behavior blocker c6 thé tim kiém nhiing dau hiéu theo phwong phap
phan tich dong ma nhitng biéu hién 1a mot hanh vi thugc vé ma doc. Vi du nhin vao
cach hoat dong vao/ra duoc thém vao cia mot ma doc ciing thé hién cac dau hiéu cua

7

no.

open )

open

read open open read

write open read write

read read write read
write write read write
read read write close
write write close close
close

close

Céac dau hiéu doi khi 1a chudi cac hanh vi nhu hinh minh hoa & trén I1a chudi c4c
hanh vi lién quan dén céc thao tac xu ly tap tin véi do dai 1a 3. Dua vao céc dau hiéu
nay ching ta hoan toan cé thé tim ra duoc nhitng bat thudng trong cac hanh vi caa
Mot ma doc.

1.3.2.2. Ky thuat Emulation
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Giam sat cac hanh vi k¥ thuat Behavior blocking cho phép ma chuong trinh
chay trén may thuc. Nguoc lai ky thuat phat hién ma doc sir dung mé phong gia lap
(emulation) cho phép cac ma duoc chay va phan tich trong mét méi truong mo phong
gia 1ap. Véi ky vong rang du6i méi treong md phong mot ma doc sé tiét 16 chinh né.
Bai vi bat ky mot ma doc ndo duoc tim thy s& khong dugc chay trén may tinh thyuc su
vi vay khdng c6 mét hiém hoa nao xay ra.

M6 phong c6 thé duoc &p dung qua 2 cach mic du ranh gigi phan biét giira ching
& map mo:

Dynamic heuristic: day la ky thuat c6 do chinh xac twong tw nhu k¥ thuat static
heuristic chi c6 mét su khéac nhau 14 cac di lidu duoc thu thap nhu thé nao: dynamic
heuristic phan tich thu thap cac dit liéu caa no tir moi truong gia 1ap vé cac ma chuong
trinh s& duoc phan tich. Céc phan tich nay duoc thuc hién gidng nhu 1a cach ma k§
thuat static heuristic da thuc hién. Dynamic heuristic ciing c¢6 thé tim kiém cac dic
trung tuong tu nhu 14 behavior blockers, nhu 13 cac 10i goi hé thong. Méi trudng gia
lap 1a mot méi truong ao an toan trong d6 cac ma chay dugc gidm sat. Dynamic
heuristics cd thé duoc sir dung hiéu qua dé phét hién cac dau hiéu hanh vi cua virus

si€u da hinh.

Generic decryption: véi nhitng virus da hinh vong giai ma c6 thé 1a mot yéu tb
gay ra kho khin cho cac phan mém diét ma doc dé phat hién duoc ching. Ky thuat
generic decryption c6 thé 1a nhirng ctiru canh cho van dé nay bai vi dra vao vong lap
giai ma riéng cua ma doc dé giai ma phan than cia nd. C6 mot nhan xét 1a cac ma doc
cho di ma hoa thé nao thi chiing déu c6 chung nhitng hanh vi dé thuc hién cling mot
muc dich. Mt khi duoc giai mé, phan than cia ma doc co thé duoc phat hién bang
cach sir dung phuong phap do quét thong thuong, diéu nay xac dinh chinh xéac kha
nang nhan biét cac ma doc da hinh, k¥ thuat nay st dung cac kinh nghiém dé xéac
minh khi mot ma docma héa chinh nd. Vi du nhu mét virus dang ¢b gang thuc thi mot
Iénh nam thudng chd trong viing nhé ¢ 1an stra d6i truéc (vi du giai ma). Mot céai dau
hiéu khéc 1a su thay doi vé kich thudc caa mot qua trinh giai ma mac du khoang thay
d6i nay sé tiy vao kién trac. Trén nén tang Intel x86, 24 byte hoic nhiéu hon bi sta
d6i trén bo nhd 1a mot dau hiéu tiém niang cua mot qua trinh giai ma da dién ra. Bén
canh kinh nghiém k§ thuat duy trén md phong cé thé quét bo nhé dinh ky trong khoang
thoi gian mé phong dé phat hién nhitng dau hiéu bat thuong.
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CHUONG 2: PHAN MEM MA NGUON MO CLAMAV

2.1. Téng quan

ClamAV la mét bo cong cu chdng virus ma ngudén mé cho UNIX, duoc thiét ké
mot cach dic biét cho viéc quét thu dién tir trén gateway. NG cung cap mot vai tién
ich bao gdm mot daemon da ludng linh dong, mot bo quét dong 1énh va mot cong cu
tu dong cap nhat co so dit liéu. ClamAV c6 chia co sé dit liéu 16n dinh nghia vé céc
loai virus va dugc cap nhat hang ngay thong qua két ndi Internet.

C6t 16i cua ClamAV 1a mot thu vién chia sé cac danh sach: ma ngudn virus,

malware, toolkit, rootkit,... cho phép ta d& dang nhan biét va phan biét cac nguy hai

dang ton tai trén mdy thong qua cac danh sach trong co s dit liéu.

2.2. Tinh nang

Ho tro quét theo dong lénh

Quét theo lich dat san.

Quét nhanh, daemon da ludng véi su hd trg cho viéc quét truy cap

Str dung giao dién milter cho sendmail

Nang cao co sd dir liéu cap nhat vai su hd tro cac ban cap va chix ky s6
Truy cap quét (Linux ® va FreeBSD ®)

Co so dit liéu virus duoc cap nhat nhiéu 1an trong ngay

Tich hop hd tro cho cac dinh dang Iuu trit khac nhau, bao gom ca Zip, RAR,
TAR, GZIP, BZIP2, OLE2, noi cac, CHM, BinHex, SIS va cac dinh dang
khéc

Tich hop hd tro cho thuc thi ELF va cac tap tin thyc thi Portable nén véi
UPX, FSG, NsPack, wwpack32, MEW, Upack va obfuscated vai SUE, Y0Oda
Cryptor va cac dinh dang khac

Tich hop hd trg cho cac dinh dang tai liéu phd bién bao gdbm MS Office va
MacOffice hinh anh, HTML, RTF va PDF.

Bén canh nhitng tinh ning wu diém nhu trén, ClamAV con c¢6 mot han ché:
ClamAV khong hd tro co ché bao vé thoi gian thuc nén khi ndo ching ta cé nghi ngo
vé sy xuat hién cua virus, malware, toolkit,... thi ¢ thé khoi dong ClamAV 1én dé
quét. Hoic c6 thé dua vao co ché dit lich quét ma ClamAV di hd tro trén.
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2.3. Cai dat
2.3.1. Yéu cau

Nhu d3 trinh bay & trén, ClamAV duoc thiét ké dic biét cho cac hé thong UNIX,
LINUX, vi vay nhitng thanh phan sau dwgc yéu cau dé bién dich ClamAV duéi
UNIX:

Céc goi zlib va zlib-devel

Openssl phién ban 0.9.8 hoac cao hon va goi libssl-devel
Trinh bién dich gcc
GNU make (gmake)

Nhitng g6i dudi day 1a tily chon tuy nhién duoc dé nghi sir dung:

e bzip2 va bzip2-devel
e libxml2 va libxml2-dev
e check unit testing framework

Céc goi duoc yeu cau cho viéc hd tro bytecode JIT:

e Trinh bién dich GCC C va C++

e OSX Xcode phién ban trudéc 5.0 st dung mot trinh bién dich g++ frontend
cai ma khong twong thich véi ClamAV JIT. C6 thé bién dich ClamAV JIT
véi clang++ hoac bién dich ClamAYV khéng c6 JIT.

e Mot CPU hd trg cho JIT: X86, X86-64, PowerPC, PowerPC64

e Céc goi can cho quéa trinh JIT unit test

e GNU make

e Python phién ban 2.5.4 hoac méi hon

2.3.2. Cai dat trén shell account

Dé cai dat ClamAV trén mot tai khoan shell khong c6 dic quyén ban khéng can
tao bat ky ngudoi ding hozc nhém nao. Gia sir thu muc home cua ban 1a /home/gary
ban nén xay dung n6 nhu sau:

$ ./configure --prefix=/home/gary/clamav --disable-clamav
$ make; make install

Dé kiém tra sy thuc thi cai dat:

$ “/clamav/bin/freshclam

$ ~/clamav/bin/clamscan ~
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2.3.3. Thém nhém va ngudi dung méi
Néu dang cai dit cho lan sir dung dau tién, ban phai them mot nhom va nguoi
ding méi toi hé thong:
# groupadd clamav
# useradd -g clamav -s /bin/false -¢ "Clam AntiVirus" clamav

Tham khao tai liéu huéng dan sir dung néu hé diéu hanh cua ban khéng ¢ tién
ich groupadd va useradd. Burng quén khoa truy cap tai tai khoan.

2.3.4. Bién dich géi co s&
Ngay khi da tao nhém va ngudi dung ClamAV, vui long trich rat tép nén:
$ zcat clamav-x.yz.tar.gz | tar xvf -
$ cd clamav-x.yz
Gia sir ban mudn cai dit cac file cau hinh trong /etc, cau hinh va xay dung phan
mém nhu sau:

$ .Jconfigure --sysconfdir=/etc
$ make
$ su -¢ "make install"
Trong budc cudi cling phan mém dugc cai dit vao thu muc /usr/local va cac file
c4u hinh trong thu muc /etc. Chu y dirng bao gio cho phép cac bit SUID va SGID
trong chudi nhi phan cua ClamAV

2.3.5. Bién dich véi clamav-milter

libmilter va cac file phat trién caa n6 dugc yéu cau, dé cho phép clamav-milter,
cau hinh ClamAV Véi

$ ./configure --enable-milter
2.3.6. Sir dung hé théng LLVM

Mot vai vin dé da duoc bdo céo khi bién dich ClamAV gén lién LLVM véi
nhitng ban phat hanh trinh bién dich C++ gan day. Nhitng vin dé nay c6 thé duoc
tranh bang viéc cai dit va st dung mot thu vién hé théng LLVM bén ngoai. Dé ciu
hinh ClamAV dé str dung LLVM cai ma dd duoc cai dat nhu mot thu vién hé thdng
thay vi LLVM JIT gan lién no, sir dung nhu sau:

$ ./configure --with-system-llvm=/myllvm/bin/llvm-config

$ make
$ sudo make install
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Tham s6 --with-system-llvm 1a tly chon, chi ra tén dudng dan cua tién ich ciu
hinh (Ilvm-config). Khi khéng cé tham s --with-system-llvm. ./configure s& tim kiém
LLVM trong thu muc /usr/local/ va sau do 1a /usr.

Cac phién ban duoc khuyén nghi cua LLVM la 3.2, 3.3, 3.4 va 3.5. Mot vai
truong hop cai dat da chi ra nhirng van dé khi st dung cac phién ban LLVM cii hon.
Céac phién ban LLVM méi hon 3.5 hién thoi khong dugc hd tro trong ClamAV

2.3.7. Tién hanh cac kiém tra don vi

ClamAV bao gém céc kiém tra don vi cai ma cho phép kiém tra cac tép tin nhi
phan d3 bién dich c6 1am viéc dang trén nén tang cua ban.

Budc dau tién 1a sir dung trinh quan Iy goi cua hé diéu hanh dé cai dat goi check.
Néu hé diéu hanh khong c6 gbi d6, ban c6 thé tai vé tir http://check.sourceforge.net/,
xay dung no va cai dat.

Dé tro gitp kich ban cau hinh cia ClamAV xac dinh check, ban nén cai dat pkg-
config, cach st dung ua thich hon la dung trinh quan ly goi hoac tur http://pkg-config.

freedesktop.org.

Cach tién hanh duoc khuyén nghi dé chay cac kiém thir don vi 13 nhu sau, cai
nay bao dam riang ban s& nhan vé mot 13i néu unit-tests khdng thé duoc xay dung:
$ ./configure --enable-check

$ make
$ make check

Khi make check dwoc hoan thanh, sé nhan mot thong diép nhu sau:

All 8 tests passed
Néu mot unit test that bai, ban s& nhan mot thong diép gidng nhu sau:

1 of 8 tests failed
Please report to http://bugs.clamav.net/

Néu céc kiém tra don vi bi vo hiéu hda, s& nhan thong diép nhu sau:

*** Unit tests disabled in this build

*** Use ./configure --enable-check to enable them
SKIP: check_clamav

PASS: check_clamd.sh

PASS: check_freshclam.sh

PASS: check_sigtool.sh

PASS: check_clamscan.sh

All 4 tests passed
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(1 tests were not run)

Chay ./configure --enable-check s& biét nguyén nhan tai sao.
2.3.8. Tii vé co s6 dir liéu ma doc méi nhat ciia ClamAV

Truéc khi ban cd thé chay ClamAV trong ché d6 daemon (clamd), ‘clamdscan’,
hodc ‘clamscan’, day la trinh quét virus dong 1énh ctia ClamAYV, ban phai cé cac file
co so dit liéu virus ciia ClamAV (.cvd) duoc cai dit & vi tri thich hop trén hé thng
cua minh. Vi tri mac dinh cho nhiing file co s¢ dir liéu nay la /usr/local/share/clamav.

Dudi day 1a danh sach nhirng file co s& dit ligu virus san c6 cia ClamAV:

bytecode.cvd (dau hi¢u dé phat hién bytecode)
main.cvd (file co s6 dir liéu virus chinh cia ClamAV)

daily.cvd (file cap nhat co s& dir liéu hang ngay)
safebrowsing.cvd (dau hiéu virus cho duyét web an toan)

Nhitng file nay c6 thé duoc tai qua HTTP tir website chinh caa ClamAV hoic
qua tién ich ‘freshclam’. St dung ‘freshclam’ 1a phuong phap duoc wa thich dé git
cho co s dir liéu dugc cap nhat khong can can thiép tha cong.

2.4. Cach sir dung
2.4.1. clamd

Clamd 12 mot daemon da ludng ci ma st dung libclamav dé quét virus. N6 co
thé 1am viéc trong ca hai ché do:

e Unix socket

e TCP socket

Daemon nay dwoc cau hinh hoan toan trong file clamd.conf. clamd nhan ra
nhirng Iénh sau: PING, VERSION, RELOAD, SHUTDOWN, SCAN file/directory,
RAWSCAN, CONTSCAN, MULTISCAN, ALLMATCHSCAN, INSTREAM...

2.4.2. clamdscan

Clamdscan 12 mét client don gian. Trong nhiéu truang hop ban ¢6 thé st dung
n6 nhu mét sy thay thé clamscan tuy nhién ban phai nhé rang:

e NO chi phu thudc vao clamd

e Mic dau n6 chap nhan nhing tly chon dong 1énh gidng nhau nhu clamscan,
hau hét ching bi 1o di bai vi chiing phai dwgc cho phép truc tiép trong clamd,
tirc la clamd.conf
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e Trong ché d6 TCP cac file duoc quét phai co thé dugc truy cap tir clamd, néu
ban cho phép Local-Socket in clamd.conf sau d6 clamdscan s& thir khac phuc
gidi han nay bang viéc si dung FILDES

2.4.3. Quét lic truy cap

C6 mot ludng dac biét trong clamd ma thyc thi quét ldc truy cap dudi Linux va
chia sé co so dix liéu virus voi daemon ndy. Mic dinh, ludng ndy sé& chi théng bao cho
ban khi nhitng méi de doa tiém tang dugc phat hién. Néu ban bat ché o phong ngira
(prevention) qua clamd.conf sau d6 ban phai theo mot vai quy tac quan trong khi st
dung no:

e Ludn luén tam dirng daemon mot cach sach sg, sir dung Iéenh SHUTDOWN
hoac tin hiéu SIGTERM

e Dung bao gid bao vé cai thu muc ma phan mém quét mail st dung dé mo tép
dinh kém. Truy cap toi tat ca nhiing file nhiém doc sé tu dong bi khoa va
trinh quét s& khong thé phat hién bat ky virus nao nia.

e Xem toan bo hé théng file st dung tly chon OnAccessMountPath trong
clamd.conf

e Sirdung trinh quét On-Access dé xem mot hé thong file ao sé dan dén nhiing
tac dong khong dugc xac dinh

2.4.4. clamdtop

clamdtop 1a mét cong cu dé giam sat mot hoac nhiéu ban sao cua clamd. N6 chi
ra cac cong viéc trong hang doi ciia clamd, str dung bd nhé va thong tin vé co so dix
liéu duoc tai. ban c6 thé xac dinh trén dong 1énh cai ma clamd s& két ndi ti. Mac
dinh nd sé& thtr két ndi téi clamd cuc bé nhu dugc dinh nghia trong clamd.conf.
2.4.5. clamscan

clamscan la trinh quét virus dong lénh cua ClamAV. N6 c6 thé dugc st dung
dé quét céc file hoic thu muc. Dé clamscan 1am viéc dung, céc file co so dit lidu virus
phai duoc cai dat trén hé théng ma ban dang sir dung clamscan.

Céch sur dung chung cua clamscan la: clamscan [option] [file/directory/-]
2.4.6. clamBC

clamBC la cong cu kiém tra bytecode cia ClamAV. N6 c6 thé sir dung dé test
cac file chira dung bytecode.
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2.4.7. freshclam

freshclam la mét cong cu cap nhat co so dit liéu virus ciia ClamAV va doc thong
tin cAu hinh tur file ‘freshclam.conf” (cai nay c6 thé bi ghi d¢ béi cac tiy chon dong
Iénh). Hanh vi mac dinh caa freshclam la thir cap nhat co s¢ dit liéu cai ma dugc ghép
cap véi cdiffs da duogc tai, nhitng co so dit liéu tiém an kha nang hong khong duoc
cap nhat va ty dong duoc thay thé sau mot vai Ian thir that bai trir khi dwoc chi rd.

Pay 1a mot cach sir dung don gian bao gom cdiffs:

$ freshclam

ClamAV update process started at Mon Oct 7 08:15:10 2013

main.cld is up to date (version: 55, sigs: 2424225, f-level: 60, builder: neo)
Downloading daily-17945.cdiff [100%]

Downloading daily-17946.cdiff [100%)]

Downloading daily-17947.cdiff [100%)]

daily.cld updated (version: 17947, sigs: 406951, f-level: 63, builder: neo)
Downloading bytecode-227.cdiff [100%]

Downloading bytecode-228.cdiff [100%]

bytecode.cld updated (version: 228, sigs: 43, f-level: 63, builder: neo)
Database updated (2831219 signatures) from database.clamav.net (IP: 64.6.100.177)

2.4.8. clamconf

clamconf 14 tién ich cdu hinh ClamAV. N6 duoc st dung dé hién thi gia tri caa
cac ty chon trong ClamAV, n6 dua ra ndi dung caa clamd.conf (hoac chi ra néu né
khong duoc cau hinh ding), noi dung cua freshcam.conf, va hién thi thong tin vé cac
thiét 1ap phan mém, co so dit liéu, théng tin phién ban.
$ clamconf

Checking configuration files in /etc/clamav
Config file: clamd.conf

ERROR: Please edit the example config file /etc/clamav/clamd.conf
Config file: freshclam.conf

ERROR: Please edit the example config file /etc/clamav/freshclam.conf
clamav-milter.conf not found

Software settings

Version: 0.98.2

Optional features supported: MEMPOOL IPv6 AUTOIT_EA06 BZIP2 RAR JIT
Database information

Database directory: /xclam/gcc/release/share/clamav

WARNING: freshclam.conf and clamd.conf point to different database directories
print_dbs: Can’t open directory /xclam/gcc/release/share/clamav
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Platform information

uname: Linux 3.5.0-44-generic #67 precise1-Ubuntu SMP Wed Nov 13 16:20:03 UTC 2013 i686
OS: linux-gnu, ARCH: i386, CPU: i686

Full OS version: Ubuntu 12.04.3 LTS

zlib version: 1.2.3.4 (1.2.3.4), compile flags: 55

Triple: i386-pc-linux-gnu

CPU: i686, Little-endian

platform id: 0x0a114d4d0404060401040604

Build information

GNU C: 4.6.4 (4.6.4)

GNU C++:4.6.4 (4.6.4)

CPPFLAGS:

CFLAGS: -g -O0 -D_LARGEFILE_SOURCE -D_LARGEFILE64 SOURCE

CXXFLAGS:

LDFLAGS:

Configure: *--prefix=/xclam/gcc/release/’ ’--disable-clamav’ ’--enable-debug’ *CFLAGS=-g -O0’
sizeof(void*) = 4

Engine flevel: 77, dconf: 77

2.4.9. Pinh dang dau ra
2.4.9.1. clamscan

clamscan dua tat ca cac thong diép chuong trinh binh thudng toi stdout va cac
15i,canh béo tai stderr. C6 thé sir dung tly chon —stdout dé chuyén hudng tat ca thong
diép t6i stdout. Cac thong diép 16i va canh béo tur libclamav luon ludn duoc dua ra
stderr. Mot dau ra dién hinh nhin giéng nhu sau:
/tmp/test/removal-tool.exe: Worm.Sober FOUND
/tmp/test/md5.0: OK
/tmp/test/blob.c: OK
/tmp/test/message.c: OK
/tmp/test/error.hta: VBS.Inor.D FOUND
Khi mét virus dugc tim thay tén cua nd dugc in gitta tén cua file d6 va chudi
FOUND. Trong truong hop cac file nén, trinh quét phu thugc vao libclamav va chi in
virus dau tién duoc tim thiy trong file d6
$ clamscan malware.zip
malware.zip: Worm.Mydoom.U FOUND
Khi sir dung co --allmatch (-z), clamscan c6 thé in ra nhiéu dong ‘virus
FOUND’.

2.4.9.2. clamd
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Dinh dang dau ra caa clamd 1a rat gidng véi clamscan

$ telnet localhost 3310

Trying 127.0.0.1...

Connected to localhost.

Escape character is "]’.

SCAN /home/zolw/test

/home/zolwi/test/clam.exe: ClamAV-Test-File FOUND
Connection closed by foreign host.

Trong ché do SCAN n6 dong két ndi khi virus dau tién duoc phat hién

SCAN /home/zolw/test/clam.zip
/home/zolw/test/clam.zip: ClamAV-Test-File FOUND

CONTSCAN va MULTISCAN khéng durng quét khi mot virus bi phat hién. cac
thong diép 16i dugc in trong dinh dang dudi day

SCAN /no/such/file
/no/such/file: Can’t stat() the file. ERROR

2.5. LibClamAV

Libclamav cung cdp mot phuong phap dé dang va hiéu qua dé thém mot sy ngin
chan virus vao trong phan mém. thu vién nay la an toan va trong sudt, cé thé phat
hién va queét trong cac tép tin nén, thu dién ta, tép tin MS Office, file thuc thi va
nhitng dinh dang dac biét khac.
2.5.1. Ban quyén

Libclamav duoc cip ban quyén theo gidy phép GNU GPL v2, diéu nay c6 nghia
1a chiing ta khong duoc phép xay dung cac phan mém ngudn dong, thuong mai da
vao nd. Tat ca cac phan mém st dung libclamav phai tuan theo GPL.

2.5.2. Cac ham API
2.5.2.1. Header file

Mdi chuong trinh str dung libclamav phai thém vao tép tiéu dé (header file)
clamav.h:
#include <clamav.h>
2.5.2.2. Bwoc khoi tao
Trudc khi st dung libclamav, ching ta nén goi cl_init() dé khoi tao no, tiép theo
dé tao mot engine quét mai goi cl_engine_new(). Pé giai phong céc tai nguyén duoc
cap phat bai engine st dung cl_engine_free(). Nguyén mau cac ham nay:

int cl_init(unsigned int options);
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struct cl_engine *cl_engine_new(void);
int cl_engine_free(struct cl_engine *engine);

cl_init() va cl_engine_free() tra vé CL_SUCCESS khi thanh c6ng hoac mot ma
khac khi 13i. cl_engine_new() tra vé mot con tro hoic NULL néu khong du bo nhé.

2.5.2.3. Tai vé co sé dir liéu virus

Tap lénh dudi day cung cip mot giao dién dé tai vé co so di liéu virus:

const char *cl_retdbdir(void);
int cl_load(const char *path, struct cl_engine *engine,
unsigned int *signo, unsigned int options);

cl_retdbdir(void) tra vé dudong din mic dinh téi thu muc chira co sé dit lidu
ClamAV. cl_load() tai vé mot file co s dir liéu don hoic tat ca tir mot thu muc cho
truéc (khi path chi tgi mot thu muc). tham sé thi hai dugc sir dung dé chuyén con
tré tGi engine cai ma sé duoc cap phat trude véi cl_engine_new(). Mot vai dau hiéu
da duoc tai s& duoc thém téi signo. Tham so cudi cling o thé truyén nhitng cd sau:

CL_DB_STDOPT: day la mét biét hiéu cho mot tap cac tuy chon quét dugc
dé nghi

CL_DB_PHISHING: tai vé cac dau hiéu lira dao (phishing)
CL_DB_PHISHING_URLS: khai tao médun phat hién phishing va tai cac
tép .wdb va .pdb

CL_DB_PUA: tai vé dau hiéu cho cac ting dung khéng mong mudn tiém an
(PUA)

CL_DB_OFFICIAL_ONLY: chi tai vé cac dau hiéu chinh thirc tir co so di
licu duoc ky so.

CL_DB_BYTECODE: tai vé bytecode

2.5.2.4. Xir Iy 13i

Str dung cl_strerror() dé chuyén doi ma 16i thanh cac thong diép co thé doc
dugc, ham nay tra vé mot chudi dugc cp phat tinh:

if(ret 1= CL_SUCCESS) {

printf("cl_load() error: %s\n", cl_strerror(ret));
cl_engine_free(engine);

return 1,

}

2.5.2.5. Céu truc engine
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Khi tat ca co so dir liéu da duoc tai, tiép theo can chuan bi engine phat hién bang
cach goi cl_engine_compile(). Trong truong hop that bai ching ta van can giai phéng
bo nhé duoc cap cho engine véi cl_engine_free():

int cl_engine_compile(struct cl_engine *engine);

2.5.2.6. Mot vai luu y

Khi ban tao mot engine mai véi cl_engine_new(), n6 s& c6 tat ca cac gia tri mac
dinh duoc khuyén nghi. Ching ta c6 thé kiém tra va stra ddi cac gia tri nay st dung
cac ham dudi day:

int cl_engine_set_num(struct cl_engine *engine,

enum cl_engine_field field, long long num);

long long cl_engine_get_num(const struct cl_engine *engine,
enum cl_engine_field field, int *err);

int cl_engine_set_str(struct cl_engine *engine,

enum cl_engine_field field, const char *str);

const char *cl_engine_get_str(const struct cl_engine *engine,
enum cl_engine_field field, int *err);

Chu y 1a khéng nén sira doi cac gia tri mac dinh trir phi chiing ta biét nhitng gi
chung ta dang lam.

2.5.2.7. Kiém tra co sé dir liéu
Viéc giit cho co s& dir liéu duoc cap nhat 14 rat quan trong. C6 thé theo di
nhitng thay d6i trong co so dit liéu véi ho ham cl_stat..().

int cl_statinidir(const char *dirname, struct cl_stat *dbstat);
int cl_statchkdir(const struct cl_stat *dbstat);
int cl_statfree(struct cl_stat *dbstat);

2.5.2.8. Cac ham quét dir liéu
C06 thé quét mot file hoic bo md ta sur dung:

int cl_scanfile(const char *filename, const char **virname,
unsigned long int *scanned, const struct cl_engine *engine,
unsigned int options);

int cl_scandesc(int desc, const char **virname, unsigned
long int *scanned, const struct cl_engine *engine,

unsigned int options);

2.5.2.9. clamav-config

Str dung clamav-config dé kiém tra thdng tin bién dich cho libclamav.

$ clamav-config --libs
-L/usr/local/lib -1z -1bz2 -Igmp -Ipthread
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$ clamav-config --cflags
-l/usr/local/include -g -O2

2.5.3. Pinh dang CVD

CVD (ClamAV virus database) 1a mot tép tarball duoc Ky sé chira dung mot
hodc nhiéu co s& dir liéu. phan dau 1a mot chudi dai 512 byte voi cac truong duoc
phan tach bang dau hai cham:

ClamAV-VDB:build time:version:number of signatures:functionality
level required:MD5 checksum:digital signature:builder name:build time (sec)

sigtool —info hién thi thdng tin chi tiét vé file CVD:

$ sigtool -i daily.cvd

File: daily.cvd

Build time: 10 Mar 2008 10:45 +0000

Version: 6191

Signatures: 59084

Functionality level: 26

Builder: ccordes

MD5: 6e6e29dae36b4b7315932¢921e568330

Digital signature: zz9irc9irupR3z7yX6J+OR6XdFPUat4HIMIERN3KACOWpCcMFxq
Fs4toG5WJsHda0Jj921UusZ7wAgY jpailNr+jFfXHsIxv0dBkS5/XWMntj0T 1ctNggmiF
+RLU6VOVeTI40ej3Aya0cVpdIK4X XevEO2e TTvzZWNCAQ0ZzWNdjc
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CHUONG 3: XAY DUNG CO SO DU LIEU MAU MA PQC

Trong chuong nay chung toi giGi thiéu vé viéc tao co sé dit liéu mau ma doc cho céc
phan mém chéng virus. Hién nay co rat it thong tin lién quan dén viéc tao co sé di
lieu mau ma doc, chi cd mot sb it tai liéu vé cach tao co sé dit liéu vai ClamAV hoic
sur dung cac céng cu khac. Vi vay trong chuong nay ching toi s€ gigi thiéu ba k¥
thuat chinh cua viéc phét hién ma doc dya trén dau hiéu (Signature) va tap trung cha
yéu vao Vviéc tao co sé dit liéu cho nhitng tép tin thuc thi trén hé diéu hanh Microsoft
Windows. Cac dau hiéu pho bién nhat 1a ma bam (Hash), ma byte (Byte-signature)
va dua vao kinh nghiém (Heuristics)

3.1. Co s6 dir liéu ma doc dwa trén ma bam

Kiéu dau hiéu don gian va co ban nhat 1a mot gia tri bam. Gié tri bim duoc tao
ra boi mot ham bam, 13 mét thi tuc hozc ham toan hoc chuyén d6i mot luong Ion di
liéu thanh mat gié tri don. Ham bam duoc sir dung phd bién nhat 13 MD5 va SHA-1
[1,43]. Cac ham bam nay cuc ky chinh xéc, néu cé khéi dit liéu da duoc bam va sau
d6 cung mot khéi dir liéu nhu vay c6 mot byte thay d6i va bam lai thi cac gia tri bam
s& khac nhau. Trong vi du bén dudi hai chudi “HelloWorld!” va “HelloWorld” chi
khac nhau mot ky tu “!”” nhung gia tri bam hoan toan khac nhau.

MD5 cua chudi "HelloWorld!" = "06e0e6637d27b2622ab52022db713ce2"

MDS5 cuia chudi "HelloWorld" = "68e109f0f40ca72a15e05cc22786f8e6"

Co so dir liéu ma doc dya trén MD5 c6 thé duoc tao ra bang cach st dung
ClamAV. Cong cu Yara khong hd tro bam tép tin. ClamAV yéu cau hai thudc tinh dé
tao dau hiéu ma bam MD5. Pau tién 1a kich thudc tép tin theo byte va tha hai 1a ma
bam MD5. ClamAV di kém véi mot cdng cu dugc goi 12 sigtool ¢ thé duoc sir dung
dé tao dau hiéu ma MD5. Sigtool c6 thé dugc tim thiy trong thu muc "bin" trong thu
muc cai dit ClamAV. Bén duéi 1a vi du vé céch sir dung sigtool cho tép tin one.txt
C:\EXP\clamwin\bin>sigtool.exe --md5 one.txt 08bc3del54cadb33affd7d4433ebc31e:16:C:\EXP\one.txt

Cac mau dau hiéu cua ClamAV dugc phan céch boi dau hai chim ":'. Phan tht
nhat 1a ma MD5 (08bc3del54cadb33affd7d4433ebc31e), thir hai 1a kich thudc va
phan cudi cung 12 vi tri tép tin hodc dau ra. Pau ra thudng 1a tén ma doc hodc mot céi
gi d6 dac trung cho tép tin. Dau hai cham khong duoc sir dung trong dau ra boi vi
ching duoc coi la cic ky tu dac biét trong co so dir liéu cia ClamAV. Co so dir liéu
mau MDS5 can dugc luu trong mot tép co dudi .hdb. Pau ra tir sigtool ¢6 thé duoc dan
dén (>) mot tép tin goi 1a shredder.hdb. Diéu ndy 1am cho né dé dang tao cac dau hiéu
ma& MD5 vai tat ca cac tép trong mot thu muc sir dung mot vong lap don gian trong
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ctra s6 dong lénh [37]. Thém nita diéu nay ciing gitip tao cac dir liéu miu ma doc
ClamAV tir két qua cua Virustotal ma khéng can c6 tép tin d6 vi ma MD5 va kich
thude tép di dwoc cung cap trong trinh phan tich cua Virustotal.

Gia tri bam rat hiru ich néu miu ma doc 1a tinh nhung néu mét byte trong tép
thuc thi bi thay d6i, mau ma bam sé& bi pha v&. Trong mét sb trudng hop ma ngudn
cua tép thuc thi khdng bao gio thay d6i nhung dir liéu ma tép thyc thi thyc hién lai
thay d6i. Mot vi du vé ma khong thay d6i 1a tép tin thuc thi duoc tao ra bai bo GUI
Remote Access Trojan. Phan ma sé& gidng nhau nhung néu mot ngudoi dung st dung
dia chi 192.168.0.1 va mot nguoi khac d4 sir dung 192.160.2 thi cac phan dit liéu s&
khac nhau. Trong vi du bén dudi, ma bam tirng phan cé thé dugc s dung dé nhim
t6i khéi dir lieu phan ma ngudn va tao mét dau hiéu dua trén ma bam.
PESectionSize:MD5:MalwareName
.code:0970e94b5ea5bbh91b9cf963c47b4895:MalwareName

Cac mau dau hiéu nhan biét nay can duoc luu trong mot tép c6 dudi .mdb dé co
dinh dang phi hop v6i ClamAV. Nhu da néu bén trén, dau hai cham dugc coi 1a ky
ty dac biét dé tach dir liéu trong co so dit liéu mau cua ClamAV. Phan dau tién 12 tén
phan PE (.code), phan thtr hai 1a m3d bim MDS5 cua phin PE nay
(0970e94b5ea5bbb91b9cf963c47b4895) va cudi cung 1a dau ra hoic tén cia ma doc
(MalwareName) [37]). M3 bam ciing c6 thé duoc sir dung dé xac dinh c4c tép tin da
bi stra d6i. Thuat ngir Fuzzy Hashing [24,44,17] 13 mot k¥ thuat vé co ban van 1a nhan
dang chuong trinh ma doc qua ma bam nhung di duoc bo sung thém cac phan tich
va tinh todn dé tir mot ma bam cua ma doc c6 thé nhan ra cac ma bam “ho hang”,
nang cao kha nang phat hién chuong trinh ma doc. Ky thuat nay cé thé dugc sir dung
dé xac dinh céc tép tin chira cac dit liéu da bi xda, stra ddi hoic chta dit lieu méi da
dugc chén thém. Dudi day 1a mét vi du so sanh hai tép tin thuc thi véi su khac biét
mot byte.

C:\EXP>md5sum * Obcc4aab14639664f63865cc4959fh53 second-edit.exe
1d4720491fb7d551b38ab4299a2e6787 second.exe

C:\EXP>ssdeep *

ssdeep,1,1--blocksize:hash:hash,filename
384:cKXNLII2Fz67gMvzoH/WjCpu6JBnPLI7jz:cKnH26xCXO0,"C:\EXP\second-edit.exe"
384:BKXNLII2Fz67gMvzoH/WjCpu6JBnPLI7jz:BKnH26xCX0,"C:\EXP\second.exe"

C:\EXP\second.exe matches C:\EXP\second-edit.exe(99)
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Con sb & cudi dong trén (99) 1a mot do do su twong ddng, con sé nay cang lén
nhitng tép tin nay cang twong dong nhau.

Fuzzy hashing y&u cau tat ca cac gia tri bam duoc luu trir trong mot tép tin vin
ban ASCII va sau d6 mdi tép tin d3 bam can phai duoc két hop lai véi tép tin vin ban
mi bam ASCIL Kiéu quét nay doi hoi nhiéu tinh toan hon so véi cac dang quét khéc
do phai bam va so sanh tat ca c4c gia tri bam. Mot van dé vé6i Fuzzy hashing (ciing
nhu véi tat ca cac ham bam) 14 nhirng sira doi dudng nhu rat nho cua tac gia hay 1ap
trinh vién ciing c6 thé thay d6i dang ké gia tri da dwoc tinh toan. Tép tin thuc thi
second.exe bén trén dd duogc stra d6i bang cach thay d6i mot s6 chudi dau ra va bién
dich lai thanh second2.exe, khong doan ma ngudn nao bi thay d6i. Tiép tuc st dung
cong cu ssdeep dé so sanh hai tép nay nhu trong vi du dudi day.

C:\EXP\ssdeep *

ssdeep,1.1--blocksize:hash:hash,filename
384:BKXNLINI2Fz67gMvzoH/WjCpu6JBnPLI7jz:BKnH26xCX0,"C:\EXP\second.exe"
384:5KTNJIv2w05gDVvzoHORjCpP6JgnuLI7jz:5KOCXrQQO,"C:EXP\second2.exe”
C:\EXP\string>ssdeep

ssdeep: No input files

C:\EXP\string>ssdeep -d *

C:\EXP\string>ssdeep *

ssdeep,1.1--blocksize:hash:hash,filename
384:BKXxNLII2Fz67gMvzoH/WjCpu6JBnPLI7jz:BKnH26XCX0,"C:\EXP\string\second.exe"
384:5KTNJIv2w05gDvzoHoRjCpP6JgnuLI7jz:5KOCXrQQO,"C:\EXP\string\second2.exe"
C:\EXP\>ssdeep second.exe > 0.txt

C:\EXP\>ssdeep second2.exe > 02.txt

C:\EXP\>ssdeep -d out*

C:\EXP\02.txt matches C:\EXP\o.txt (50)

Vi tit ca c4c mA bam can duge luu trong mot tép tin vin ban sau d6 dugc so
sanh vai nhau nén ssdeep cd thé doi hoi chi phi tinh toan cao [16].
3.2. Co sé dir liéu mau dua trén ma byte

M4 byte (Byte signature) 1a mot dau hiéu dua trén mot chudi cac byte c6 mat
trong mat tép tin hozc ludng dix lidu. M& byte 1a mot ki thuat phat hién rat pho bién
va dd duoc sir dung trong chuong trinh quét virus dau tién. Tinh hitu dung cua ky
thuat nay 1a do d6 chinh xac ma n6 cung cip cho viéc phat hién mot chudi cac byte.
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Chudi byte dugc chon bai vi nd tn tai trong nhiéu bién thé cua ma doc tir cing mét
ho. M4 byte c6 thé 1a bat ky loai dit liéu nao nhur mot doan ma ngudn hoic dir liéu
dugc chira bén trong mot ludng dix liéu hodc mot tép thuc thi, tép PDF (Portable
Document File) hoac tai liéu Word. Bén dudi la mot doan ma byte trong dinh dang
cua ClamAV cho tép second.exe.

Seconddotexe:1:77CF2463CC0263AB0185E6

Trong d6 "Seconddotexe" 1a dau ra duoc hién thi boi chuwong trinh quét
ClamAV; day thuong 1a tén ciia mot ho ma doc. Phan thi hai 1a danh cho chuong
trinh quét cua ClamAV biét duoc loai tép tin cua tép tin di dugc quét. Gia tri '1' dé
chuong trinh quét nhan biét cac tép tin thuc thi di dong (PE files). P& quét bat ky loai
tép nao, can phai st dung gia tri '0'. "77CF2463CC0263AB0185E6" Ia biéu dién thap
luc phén ctia doan chuong trinh hop ngir dudi day.
start: 0x302C2F length: 0xC
77 nop
CF24 call dword ptr [esi]
63CC02 add esi, 4
63AB 01 add ebx, 1

85E6 jnz shortloc_302F30
Trong dinh dang cia Yara doan ma byte duoc biéu dién nhu sau.

rule example

{
strings:
signature = { 4377 CF 24 63 CC 02 63 AB 01 85 E6 }
condition:

signature

}

Dinh dang dau hiéu nhan dang ma doc cua Yara thi khac nhiéu so véi ClamAV.
Phong cach ct phap twong tu nhu mot cau tric cua C. Chudi dau tién xac dinh rang
ching ta dang tao ra mot luat cua "example™. Cac "strings" va "condition™ la cac tu
khoa duogc st dung boi chuwong trinh quét Yara. Cac “strings” s& xac dinh céc dau
hiéu nhan biét chuong trinh ma doc. DAu hiéu nhan biét cua Yara c6 thé 1a bat ky
dinh dang nao tir chudi (strings), hex-byte, regex va mét sé dinh dang khac. Tur khoa
“condition” xac dinh trong nhiing trudng hop nao Yara sé canh bao vé diu hiéu nhan
biét. C4 rat nhiéu diéu kién c6 thé xay dung cho Yara dé phat hién mot tép tin [7].
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Binary diffing

Cac k¥ thuat phan tich thu céng va ty dong c6 thé duoc sir dung dé tim cac khéi
ma c6 mat trong céc bién thé. Qua trinh so sanh nhiéu tép tin thuc thi cho cac diém
trong doéng duoc goi 1a Binary diffing [24,18,45]. Binary diffing theo cach tha cong
bao gdm viéc xem xét ma hop ngir cia nhiéu tép tin va ghi lai cac phan ma ton tai
trong cac tép tin. Khi cac khdi ma dugc xac dinh, mot sy so sanh lién tiép cé thé duoc
thuc hién dé kiém tra sy twong ddng. Néu ma c6 do tuong dong cao, né co thé 1a mot
{rng cur vién tdt cho cach nhan biét byte-signature. Mot cach tiép can ban tu dong cua
k¥ thuat Binary diffing bao gdm viéc nhdm céc tép tin thanh cac tép tin twong dong
nhau, str dung mot cdng cu dé dich ma may thanh ma hop ngit (disassembler) va ghi
vao mot tép van ban, sau d6 so sanh va phén tich cac doan ma hop ngir twong dong
ndy. Chang ta c6 thé st dung cong cu IDA (Interactive Disassembler)[24,40,21] dé
tao ma hop ngit va sau d6 st dung KDiff (cdng cu ma ngudn ma dé so séanh su khac
nhau cua cac tép tin) [19] nhu vi du sau.

C:\EXP\>dir

23,503 second.exe

23,503 second2.exe
C:AEXP\>"C:\ProgramFiles\IDAFree\idag.exe" -B "second.exe"
CAEXP\>"C:\ProgramFiles\IDAFree\idag.exe" -B "second2.exe"
CAEXP\>dir

51,262 second.asm

23,503 second.exe

204,956 second.idb

51,274 second2.asm

23,503 second2.exe

204,956 second?2.idb

Co "-B" 1a dé tao ra mot co so dix liéu cho IDA (.idb) va mot dau ra I tép ma
hop ngit (.asm). KDiff 1a mot cong cu tét dé so sanh cac tép tin boi vi nd khdng thyc
hién mot su so sanh truc tiép gitra hai tép tin, n6 s& thir sap xép cac doan ma bi tach
biét boi mot lugng 16n dit liéu hoic ma. Céac phan nay c6 thé khac nhau do mét chic
nang co6 thé khéng nam trong mot tép thuc thi hoac c6 su xuat hién ma hoic dit liéu
rac. KDiff ciing c6 thé so sanh dén ba tép tin cling mot luc. Céc c¢ong cy tu dong nhu
Bindiff [24,12], PatchDiff2 [24] va DarunGrim [24] c6 thé dugc st dung dé tim kiém
sur khac biét gitra cac tép co so dit liéu IDA. VxClass [24] 1a mot cong cu khac co thé
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duoc sir dung dé tao ra cac bo bién thé, so sanh va xac dinh cac phan ma cé thé duoc
sir dung cho su phét hién dua trén dau hiéu. Qua trinh so sanh ciing rét hitu ich cho
viéc hién thi cac doan ma noi cac ky tu dai dién can phai dugc sir dung cho sy phéat
hién dua vao byte-signature. Cac ky tu dai dién s€ cho phép chuong trinh quét bo qua
cac byte ma khong cé dinh trong nhiéu bién thé. Cac byte khong cb dinh nay c6 thé
bi gay ra boi viéc chén ma rac, bo sung hoic loai bd ma hodc bd sung hoac loai bo di
licu. Mot sy thay d6i nho trong b cuc tép tin c6 thé pha v qua trinh phat hién dya
vao byte-signature. Cac lénh pho bién sir dung do léch (offset) dya trén b cuc tép la
long jmps, 16i goi cdc ham con (sub-routine), cAc API hoac cac Iénh khac nhu cmp,
mov, sub, add.... Cach tét nhat I khi tao céc signature luén thém cac ky tu dai dién
(wildcard) cho céc offset mic du ching van giit nguyén trong nhiéu bién thé. Vi du
du6i day cho thiy bd cuc tép tin c6 thé pha v& qua trinh phat hién dwa vao byte-
signature. Hai khdi ma trong hai tép three.exe va three2.exe, dia chi bat dau, chuc
nang va chiéu dai déu giéng hét nhau. Su khac biét duy nhat gitta hai khi ma 1a 4o
léch dia chi cua dword duoc so sanh véi ebx. Su khac nhau trong bé cuc tép tin 1a do
cac chudi dau ra c6 do dai khac nhau.

Khdi ma trong three.exe

start: 0x412368 length: 0x14

62 EC 6B 23 52 00 cmp ebx, offset dword_52236B
1E 63 2B FF FF FF jnb loc_411236

CB 22 EC 23 00 mov esi, 23EC22h

6E 8B F2 lea edi, [ebp+var_20]

62 EC 6B 23 52 00 1E 63 2B FF FF FF CB 22 EC 23 00 6E 8B F2
Khdi ma trong three2.exe

start: 0x412368 length: 0x14

62 EC 73 23 52 00 cmp ebx, offset dword_522373
1E 63 2B FF FF FF jnb loc_411236

CB 22 EC 23 00 mov esi, 23EC22h

6E 8B F2 lea edi, [ebp+var_20]

62 EC 73 23 52 00 1E 63 2B FF FF FF CB 22 EC 23 00 6E 8B F2
Trong dinh dang cia ClamAV ching ta c6 thé biéu dién cho ca hai tép nay nhu sau.
Both three dot exe :1:62EC********] E632BFFFFFFCB22EC23006E8BF2

Trong dinh dang cta Yara ching ta cé thé biéu dién nhu sau.
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rule both_three_dot_exe

{

strings:

signature = { 62 EC ?? ?? ?? ?? 1E 63 2B FF FF FF CB 22 EC 23 00 6E 8B F2 }
condition:

signature

}
3.3. Co s& dir ligu miu dya vao kinh nghi¢gm

Ky thuat phét hién cudi cing 1a dwa vao kinh nghiém (heuristics). Heuristics
duogc str dung khi chuwong trinh ma doc hai qua phic tap d6i véi ma bam va byte-
signature. Heuristics I thuat ngir chung cho céc ki thuat khac nhau duoc sir dung dé
phat hién chuong trinh doc hai dya vao hanh vi cia chiung. Pay 1a mét trong nhirng
dang phat hién phtc tap nhat. Mot cong cu chdng virus cd thé sir dung céac ky thuat
phan tich nhu gia lap moéi truong, APl hooking, sand-boxing, céc bat thuong trong
tép tin... dé phat hién ma doc. Mdi cdng cu chdng virus sir dung céc thuat toan khéc
nhau va ky thuat doc quyén khac nhau. Mot vi du don gian vé viéc tao ra mot dau
hiéu nhan biét dwa trén heuristics gdom c6 mot API logger va cac luat (rules) dya trén
céc API. Hay bat dau véi chudi "Hello World" ciia ma doc Poison Ivy (mét loai Trojan
trén hé diéu hanh Microsoft Windows). Chling ta c6 thé sir dung mot may chu 1am vi
du dé tao mot dau hiéu nhan biét dya trén luat API (API rule). Khi Poison Ivy dugc
thuc thi n6 sé tao ra mot mutex, thém mot khoa (key) vao registry va sao chép chinh
n6 vao thu myc System32. Mutex mac dinh cho Poison vy 1a ")! VogA.14". Bing
céch sir dung chuong trinh giam sat Kerberos API Monitor ching ta ¢ thé md phong
mét API hook (c6 thé duogc st dung bai mot cdng cu chdng virus). Mot luat API dua
trén heuristics cho Poison lvy c6 thé nhu sau.

Rule A

An API call to RtIMoveMemory with a string of "SOFTWARE\Classes\http\shell\open\commandV"

Rule B

An API call to CreateMutexA with a string of ")!\VVogA.14"

Rule C

An API call to GetSystemDirectory



45

if (Rule A then Rule B then Rule C)
then

Process = Poisonlvy

Keribos Output
Rule A

second.exe | 00401447 | RtIMoveMemory(0012F458, 0040162F:
"SOFTWAREN\Classes\http\shell\open\commandV", 00000028) returns: 0012F458

Rule B

second.exe | 0040155D | CreateMutexA(00000000, 00000000, 0012F43B: ")!'VVogA.14") returns: 0000003C
Rule C

second.exe | 004018BF | GetSystemDirectoryA(0012F6F1, 000000FF) returns: 00000013
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CHUONG 4: PE XUAT GIAI PHAP TRICH CHON PAC TRUNG
CHO BAI TOAN PHAT HIEN MA POC

4.1. Pit van dé

Ching ta biét rang giai doan quan trong nhat cua ky thuat phat hién ma doc l1a
xac dinh rd viéc biéu dién cac tap tin ma doc. Viéc bién doi mot tap hop dir liéu dau
vao lon thanh tap cac dac trung duoc goi la trich rat dac trung. Khi chung ta co dit
liéu vao du thira ldc nay chdng ta can st dung cac phuong phap trich rat dic trung dé
giam bét sy du thira nay. Diéu quan trong Ia ching ta phai c6 duoc mot phép do chinh
xédc cac dic trung ma anh hudng dén viéc phan loai dau vao 1a doc hay khong dac.
Qua trinh trich rat bién d6i cac dic trung thanh mot tap thong tin con cd t6 chic va
dé quan 1y hon. Thém nita nd ciing lam giam tap dit liéu can xir Iy dan dén chi phi
tinh toan cling giam theo. Pau ra cua pha trich rat dic trung 1a mot véc to chira tan
sb cua cac dic trung duge trich rat. Cac dic trung duogc trich rat dugc chon sao cho
d6 chinh xé&c phan loai & cao nhat. Thoi gian can thiét dé nhan duoc cac dic trung tir
tap dir liéu dau vao ciing phu thudc vao phuong phap trich rut.

Phuong phép trich rat anh huong toi sy thyuc thi cua hé thong phat hién vé hiéu
suat va su chinh xé&c. Lan dau tién Schultz va céc cong sy [33] di gidi thiéu quan
diém ¢ng dung céc k¥ thuat hoc may trong phét hién ma doc dya trén su biéu dién
cac tap tin twong tng tur tap dir liéu. Ho da thuc hién ba phuong phap trich rat, trong
khi d6 nhiéu nha nghién ctru da mé rong ¥ tuong trich rat dic trung dé cai thién su
thue thi va do chinh xé&c cua hé thong. Theo céc nghién ciru da néi ¢ trén phuong
phap trich rat dac trung dugc miéu ta nhu sau:

4.2. Mot s6 phwong phap trich rat dic trung pho bién
4.2.1. Dac trung byte n-gram

Dic trung Byte n-gram la chudi n byte duogc trich xuat tir cac ma doc, ching
duoc sir dung nhu dau hiéu dé nhan dang phan mém doc hai. Mic du kiéu dic trung
nay khong cung cap thong tin c6 ¥ nghia nhung nd mang lai d6 chinh xac cao trong
viéc phat hién nhitng mau ma doc moi. Tony Abou-Assaleh va cac cong su [38] da
trich rat dic trung byte n-gram tir ma nhi phan cua tap tin ¢6 n-gram xuat hién nhiéu
nhét trong mdi 16p 1a L trong tap huan luyén duoc chon dé biéu thi dic tinh cua 16p.
Tony Abou-Assaleh dé xuit mot bo phan loai sir dung thuat toan K lang giéng gan
nhat (KNN). Thi nghiém cua ho dat do chinh xac 98% trén bo dit lidu céc tép tin doc
va khong doc. R. Moskovitch va cac cong su sir dung byte n-grams két hop Vi
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opcode n-grams nhu 13 cac dic trung, ho tién hanh thi nghiém trén hon 30.000 tap tin
va d6 chinh xac thu duoc la trén 99%.

4.2.2. Pac trung opcode n-gram

CAc nghién ctru trude day chi ra rang trich rat dic trung opcode 1a hiéu qua hon
cho su phan loai. Ching biéu thi nhitng thong ké da dang gitra cac phan mém doc hai
va hop phép. Mot vai opcode hiém khi I su dir doan tét cho cac hanh vi doc hai. Pau
tién trong tap dir liéu tat ca cac tap tin thuc thi duoc dich nguoc va opcode duoc trich
rat. Mot opcode la mot mot 1énh trong hop nglr, N6 miéu ta thao tac duoc thyc thi.
N6 la dang ngan cua ma hoat dong. Mot 1énh gom c¢d mot opcode va nhiéu toan hang.
Mot s6 thao tac c6 cac toan hang ma nho dé opcode c6 thé hoat dong, tiy thudc vao
kién tric CPU, thanh ghi, gié tri luu trit trén bo nhé va ngan xép...

Moskovitch va cac cong su tuyén b rang chudi opcode 2-gram Ia chudi N-gram
t6t nhat vé su chinh xac trong phan loai. Tuy nhién, c6 nhiéu chudi 2-gram opcode
c6 do chinh xac giam. Santos va cac cong sy da sir dung nhitng chudi opcode cho
viéc phén loai ma doc vai cac thuat todn phan loai va chon dac trung khac nhau, ho
str dung nhitng chudi opcode 1-gram va 2-gram dé phét hién nhirng bién thé méi cua
cac ho ma doc. Ho sir dung biéu do tan s6 cho mdi chudi n-gram tinh toan tan sé ty
I& trong tu cho m&i mau ma doc.

4.2.3. Pac trung PE

Céc dic trung nay duoc trich rat tr mot phan nao d6 cua tap tin EXE. Céac dic
trung PE duoc trich rit bing phén tich tinh sir dung thong tin cau tric cua PE. Nhitng
dic trung dy ¥ nghia nay chi ra rang tap tin nay da duoc stra d6i hoac bi nhidém doc
dé thuc hién nhitng hoat dong nguy hiém. Shafiq va cac cong su da dé xuat mot
phuong phap thoi gian thuc dé phat hién ma doc dua trén dic trung céu trac dugc
khai thac tir PE. Ho da tién hanh thir nghiém trén hai tap di liéu Malfease and
Vxheavens va nhan xét rang dic trung PE c6 chi phi xt ly thap.

4.2.4. Pic trung chudi

Nhitng dac trung nay dua trén van ban tron da dugc ma hoa trong tap tin thuc
thi nhu windows, getversion, getstartupinfo, getmodulefilename, messagebox,
library, vv. Nhitng chudi nay la nhitng ky tu cd thé in lién tiép duoc ma héa trong céc
tap tin PE cling nhu phi PE. Dic trung chudi duoc st dung trong thi nghiém cta
Schultz va céc cong su cho do chinh x&c 14 97.11% khi so véi viéc stir dung dac trung
PE va byte n-grams. Céc dic trung chudi thudng khdng manh vi ching c6 thé duoc
stra doi dé dang bat cr lac nao. Y. Ye da dé xuat mot hé thong phat hién ma dac,
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SBMDS, hé théng nay phan loai méi doc sir dung SVM (Support vector machine) dwa

trén dic trung chudi, né tét hon so véi cac phan mém diét virus dang ton tai.
4.2.5. Pac trung dua trén chirc ning

Dic trung nay duoc trich rat ra theo cac hanh vi tai thoi diém chay cua tap tin
chuong trinh. Céc chtrc ning ndy thudc vé mot tap tin thuc thi va sir dung ching dé
tao ra cc thudc tinh khac nhau dai dién cho tap tin nay. C4c loi goi ham phén tich
dong bao gém 15i goi hé thdng, 11 goi dén cac API,... Bat ky phan mém doc hai triéu
goi mot vai 1oi goi hé thdng mirc nhan dé giao tiép véi hé diéu hanh, nd 1a mot dau
hiéu cua ma doc.

Lee va cac cong su di dé xuat mot ki thuat phan nhom ma doc sir dung k§y thuat
hoc may giam séat két hop phan tich hanh vi cua céc tap dit liéu mau theo céac 1oi goi
hé thong va cac tham s trong moi truong 40 va tao ra mot hd so hanh vi cho cac hoat
d6ng mang. Thém ho da tinh toan su twong dong gitta cc hd so d6 va phan nhoém cac
mau khac nhau dugc thuc hién bang cach &p dung pham cum k- medoids.

4.3. Tong quan vé phwong phap thuc hién

Hién nay hoc may dang 1a mot hudng nghién ctru dugc ang dung trong nhiéu
linh vuc dac biét 1a trong c&c bai toan phan 16p dir liéu. V&i muc tiéu xay dung mot
phan mém c6 kha ning tu dong nhan dién ma doc, trong b4o céo nay tdi trinh bay
mot hudng nghién cau trong d6 wng dung k¥ thuat hoc may vao viéc phan I6p va phat
hién ma doc. B&o c4o tap trung nghién ciru va dua ra mot dé xuat ciing nhu xay dung
mot giai phép trich chon dac trung nang cao hiéu qua va phu hgp cho cac bai toan
phén 16p dir liéu. Qua trinh dugc thuc nghiém va phén tich trén cac b6 dir liéu ma doc
chi ra rang phuong phap dé xuat cho két qua phan Iop chinh xé&c va hiéu suat tuong
doi tét.

Cac nghién ctru vé huéng tiép can hoc may trong phat hién va nhan dién ma doc
da duoc nhiéu tac gia tham gia va nghién ctru [34] trong d6 noi bat 1én 1a st dung céc
phuong phap phan tich ma doc va trich rat cac dic trung la cac ma byte hay cac ma
opcode [3] hay st dung cac ham goi dén API [23]. M&i phuong phap tiép can c6
nhitng wu diém va nhugc diém khac nhau, phuong phép dya vao ma opcode cho két
qua kha tt tuy nhién viéc dich nguoc ra cac ma opcode nay doi khi 1a khd chinh xac
cling nhu viéc tién xt ly dix liéu trd nén phuc tap, cac phuong phép dya trén cac ham
API lai khdng bao phu dugc day du céc thong tin, phuong phap dya vao ma byte la
mét phuong phap hiéu qua dé dang trong tién xir ly tuy nhién khé khan trong viéc trich
chon céc dac trung thuc sy ¢6 hiéu qua. Nhin chung cac phuong phép ¢ trén déu dua
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vao cac nguyén ly trong k¥ thuat hoc may va khai phé di liéu ma d6i twong 1a cac ma
doc [33]. Cac nghién ciu chu yéu sir dung phwong phap n-gram [9, 13] va qua trinh
trich rat dic trung dya vao viéc tinh tan sb xuat hién cua cac dic trung, tuy nhién cac
tap dac trung nay thuong 16n va gay kho khan ciing nhu giam hiéu qua trong qua trinh
xay dung mé hinh, mot s6 phwong phap chon dic trung nhu nén cac dic trung hay giam
s6 chiéu cac dic trung kha hiéu qua nhung doi khi khong loc duoc cac dic trung giy
nhiu. Trong nghién cu nay ching toi s& dé xuat mot giai phap cho phép lva chon
cac dic trung tot nhat va loai bo cac dic trungco thé gay nhidu cho mo hinh, cac dic
trung nay duoc danh gia tir chinh dit liéu dau vao phu hop véi md hinh. Bé don gian
cac thuc nghiém va so sanh toi sir dung phuong phap n-gram byte trong viéc trich xuat
cac dic trung dau vao.

Trong nghién ctru nay chdng t6i tap trung nghién ciru cac loai ma doc thyc thi
trén nén Windows céc file ma doc dugc thu thap tir trang chu “Vxheaven” [42] va
cac file ma thong thuong la cac file hé thdng thudc kiéu file “PE” chu yéu la céc file
“exe” chay trén hé diéu hanh Windows. Tong quan vé phuong phap duoc mé ta qua

M3 d6 '
2 oee File théng
(Win 32) o thurdng

~ | PEfile]

6 budc sau:

Dich nguoic
. Di¥ liéu Test
DiF ligu Train
(M3 hex) (M hex)
, PR - N 4 L
P \
I Trich rit dac trung 1
1
1 {n-gram) !
1 1
1 ] 1
! ' M@ hinh hgc mé
| Liga chon G3c trung : ” @ finh hoc may
1
1 [TF-Thudt toan chon) 1
1 ! —
1 [ ] I \ M
I .
Gii thudt hoc may 1
: 1 Yes/No
\ [Cay quyEt dinh, SYM) ]
7
\

Hinh 4.1. Téng quan vé phuwong phdp thuc hién
Budc 1: Thu thap dir li€u cac file ma ddc va cac file PE thong thuong.

Budc 2: Céc file nay s& duoc dich ngugc vé ma hex thdng qua mot chuong trinh
duogc viét bang ngdbn ngi Python.
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Budc 3: Sau khi dich nguoc thi cac dir liéu huan luyén s& duoc trich rit ra céc
dic trung 14 cac ma hex dya vao phuong phap n-gram. Trong khuén khé nghién ctu
nay kich thudc sir dung la 2-gram.

Budc 4: Tir cac dic trung 1a cic ma n-gram byte thuc hién tinh tan s xuat hién
(Term Frequency) ctia cAc ma n-gram nay trén moi tap dir liéu. Sau d6 ap dung thuat
toan dugc toi dé xuat ( dugc trinh bay ¢ phan sau) dé chon ra duoc mot bo dic trung
t6t nhat.

Budc 5: Tu bo dac trung c¢6 duoce ta dua chiing vao xay dung cac mo hinh hoc
may & day toi st dung hai giai thuat dé thuc nghiém va so sanh l1a cay quyét dinh va
svim.

Budc 6: Sau khi xay dung xong mé hinh thi dwa cac dit liéu test vao dé danh gia
két qua.

4.3.1. Tién xir Iy dir liéu
4.3.1.1. Swr dung cac k¥ thuat phan tich ma dgc

Nhu di trinh bay & chuwong 1 hién nay phan tich ma doc chu yéu dya vao 2
phuong phap chinh 1a phan tich dong va phan tich tinh. Mdi phuong phép lai déu c6
nhitng vu va nhuoc diém khéac nhau. Phan tich dong xac dinh chinh xac ma doc bang
viéc quan sat va phén tich cac hanh vi cua nd théng qua viéc tao ra cac moi truong
thuc thi phi hop cho mé doc, phuong phap nay c6 wu thé 1a qua trinh phan tich nhanh,
dé dang ngay ca véi nhitng ma doc bi ma hda phuc tap tuy nhién lai khéng hiéu qua
khi gap phai nhirng ma doc chay theo thoi gian hodc cac ma doc co kha nang nhan ra
su theo d6i va sé khéng thuc thi cac chirc nang ctia nd. Phuong phap phan tich tinh
dwa vao viéc thuc hién dich nguoc ma doc vé dang assembly hay dang ma hex va phan
tich céc dau hiéu cua ma doc, phuong phap nay tuy gap kho khin véi nhitng ma doc
bi ma hda hay dong gdi phtc tap nhung ¢6 wu diém 1a c6 thé phat hién ra ma doc ngay
ca khi khong can thuc thi n6 va cac dic trung cuia ma doc ciing nhu cau tric caa né
cho phép phat hién ma doc mot cach chinh xac.

Hién nay da s6 qua trinh phan tich ma doc con thii céng ton nhiéu thoi gian vi
vay viéc ung dung hoc may dé xay dung cac hé thong c6 kha ning tu dong phéat hién
ma doc 1a diéu hét sirc can thiét. Trong noi dung nghién ctru va thir nghiém nay ching
t6i str dung phuong phap phén tich tinh, & giai doan tién xu ly nay cac file théng
thuong va cac file ma doc 1a céc file dang PE s& duoc dich nguoc vé cac ma hex co
rat nhiéu cdng cu cho phép thuc hién diéu nay co thé ké ra nhu: IDA, OLLYDBG...
Tuy nhién dé dong bo va phaét trién cac hé thong ty dong sau nay, ching toi da xay



51

dung mot chuong trinh dya trén ciu tric caa mot file PE cho phép dich nguoc céc file
nay vé ma hex. Chuong trinh dwgc viét bang ngdn ngit Python va sir dung thu vién
Pefile. Céc file dit liéu mau sau khi duoc dich nguoc s& duoc xt Iy dé 1ay cac ma hex
quan trong chu yéu chidng nam ¢ cac phan PE header va Section noi chtra cac ma
chuong trinh (Executable Code Section), cac dir liéu (Data Section), cac tai nguyén
(Resources Section), cdc thu vién (Import Data, Export Data) ...

Céc file thong thudong va ma doc sau khi duoc dich ngugc sé lay noi dung céc
ma hex cua tirng file nay va luu lai thanh cac file text tuong dwong phuc vu cho qué
trinh trich chon dac trung va xay dung mé hinh du doan.
4.3.1.2. Phwong phap sir dung dic trung n-gram

Trong nghién ciru ndy ching toi st dung chudi cac byte 1a cac dic trung dau
vao trong d6 & giai doan tién xu Iy céc file dir liéu mau duogc trich xuat dua vao viéc
tinh tan sb xuat hién caa cac n-gram byte. N-gram 1a mot day céc byte lién tiép co do
dai N duwoc md ta nhu sau:

V&i mot ddy cac ma hex sau khi dich nguoc gia st la “AB CO EF 12” thi ddy cac
n-gram byte thu duoc la:

Bdng 4.1. M6 ta day cac n-gram byte

1-gram 2-gram 3-gram 4-gram

AB ABCO | ABCOEF | ABCOEF12

CO COEF | COEF12
EF EF 12
12

C6 thé nhan thay rang véi do dai n cang cao thi kich thudc dic trung cang 16n.
Déi v6i ma hex co 16 gia tri khac nhau nhu vay khong gian dic trung ctua 1-gram s&
2 162=256 v6i 2-gram la 164=65536. Trong noi dung bao c&o nay ching tdi cha yéu
tap trung vao phuong phap chon dic trung vi vay cac két qua dugc thir nghiém trén
day 2-gram. Nhu vay & giai doan tién xir ly c4c file dit liéu mau duoc dich nguoc sang
c4c ma hex va sau d6 tiép tuc duogc trich rit ra cac dic trung dwa vao phuong phap n-
gram.

4.3.1.3. Tinh tan s6 xuit hién ( Term Frequency )
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Nhu ching ta da phan tich & c4c phan trén, dit liéu mau sau khi thuc hién tién
Xt ly sé dugc luu dudi dang cac file text va dugc trich rat cac ddy n-gram, mot trong
nhitng phuong phap duoc biét dén trong cac bai toan khai pha va phan 16p dit liéu
text d6 1a phuwong phap tinh tan s6 xuat hién (TF). Dua vao phuong phap nhu vay &
budc ndy ching tdi thuc hién tinh toan tan sé xuat hién cia mdi n-gram byte khac nhau
trén tirng file dix liéu mau. Cac két qua nay duoc luu nhu mdi véc to dac trung va trudc
khi dugc dwa vao md hinh hoc s& duoc xt 1y dé trich ra mot bo dic trung tot nhat.

Cong thuc dé tinh cac gia tri TF duoc cho nhu sau:

f(t d)
max{f(w,d):w €d

tf(t,d) =

Tan s6 xuat hién ciia mot ma n-gram byte trong mot tap mau (file dit liéu mau da
duoc dua vé dang text ) duoc tinh bang thwong cua s6 1an xuat hién n-gram byte dé trong
tap mau va sb lan xuat hién nhiéu nhat ciia mot n-gram byte bat ky trong tap mau do (gia
tri s€ thugc khoang (0, 1))

e f(t,d) - 6 lan xuat hién cua mot n-gram byte t trong tap mau d.
o max{f(w,d):wed} - s6 lan xuat hién nhiéu nhat cua mot n-gram byte bét ky
trong tap mau.

4.3.2. Pé xuat giai phap chon dic trung cho thuit toan phan 16p

Trong phuong phap hoc may cd thé thay rang khi s6 luong dic trung 16n s& 1am
giam hiéu suat va doi khi 1a chat lugng cua mé hinh hoc. Luong dic trung qua nhiéu
s& khién cho qua trinh huan luyén va phan Iop dix liéu tén kém vé mat tai nguyén ciing
nhu thoi gian xt 1y tham chi néu nhiéu dic trung phd bién s& din dén du thura gay
nhiéu va anh huéng dén chat luong khi xay dung mé hinh, chinh vi vay bai toan dat
ra va can thiét 1a 1am sao loai bo duoc cac dic trung giy nhiéu va chon duoc mot tap
dic trung dai dién tot nhat ma van dam bao do chinh xac hiéu qua caa mé hinh duy
doan. Trong phuong phap n-gram néu trén ta thay sé cé cac dic trung ma tan s6 Xuat
hién cuia ching tuong tu nhau trén 2 16p vi vay khi dua vao mo hinh hoc may sé khéng
dat két qua cao.

Phuong phap trich chon dédc trung ma toi dé xuat muc dich 1a tim ra tap cac dac
trung ma gia tri tan s6 xuat hién trung binh ciia ching trén 2 16p can phan chia c6 do
léch 16n nhat. Cu thé 1a cAc ma n-gram byte ma c6 tan sé xuat hién trén cac tap cua
I6p nay khéac nhat véi chinh né trén céc tap cua lép con lai.

4.3.2.1 M6 ta giai phap
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Goi D la tap cac dic trung c6 d6 dai “d” phan tir 1a cac ma n-gram byte. 2 16p
can phan chia 16p thir 1 c6 d6 dai 1a “n” tap mau. Lop tht 2 c6 do dai 1a “m” tap mAau.

Goi TF1[i] la tap chira c4c gia tri tan s6 xuat hién cua dic trung D[i] € D; i €
[0,d] trén cAc mau dit liéu thudc 16p thir 1. Mdi TF1[i] véi i € [0,d] 1a mot mang chia
‘n’ phan tur .

Goi TF2[i] la tap chira c4c gi4 tri tan s6 xuat hién cua dic trung D[i] € D; i €
[0,d] trén cac mau dix liéu thuoce 16p tha 2. Moi TF2[i] voi i € [0,d] 1a mot mang chaa
‘m’ phan tur.

Budc 1: Vi mdi gia tri i € [0,d] sap xép cac phan ti trong TF1[i] va TF2[i] theo
chiéu giam hoic ting dan

Budc 2: Sau khi thuc hién sap xép & budc 1:

Véi mdi i € [0,d] ta thuc hién chia cac phan tir trong TF1[i] twong ung thanh
“k” doan lién tiép bat dau tir phan tir dau tién, mdi doan chira C1 phan tir (s6 phan tur
trong cac doan cd thé khéng bang nhau).

Tuong ty véi mdi i € [0,d] ta ciing thyuc hién chia cac phan ti trong TF2[i] tuong
mg thanh “k” doan lién tiép bat dau tir phan tir dau tién, mdi doan chira C2 phan tir
(s6 phan tir trong cac doan c6 thé khong bang nhau)

Budc 3: Tinh trung binh cong tan sé xuat hién trén ting khoang di chia trén
mai TFL[i]; i € [0,d] voi mdi TF1[i] ta thu duoc “k” gid tri TBL[i][j] V6i i € [0,d]:
j€[0,K] 1a gia tri tan sb xuat hién trung binh cua D[i] trén doan j cua TF[i]

Tuong ty thuc hién tinh trung binh cong tan sé xuat hién trén ting khoang da
chia trén mdi TF2[i]; i € [0,d] véi m3i TF2[i] ta thu dugc “k” gi4 tri TB2[i][j] Vi i ¢
[0,d]; j€[0,K] 14 gié tri tan s6 xuat hién trung binh cta D[i] trén doan j cua TF2[i]

Budc 4: Tinh d¢ léch tan s6 xuét hién trung binh trén “k” doan da chia ctia mdi
TFA[i] va TE2[i].

Goi TBJi][j] 1a d6 léch trung binh cta dac trung D[i] trén doan j cua 2 tap TF1[i]
va TF2[i] thi TBJi][j] dwoc tinh bang tri tuyét doi caa phép trir gitta TB1[i][j] va
TB2[i][j] ta cé:

TB[II0] = TB[]0] - TB2[i][] |
(i€[0,d];je[0k])

Vi mdi i trén doan [0,d] thuc hién tinh cac TBI[i][j] cua n6 véi mdi j € [0,k]
trén 2 tap TF1[i] va TF2[i] twong ung.
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Budc 5: Vi mdi i e [0,d] ta thuc hién tinh d6 1éch trung binh gid tri tan sb cua
dic trung D[i] twong tng trén toan tap bang cach tinh sau:
Ko TBL[]
k
Trong d6 DL[i] vai i €[0,d] 1a do Iéch trung binh cua dac trung D[i] trén 2 16p
can phan chia.

DL[i] =

Budc 6: Két thuc budc 5 ta & thu duoc két qua do léch trung binh tan sé xuat
hién cta “d” dic trung ban dau tir “d” dic trung nay thuc hién chon ra mot bo dic
trung co gia tri do léch cao nhat dé dwa vao xay dung mé hinh.

4.3.2.2 Vi du

Bai toan: Gia sir cho 2 16p véi cac dic trung 1a cac ma hex 2-gram c6 s6 tap mau
khac nhau va tan s6 xuat hién nhu sau:

Bang 4.2. Vi du tap tan so xuat hién ban dau cia cdc déic tring thugc 16p 1

Lépl |Dictrung | AAAA |BBBB |CCCC |DDDD
Tap 1 05 0.7 1.0 0.2
Tap 2 05 0.9 0 0.1
Tap 3 0.6 0.5 1.0 0.2
Tap 4 0.6 0.6 0 0.1

Bang 4.3. Vi du tdp tan sé xudt hién ban dau cia cdc ddc trung thuoc lop 2

Lép2 |Dactnmg |AAAA |BBBB |CCCC |DDDD
Tap | 0.6 0.2 0.5 0.1
Tap 2 0.5 0.3 0.5 0.2
Tap 3 0.6 0.3 05 0.7
Tap 4 0.5 0.2 05 0.8
Tap 5 0.6 0.3 05 0.3
Tap 6 05 0.2 0.5 0.2
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Budc 1: sau khi da tinh tan s6 xuat hién cua céc dic trung trén mdi tap mau thudc
2 16p thuc hién sap xép cac gia tri theo chiéu giam dan ¢ mdi dic trung trong cé 2 16p

nhu sau:
Bang 4.4. Két qua tdp dir liéu 16p 1 sau khi thuc hién sap xép
Lép 1 bac trung | AA AA BB BB CCCC DD DD
0.6 0.9 1.0 0.2
0.6 0.7 1.0 0.2
0.5 0.6 0 0.1
0.5 0.5 0 0.1
Bang 4.5. Két qua tdp diz lidu I6p 2 sau khi thyc hién sap xép
Lép 2 bac trung | AA AA BB BB CCcCC DD DD
0.6 0.3 0.5 0.8
0.6 0.3 0.5 0.7
0.6 0.3 0.5 0.3
0.5 0.2 0.5 0.2
0.5 0.2 0.5 0.2
0.5 0.2 0.5 0.1

Budc 2: Tién hanh chia 16p 1 va 16p 2 mdi 6p thanh k doan. Gia sir ta chon k=2
nhu vay véi 16p 1 mdi doan s& ¢6 2 gia trj tan s lién tiép canh nhau, véi 16p 2 mdi

doan c6 3 gié tri tan s6 lién tiép canh nhau.

Bdng 4.6. Két qud tdp da liéu 16p 1 sau khi thyec hién phan dogn

Lop1 | Dactrung | AA AA BB BB CCCC DD DD
Doan 1 0.6 0.9 1.0 0.2
0.6 0.7 1.0 0.2
Poan 2 0.5 0.6 0 0.1
0.5 0.5 0 0.1
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Bang 4.7. Két qud tdp dir liéu 16p 2 sau khi thuc hién phan dogn

Lop 2 Dac trung | AA AA BB BB CCCC DD DD
Doan 1 0.6 0.3 0.5 0.8
0.6 0.3 0.5 0.7
0.6 0.3 0.5 0.3
Doan 2 0.5 0.2 0.5 0.2
0.5 0.2 0.5 0.2
0.5 0.2 0.5 0.1

Minh hoa véi dac trung “BB BB” ta co:

Bang 4.8. Minh hoa voi ddc trung “BB BB thuoc lop 1 sau khi thuc hi¢gn phan

doan
Lop 1 Dac Trung BB BB
Poan 1 ( chtra 2 phan tir) 0.9
0.7
Poan 2 ( chtra 2 phan tir) 0.6
0.5

Bang 4.9. Minh hoa voi ddc trung “BB BB thuoc lop 2 sau khi thuc hi¢gn phan
doan

Lép 2 Dic Trung BB BB

Doan 1 ( chta 3 phan tir) 0.3

0.3

0.3

Poan 2 ( chta 3 phan tir) 0.2

0.2

0.2
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Budc 3: Trén mdi doan thyc hién tinh ra gié tri trung binh cong tan sé xuat hién
ciia moi dic trung:

Minh hoa véi dic trung “BB BB

e Giatrj tan sb xuit hién trung binh caa no6 trén doan 1 cua 16p 1 s& 1a
(0.9+0.7)/2=0.8

e Giatritan sb xuat hién trung binh cia né trén doan 2 cua lop 1 s& 14 :
(0.6+0.5)/2 = 0.55

e Gi4 tri tan s6 xuat hién trung binh cta no trén doan 1 cua I6p 2 s& Ia:;
(0.3+0.3+0.3)/3=0.3

e Gi4 tri tan s6 xuat hién trung binh cta no trén doan 2 cua I6p 2 s& Ia:;
(0.2+0.2+0.2)/3=0.2

Tuong tu cach tinh nhu vay vai cac dic trung con lai thu dugc bang sau:

Bang 4.10. gid tri trung binh céng tdn sé xudt hién cia méi ddc trung trén timg
doan thugc lop 1

Lop 1 Pac tumg | AAAA |BBBB |CCCC | DD DD
TF trung binh | Poan 1 0.6 0.8 1.0 0.2
trén timg doan 5 = 5105 0.55 0 01

Bang 4.11. gia tri trung binh céng tan sé xudt hién cia méi ddc trung trén tirng

doan thugc lop 2

Lop 2 bac trung| AAAA | BBBB CCCC DD DD
TF trung binh | Poan 1 0.6 0.3 0.5 0.6
trén tirng doan

Poan 2 0.5 0.2 0.5 0.16

Budc 4: Thuc hién tinh d6 léch cua tan sé xuat hién giita cac doan cua ting dic
trung trén 2 16p, bang cach trir 1ay tri tuyét d6i 2 tan s trén cuing mot doan ciia cling
1 dac trung trén 2 16p di ligu.

Minh hoa vai déc trung “ BB BB” thi:

e Do léch tan sb giira 2 16p cua dic trung “ BB BB” trén doan 1 1a: 0.8 —
0.3|=0.5
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e Do léch tan sb giira 2 16p cua dic trung “ BB BB” trén doan 2 1a: |0.55-
0.2|=0.35

Bang 4.12. Két qua dg léch tan sé xudt hién trén timg dogn

Dac trung | AAAA | BBBB cccCc |DDDD

D¢ 1éch TF

A Doan 1 0 0.5 0.5 0.4
trén ting doan

Doan 2 0 0.35 0.5 0.06

Budc 5: Tur két qua do6 1éch tan sb xuat hién c6 duoc trén cac doan & budc 4 tién
hanh tinh trung binh d6 léch tan sé xuat hién cua mdi dic trung trén toan tap, bang
cach tinh trung binh cong do léch tan sb xuat hién trén cac doan ciia mdi dic trung dé
ra két qua cudi cung.

Minh hoa véi dic trung “BB BB” thi d6 léch tan sé trung binh trén ca toan dir
liéu la: (0.5+0.35)/2=0.425

Bang 4.13. Két qua dé léch tan sé xudt hién trén toan tdp dir liéu

boléch TF | bactrung | AAAA | BBBB CCCC |DbbDD
trén toan dir

. Poan 1 0 0.425 0.5 0.23
liéu

Nhu vay dé thay cac dic trung c6 do léch cao nhat 1a “CC CC” va “BB BB” sau
d6 1a “DD DD” ta c6 thé xac dinh dugc cac dic trung nay c6 su sai khac 16n vé tan
s6 xuat hién caa 2 16p dung theo thir ty.

Budc 6: Tir cac két qua cé duoc thyc hién chon ra T dic trung co do léch vé gia
tri tan s6 xuat hién 16n nhat.

4.3.3. Xay dung mo hinh du doan dya trén cac thuat toan phan lép

Sau khi chon duogc tap déc trung dua vao phuong phap da trinh bay phia trén,
budc tiép theo ¢ giai doan nay la tién hanh dua cac gia tri tin s6 xuat hién cua céc
dic trung n-gram byte di dwoc chon trén cac tap mau ban dau vao cac thuat toan trong
hoc may dé xay dung mé hinh du doan., cac dir liéu mau duoc gan nhén thanh 2 16p
ma doc va file binh thuong. Giai doan nay su dung cac véc to dac trung nhu la dir
liu huan luyén dau vao cho céc thuat toan phan lép di liéu [28,39] c6 thé 4p dung
nhu: k lang giéng (KNN), Naive Bayes (NB), cay quyét dinh (DT), Ring ngau nhién
(RF), may véc to hd tro (SVM)... Trong phuong phap hoc may giam séat kho co thé
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noi 1 thuat todn phan I6p nao tét nhat vi mai thuat todn c6 nhirng wu, nhuge diém
riéng phu hop cho mai loai dit liéu khac nhau. Riéng dbi véi cac bai toan phan 16p di
liéu van ban thi cay quyét dinh va SVM Ia 2 thuat toan dugc cho 1a c6 do chinh xac
cao va duoc sur dung kha rong réi hién nay. Trong d6 thuét toan may véc to hd tro
(SVM) duoc danh gia 1a rat phu hop va hiéu qua trong céc bai toan phan 16p dit lidu
van ban, trong khi d6 ciy quyét dinh (DT) la thuat toan dé hiéu, dwa vao viéc sinh
luat kha gan gili tu duy cua con ngudi .Trong nghién ciu nay toi lya chon 2 thuat
toan tiéu biéu 1a cay quyét dinh va may véc to hd trg dé xay duyng mé hinh dy doan
phét hién ma doc ddng thoi cac két qua cia 2 phuong phap s& duoc so sanh va danh
gi& thdng qua qué trinh thuc nghiém.

4.4. Thuc nghiém va danh gia
4.4.1. Dir liéu thue nghiém

Cac két qua cua dé tai dugc thuc nghiém véi dau vao 1a 4698 file dir liéu mau
trong d6 2373 file ma thong thuong va 2325 file ma ddc, file ma doc duoc thu thap
tir trang chu “Vxheaven” [42] va cac file ma thong thudng 1a cac file hé thdng thudc
kiéu file “PE” chu yéu I cac file “.exe” chay trén trén hé diéu hanh Windows sb
lugng cac mau ma doc dugc mo ta nhu sau:

Bang 4.14. Ty 1é s6 lwong tirng mau md déc tham gia thuc nghiém

Kiéu ma Backdoor. Worm. Virus. Trojan. Khac
doc win32 win32 win32 win32
S6 339 668 704 441 173
lugng
mﬁu

Trong d6 ty 1& c&c mau mé doc duoc biéu dién truc quan trong biéu do sau:




60

Ty I& mau ma ddc tham gia thwe nghiém

29%
Hinh 4.2. Biéu do mé ta tyl¢ mau md déc tham gia thuc nghiém

4.4.2. Chuwong trinh thuc nghiém

Bang 4.15. Thong tin vé churong trinh thuc nghiém

- Processor: Intel(R) Core i5 — 2450M CPU @ 2.50GHz
- Memory (Ram): 8.00 GB

MBoi trudng thue - System type: 64-bit Operating System, x64-
nghiém based processor

- Windows 10 Pro -2016

Ngon nglr st dung | Python

Cong cu lap trinh PyCharm — JetBrains 5.0 Pro
(IDE)

Thu vién va cac goi | Scikit-learn, scipy, numpy,matplotlib,ipython, Pefile
cai

dat chinh

Chuong trinh thyc nghiém dugc lap trinh trén ngdn ngt Python trong d6 2 ma
ngudn chinh I1a chuong trinh thuc hién doc, phan tich cau tric mot tap tin PE va tién
hanh dich nguoc vé ma hex, chuwong trinh tht 2 1a chwong trinh doc cac dit liéu mau,
chay cac thuat toan trich chon dac trung va chay cac thuat toan hoc may:
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(@ DetectMalware - [E:/hoc tap/python/project python/DetectMalware] - ..\MaLrun.py - PyCharm 5.0 - X
File Edit View Navigate Code Refactor Run Tools VCS Window Help
[ DetectMalware ) & MaLrun.py ) [ Malun~| D % ¥ & 5 !
g Eleojet O %I B py % | B Malrunpy x | & Callpredictpy * | [ featureBxtractBinary.py
£ v [ DetectMalware (£:\hoc 25 pytho ctpl FR—
= [ Autorundb.py import o3
E [ Callpredict.py import g
= [& featurextract.py from os. import basename ;|
5 : from time import time
i Er.featureExtraaBmaryApy def colectDB(pathfilein,pathfileout,cl):
ES [& featureExtractDict.py =
,'; & featureExtractNew.py for filename in os.listdir(pathfilein):
= MaLrun. sizefile=o0s.path.getsize (pathfilein+filename)
> Wk External Libraries if (sizefile<10000000) and (sizefile>=1000) and i<=3000:
print "Ten file la: "+filename
fileout=o0s.path.splitext (filename)
try:
pe=pefile.PE(pathfilein+filename)
pestartrva=pe.get_rva_from offset(pe.DOS_HEADER.e_lfanew)
except:
print ("Error file:"+filename)
else:
i=i+l
file = open(pathfileout+cl+fileout [0]+str(i)+".txt", "w")
file.write(cl+"\n")
file.close()
file = open(pathfileout+cl+fileout[0]+str(i)+".txt", "a")
file.write(insertChar(binascii.hexlify(pe.get_data(pestartrva,pe.OPTIONAL HEADER.SizeOfHeaders))," "))
Run  MaLrun ¥ L
| I 3 Ten file la: Virus.Win32.Damm.1537.a
Ten file la: Virus.Win32.Delf.av
LIRg Ten file la: Virus.Win32.Delf.bx
2|11 |& Ten file la: Virus.Win32.Delf.r
s . Ten file la: Virus.Win32.Devir
l; % Ten file la: Worm.Win32.Delf.il
o Bl Ten file la: Worm.Win32.Delf.im
* » » Ten file la: Worm.Win32.Delf.in
P 4Run 2 6TODO  # Python Console Terminal 0 Event Log
221:1 CRLF: UTF-8: & 1
7
N < A Ve X 7 7 - N .
Hinh 4.3. Chuong trinh doc, phén tich cau trac céac file PE va dich nguoc
(= = | fileinVirut -
Home Share View
» U ut x . I ) New item ~ ijopen - Fselectan
Wl Copy path - £7] Easy access ~ Edit 27 Select none
Pinto Quick Copy Paste Move Delete Rename New Properties a
access [7] Paste shortcut | ¢ - folder - ©History ] Invert selection
Clipboard Organize New Open Select
« v 4 | > ThisPC > NewVolume (F) > DulieuHocmay » fileinVirut v o | s
. [7] Trojan.Win32.Vapsup.hhn [ ] Trojan.Win32.VB.adl [ ] Virus.Win32.Alcaul.n [ 7] Virus.Win32.Autorun.fr [ 7] Virus.Win32.Benny.3219b | ] Virus.Win32.Bolzano.5396.a
¥ Quick deckss [7] Trojan.Win32Vapsup.hhp | | Trojan.Win32.VB.adu [7] Virus.Win32.Alcaul.o [7] Virus.Win32.AutoWorm.3072 | ] Virus.Win32 Benny.3223 [igh VirusWin32.Brof.c
B Desktop # [ TrojanWin32.Vapsup.hhq | ] Trojan:Win32.VB.adx [7] Virus.Win32.Aldebaran.8365.a [ ] Virus.Win32.Awfull. 2376 [7] Virus.Win32.BHO.a [] Virus.Win32.Bube.d
& Dropbox # ] Trojan.Win32Vapsup.hhr [ ] Virus.Win32.Adson.1734 [ ] Virus.Win32.Aldebaran.8365.b | ] Virus.Win32.Awfull 3254 |7 Virus.Win32.8HO.b [ Virus.Win32.Bubef
|£ Documents  # [ ] Trojan.Win32Vapsup.hhs [ ] Virus.Win32.Afgan.a [ ] Virus.Win32.Aliser.7825 [7] Virus.Win32.Awfull. 3318 [igh Virus Win32.8HO.c [] virus.Win32.Bube.g
& Downloads  # |] TrojanWin32.Vapsup.hhw  [igh Virus.Win32.Afgan.c [ Virus.Win32.Aliser.7897 [7] Virus.Win32.Awfull. 3571 [ Virus.Win32.BHO.d (il Virus.Win32.Bube.h
Pictiires + [ TrojanWin32Vapsup.hhx  [] Virus.Win32.Afgan.d [ 7] Virus.Win32.Aliser.8364 [ ] Virus.Win32.Bacalid.a [7] Virus.Win32.BHO.e B Virus.Win32.Bube.i
O GoogleDive  # [ 7] Trojan.Win32.vB.abd [7] virus.Win32.Agent.a [7] virus.Win32.Aliser.8381 [7] virus.Win32.BackDown.a [7] Virus.Win32.Blackcat.2537 | ] Virus.Win32.Bube;
- [7] Trojan.Win32.VB.abe [ ] Virus.Win32.Agent.ab [ ] Virus.Win32.Anuir.a [ ] Virus.Win32.Bacros.a [ ] Virus.Win32.Blateroz [7] Virus.Win32.Bube.k
0 > —~ — — ™ o=
e [7] Trojan.Win32.VB.abk [ Virus:Win32.Agentad [ ] VirusWin32.A0C.3676.2 [7] Virus.Win32.Badda.5137 [ 7] Virus. Win32.Bluback.1376 | ] Virus.Win32.Bube.l
4be * [ TrojanWin32.VB.abn [ ] Virus.Win32.Agent.ak [7] virus.Win32.A0C.3833 | ] Virus.Win32.Badya.a [7] Virus.Win32.Blueballs.4117 | ] VirusWin32.Bube.m
Bai bao [7] Trojan.Win32.VB.abo [7] virus.Win32.Agentam [ ] Virus.Win32.A0C.3860 [ ] Virus.Win32.Bakaver.a 7] Virus.Win32.Bluwin.a [ 7] Virus.Win32.Butitil.864
Ky yéu [7] Trojan.Win32.VB.abp [ ] Virus.Win32.Agent.at [] Virus.Win32.Apparition.b [ ] Virus.Win32.Bakaver.b [] Virus.Win32.Bobep [] Virus.Win32.Butitil. 924
project python | 7] Trojan.Win32.VB.abu [7] virus.Win32.Agent.bd [7] Virus.Win32.Aris [ Virus.Win32.Bakaver.c [ Virus.Win32.Bogus.4096 [7] Virus.Win32.Butter
[ 7] Trojan.Win32.VB.abv [ 7] Virus.Win32.Agent.be (i Virus.Win32.Arrow.c | ] Virus.Win32.Barum.1536 [ 7] Virus.Win32.Bolzano.2122 | ] Virus.Win32.Bytesv.1391
¥ Dropbox [ Trojan.Win32.VB.abx [ Virus.Win32.Agent.bf [ Virus.Win32.Asorl.a [ Virus.Win32.BCB.a [7] Virus.Win32.Bolzan0.2664 | | Virus.Win32.Bytesv.1442
Z OneDrive [7] Trojan.Win32.VB.abz [ ] Virus.Win32.Agent.bi [7] Virus.Win32.Auryn.1155 [ ] Virus.Win32.Bee [ 7] Virus.Win32.Bolzan0.2676 | ] Virus.Win32.Bytesv.1481.b
|7 Trojan.Win32.VB.ac [7] virus.Win32.Agent.ch [7] Virus.Win32. AutoHK.a [ Virus.Win32.Belial.c [ Virus.Win32.Bolzano.2716 [ Virus.Win32 Bytesv.1523
£ This C [ ] Trojan.Win32.VB.acd [ Virus.Win32.Agent.h [ Virus.Win32.Autolt.c [ ] Virus.Win32.Belial.e [ 7] Virus.Win32.Bolzan0.3100 | ] Virus.Win32.Cabanas.MsgBox
& Network [] Trojan.Win32.VB.acg [ Virus.Win32.Alcaul.c [ Virus.Win32.Autolt.g [ 7] virus.Win32 Belial f [] virus.Win32Bolzan03120 [ ] Virus.Win32.Cargo.11935
= [7] Trojan.Win32.VB.aci [ Virus.Win32.Alcaul.h [igh Virus.Win32. Autolt.h [ Virus.Win32.Belod.c [ 7] Virus.Win32.Bolzan0.3148 [ ] Virus.Win32.Cecile
| 7] Trojan.Win32.VB.ack @ Virus.Win32.Alcaul.i [7] virus.Win32.AutoRun.aku [ 7] virus.Win32 Belus.a [7] Virus.Win32.Bolzano.3192 [7] Virus.Win32.Ceel.a
[ 7] Trojan.Win32.VB.acq [ 7] Virus.Win32.Alcaul j [ 7] Virus.Win32.AutoRun.akv [ ] Virus.Win32.Bender.1363 [ 7] Virus.Win32.Bolzan0.3904 [ ] Virus.Win32.Ceelb
[ 7] Trojan.Win32.VB.adj [ 7] virus.Win32.Alcaul.m [7] virus.Win32.Autorun.bk [7] virus.Win32.Benny.3219.a [ ] Virus.Win32.B0lzan0.4096.b g} Virus.Win32.Ceel.c
<
2,399 items

Hinh 4.4. Tdp diF liéu mdu ma déc ban dau
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B e s v
3 & cut B x L ) New item + Jlopen ~  FH selectall
W Copy path * £7] Easy access v [ eait Select none
Copy FPaste Move Copy Delete Rename  New Properties =
[#] Pa tor Stow folder & @History 7 Invert selection
Clipboard Organize New Open Select
« N » ThisPC > New Volume (F) > DulieuHocmay » fileoutMalwareTrain v & | Searchfileou.. £
Name 7] 1Backdoor.Win32.Afcore5.txt - Notepad - b X

# Quick access

|=] 1Backdoor.Win32. Afcorel.bt

Desktoy =
- i 5] 1Backdoor-Win32.Afcore2.txt
¥ Droption * B 1BackdoorWin32Afcore3.tt
[ Documents 4[] 1gackdoor.Win32.Afcored bt
& Downloads  #  [5] 1Backdoor.Win32.Afcore5.bt
& Pictures # 5] 1Backdoor.Win32 Afcorefxt
& GoogleDrive  # ) 1BackdoorWin32.Afcore ot

Gosgledivier  # [5] 1Backdoor.Win32.Afcore8.bt

Backdoor.Win32.Afcore9.txt

abc g

5] 1BackdoorWin32.Afcore10.b¢
Bai bio =
[5] 1BackdoorWin32.Afcorel1.6¢

o yéu | 1Backdoor.Win32.Afcorel2.t¢

project python 5] 1BackdoorWin32.Afcore13.6¢

3 Dropbox
@ OneDrive
= ThisPC

=¥ Network

2,325 items

[5] 1Backdoor.Win32.Afcorel4bt
5] 1Backdoor.Win32.Afcore15.6¢
| 1Backdoor.Win32.Afcore16.bt
[5] 1BackdoorWin32.Afcore17.6¢
| 1Backdoor.Win32 Afcore18.txt
[E] 1Backdoor.Win32.Afcore19.6¢t
[E] 1Backdoor.Win32.Afcore20.6¢
5] 1Backdoor.Win32 Agent21.b¢
5] 1Backdoor.Win32 Agent22.tt
51 1BackdoorWin32.Agent23.b¢
[] 1Backdoor.Win32.Agent24.txt

1item selected 549 KB

File Edit Format View Help

1L

~
50 45 00 00 4c 01 07 00 9f de 6a 41 00 00 00 00 00 00 00 00 e0 00 Oe 21 Ob 01 07 Oa 00 22 02 00 00 d8 00 00 00
0 4 00 b0 4

4 91 02 62 53 £f 75 08 e8 98 36 01 00 83 c
3 7 08 cb 71 c8 50 Ul 00 8d 85 be fe ff ff S0 ff 75 08 e8 dc52 01 00 83 £8 ff
30639III42474014050235747EllUOSSUhA:U7429D1042497Sdb42523fef(ff 80 bd eb fe ff ff 61 v

< >
B727720T6 O3B PIT Tt Docurment
8/27/2016 10:38 PM  Text Document
8/27/201610:38 PM  Text Document

Hinh 4.5. Tdp di liéu mdu ma déc sau khi dwoc dich nguroc vé ma hex va dioc gan

nhan phan lop

&« v A > ThisPC > New Volume (F:) > DulieuHocmay » fileinbt v
R 3 _1BF6644F98F14D1EGTICFF.exe B _853F67D554F05449430E 7E. exe ) _294823.exe @ _autouninstall.exe
g _isdel.exe /A _pydev_execfile.py &, _SHCT_ScanToMSWord_BDB10088437F47... @_SolidDocuments.SnIidPDFCrea!or,Z.exe
I DE0h T (®347.4300e W 3dframes.exe B Toe 11 32BitMAPIBroker.exe
i Dropbox * Z551.02704.103 51.0.270484_chrome_updat... [ 64BitMAPIBroker.exe ) AAM Registration Notifier.exe [B] AAM Updates Notifier.exe
] Documents. . #° o KiMALsuncher o asptiexe > AbbyySTl.exe il abc.exe
Y Dawmlodst ' oG W] sbcvshost.exe 3 abcvshost.exe.config abstract.exe
=] Pictures * ] AccCheckConsole.exe ] acccheckui.exe ] accessdb.exe [Raccevent.exe
& Googleprive: [ accicons.exe B AccountsControlHost.exe [W] ACDaemon.exe ‘W] ace32loader.exe
Googledriver ¢ WM AcroRd32.exe [W] AcroTextExtractor.exe [0 ACRun.exe [0 ACService.exe
abc /A ACStart.exe [W] AcStBmhE.exe [@] ActionUriServer.exe [W] ActivateApplication.exe
Bai bao [W] ActivateDesktop.exe [ acu.exe [ adaminstall.exe [ adamsync.exe
ky yéu 8] adamuninstall.exe [ adb.exe [8) AddCert.exe i AddDrivers.exe
project python [ addftinfo.exe [W] AddInProcess.exe [W] AddInProcess32.exe [W] AddInUtil.exe
23 Dropbox ] AddPbk.exe W] addr2line.exe address.exe [Wg ADelRCP.exe
[ AdminService.exe 18 AdminSetup.exe [ AdminTools.exe [ Adobe Application Manager (Updater).exe
¢& OneDrive & Adobe Extension Manager CS6.exe [ Adobe QT32 Server.exe ] Adobe_Helpend2.exe [ adobe_licutil.exe
= This PC "] Adobe3DAndVideoServer.exe B8 AdobeARM.exe ¥ AdobeARMHelper.exe & AdobeCollabSync.exe
; _ '8 adpcmencode.exe i ADSchemaAnalyzer.exe W AERTSr64.exe W] agcp.exe
- dagent.exe W] agetty.exe ] aidl.exe & Alnfo.exe
(] aitstatic.exe B al.exe ] alg.exe (] align_test.exe
altbuild.exe alternatives.exe ¥/ amecommand.exe i analyzer.exe
Taniexe B AniBlend.exe B AniBotmTop.exe B AniCenter.exe
[W] AniDiagLeftRight.exe aniedit.exe ] AniLeftRight.exe Tlanimate.exe
2,736 items

Hinh 4.6. Tdp di liéu mdu céac file thuee thi théng thirong trén Windows
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e
& cut x i ) New item ~ T open~ [ selectall
A Copy path * 1] Easy access ~ |/} Edit Select none
Copy Paste Move Copy Delete Rename  New Properties =

[#] Paste shorteut tov o folder. v @History  ( Invert selection

Clipboard Organize New Open Select

« v 4 > ThisPC > New Volume (F) > DulieuHocmay » fileoutBenignTrain v Search fi
Name TN G = =
# Quick access " Onotepad++1291.txt - Notepad - a X

I Desktop *
& Dropbox 2

~
& Downloads ~ #
& Pictures *

& Google Drive  #

Googledriver
abc *
fileoutBenignTrain
ky yéu
project python

43 Dropbox

@& OneDrive

[ This PC

& Network

2373 items

[5] ongentask1281.6xt

[5] onicetag2.be

5] oNisSn1283.6¢

[5] onn28a6e

[E] Onttest1285.6¢

[5] onm126.0¢

[E] onmake1287.6¢

[5] oNoCLOSE1288.0xt

[5] oNOCLOSES41289.6¢t
5] onohup1290.6¢

|- Onotepad++1291.6¢

[5] onotepadi2s2.tt

5] OnpplExplorerShell1293.6¢
[5] onproct2sat

[E] onslookup1295.¢t

[5] Ontprint1296.6xt

[5] ONtSetP1297.6¢

[5] Onumbers1298.6¢

[5) onumfmt1299.6¢

5] ONvBackend1300.6¢

5] onvdebugdump1301.6¢
5] oNvGpuUtilization1302.6¢
[5] Onvidia-smi1303.6¢

5] onvSCPAPISVI1304.6¢

1item selected 4.98 MB

File Edit Format View Help

leou,

o ~
S0 45 00 00 4c 01 04 00 d3 Ob 05 52 00 00 00 00 00 00 00 00 e0 00 03 01 Ob 01 08 00 00 =0 Oe 00 00 bO Ob 00 00

7 8b ce e8 59 fa ff ff 55 6a 00 8b ce e8 4f fa ff ff 5f 8b cb Se Sd Sb c2 Oc 00 83 ff fe 76 05 =8 64 28 Oc 00 «

< >

8/27/2016 10:15PM  Text Document 1,192 KB

16 10:15PM  Text Document 1,179KB

Hinh 4.7. Tdp diF liéu mdu céc file thuee thi thong thuong sau khi dwoc dich
nguroC Vé md hex va dwoc gan nhan phan 16p

»

Share

View

New item ~

[ setect an

Select none

v

] Easy access v

Pin to Quick Move Delete Re Properties a
access wt o o . - ©History 7 Invert selection
Clipboard Organize New Open Select
& 5 v A > ThisPC > NewVolume(F) > DulieuHocmay v| &/ | Search Dulie
X Name " TranformResult.txt - Notepad - ] X
7 Quick access
it Backup File Edit Format View Help
= fileinbt I0.90122716740836084 0.021419101667630277 0.0025112050231014807 0,0023634870805660994 0.0017233759962461141 0.0 A
¥ Dropbox T 76 0.0021665298238522576 0.0021665298238522576 0.0035944699350276095 0.0015756580537107329 0.00157565805371073
WeinbiTest 87814954 0.0027081622798153225 0.0019203332529599557 0.0035944699350276095 0.0019695725671384163 0.00329903404
Documents ~ # fileinVirut 71917414513 0.0013294614828184309 0.0014279401111753518 0,0014771794253538122 0.0013294614828184309 0.00192033

& Downloads * fileinVirutTest
&= Pictures o

& GoogleDrive  #

fileoutBenignTrain
fileoutMalwareTrain

Googledriver filegutTest

Ket qua test
abc

MalwareDATAtrain
Backup

1] callarrindextxt

] ClTestxt
Cltrain.txt
Dulieutest.bt
|5] Ketquatestdemo.tbt

DulieuHocmay

fileoutTest

22 Dropbox

‘& OneDrive | TranformResult.bt
TR ranformTest.bt
=¥ Network

17 items

019695725671384163 0.0013787007969968913 0.00083706834103382689 0.0028558802223507037 0.0025604443372799412 0.
68768 0.0021665298238522576 0.0019695725671384163 0.0017726153104245747 0.0020188118813168768 0.00192033325295
91380307182 0.0035452306208491493 0.0017726153104245747 0.0016248973678891934 0.0014771794253538122 0.00157565
015264187395322725 0.0051208886745598824 0.0014771794253538122 0.0012309828544615101 0.0015264187395322725 0.0

894 0.0019695725671384163 0.0026096836514584013 0.0019695725671384163 0.0012802221686399706 0. 0017233759962461
678891934 0.0013787007969968913 0.0014279401111753518 0.0022650084522091787 0.0017726153104245747 0.0022157691
710939387814954 0.0026096836514584013 0.0018710939387814954 0.0016248973678891934 0.0019695725671384163 0.0014
34 0.0020680511954953369 0.0013787007969968913 0.0015264187395322725 0.0013787007969968913 0.00157565805371073
725671384163 0.0017726153104245747 0.001821854624603035 0.0016741366820676538 0.0022650084522091787 0.00147717
016248973678891934 0.041065588024835981 0.021074426468381053 0.0015756580537107329 0.0091092731230151755 0.010
0020188118813168768 0.0023634870805660994 0.0019203332529599557 0.0019695725671384163 0.0090600338088367149 0
0.92471956823235557 0 02029281919414672 0 0060506112276125538 0 0044681436757754243 0 0010239495923652015 0.00
4127569 9.308

2 3 2
a 019734301234674793 i) 0026995034707809856 oo 00018617265315730937 0 00018617265315730937 0 0 0.0010239495
5947192803 0.0017686402049944389 9.3086326578654686e-05 0.00093086326578654683 0.0018617265315730937 0 0.00344
327342 0.00037234530631461874 0 0.0010239495923652015 0.00037234530631461874 0.00083777693920789216 9.30863265
0 9.3086326578654686e-05 0.00027925897973596402 0 0 0 0.00055851795947192803 0.00055851795947192803 0 0.000930
02941527919885488 0.01647627980442188 0.00037234530631461874 0.00083777693920789216 0.0010239495923652015 0.00
8617265315730937 0.0012101222455225108 0.00027925897973596402 0.0013032085721011654 0.0022340718378877121 0.00
003444194083410223 0.0028856761239382952 0.00037234530631461874 0.0035372804099888778 0 0.040213293081978824 0
03 0.00037234530631461874 0.00027925897973596402 0.001489381225258475 0 0.00297876245051695 0.0006516042860505
037234530631461874 0 0.001489381225258475 0.001489381225258475 0.00018617265315730937 0 0 0 0 0 0 0 0.05231451
222455225108 0.0046543163289327338 0.0041888846960394608 0.0090293736781295042 0.0053990069415619712 0.0021409

< >

£

»

Hinh 4.8. Tdp cac tan soé xuat hién cua diz liéu hudn luyén
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@ o - [E:/hoc tap/python/project python/D . New.py - PyCharm 5.0 = X
File Edit View Navigate Code Refactor Run Tools VCS Window Help
DetectMalware ) |& featurextractNew.py Callpredict | P & ¥ O 55
4 Oleojet  v| @ % | %~ I | & featurebxtractNew.py X | 8 Malrunpy x | & Callpredictpy % | & featurextractBinary.py *
£ 7 [ DetectMalware def featureSelection?(corpusTranform, featurename,cl):
=l & Autorundb.py £3=(]
2 & Callpredict.py for j in range (0, len(featurename)):
o W featureExtract.py £31=(]
£ & featureExtractBinary.py fa2=11
g b £3.2ppend (0)
s @ featureExtractDict.py for k 4 s o A
a - or k in range (0, len(corpusTranform)):
; [ featureExtractNew.py if int(cl(k])==0:

- £31.append (corpusTrantorm(k] [3])
i Extemal Libraries »

£32=subSection (£32,200)
su=np. subtract (fsl,£s2)
th=0
for i in range(0,len(su)):

if su[i]<0:

su[i]=0-su[i]

th=tbtsu[i]

£3[j]=float (tb) /£loat (len(su))

return fs
Run ' Callpredict M
Ket qua test
[70" QY 1Qr vgr tOY QY QY YgY tQr QY QY vgY tgr oty tgr vgr tgr vge
1Qr Tgr tgroTgr Qe QY QY TQY tgr tQr tgr tQgr Qe rgr QY QY g tgr
"' 10! '0' '0' '' '0' "0’ '0' 'O '0' '0' '0' '0' '0' '0' '0' '0' '0'
*gr 'Q' Q" '0' Q7 10 "0 '0' '0' 'Q' 'G' 'Q' 'Q' '0' '0' '0' '0' 'Q°
'Q! 10r *g* r0r 10" QU QY 'O TQY Q' 'Q* '0' 'Q' 'Q' Q' '0' '0° 'O
QY 10vTQY TOYITOY T0N0Y TQYTAY TOYNLY TEYILY RUNEY vpeivge 1he
VLY oMLY vLeorLeoage gr agr agv vgvoage e ae ege agr apr agr vivoiqn
V1Y LY oYLeotLe o ege rge agr vgvovpvotfvotn ee ege ege agr g vpeoipe
P 4Run 2 6:TODO  # Python Console [ Terminal Event Log
] 0573 CRLFS UTF-8¢ &

Hinh 4.9. Chuong trinh trich chon ddc trung va xdy duyng mo hinh du dodn ma déc
4.4.3. Panh gia dua trén phwong phap ma tran nhiam lin

M6t mo hinh dugc danh gia tét néu nhu ti 18: TP ( True Positive) va TN (True
Negative) I6n dong thoi ti I¢ FP (False Positive) va FN (False Negative) 1a nho trong
do:

TP: S6 luong cac mau thudc 16p duong dugc phan loai chinh xé&c vao 16p duong.

FP: S6 lugng cac mau khong thudc 16p duong bi phan loai nham vao 16p duong.

TN: S6 lugng cac mau khong thuoc 16p duong dugc phan loai ding.

FN: S lugng cac mau thuoc 16p duong bi phan loai nham vao cac 16p khdng
phai l6p duong.

Lé'p dur doan (Predicted class)
+ —

True Positive-TP False Megative-FN
+ Type Il error

Lép thue
(True class) =

(False Positive-FFP) True Megative-TH
Type |l error

Do chinh xac cua mé hinh dwgc tinh bing céng thic sau:

Acc=(TP+TN)/(TP+TN+FP+FN)
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TPR (True positive rate) duoc tinh bing cdng thirc sau:

TPR =
TP+FN

FPR (False positive rate) dugc tinh bang céng thic sau:

FPR =
FP+TN

4.4.4. Két qua thwe nghiém
Tién hanh trich rat cac dic trung 2-gram byte nhu vay toan bo khong gian dic

trung s€ la 164=65536 dic trung, sau d6 ap dung thuat toan da dé xuat t6i thuc hién
thu gon va trich chon ra 800 dic trung t6t nhat. Trong tong s6 4698 file thuc hién
chon ra 400 file test (trong d6 200 file ma doc va 200 file thong thuong) cac file con
lai doclap voi dir liéu test duge dung 1am dix liéu huan luyén. Tién hanh kiém tra chéo
trén cac tap dix lieu bang cach chon ngau nhién 400 file test khac nhau vai cac file huan
luyén doc 1ap con lai va thuc hién kiém tra nhiéu lan, cac két qua duoc dang gia dya
trén phuong phap ma tran nham 1an trong d6 coi 16p duong (Positive) 1a ma doc , 16p
am (Negative) Ia file thong thuong, cac két qua thu dugc mo ta trong bang sau:

Bang 4.16. Két qud thirc nghiém trén cac mé hinh sir dung tdp ddc trung tot

nhat
n-gram | So dic M hinh | P chinh xac| TPR FPR
trung
2 800 DT 90.75% 0.90 0.085
2 800 SVM 94.50% 0.945 | 0.055

Trong d6 cac két qua chi tiét thuc nghiém trén céc tap dir liéu test khac nhau

nhu sau:
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Cac két qua thuc nghiém dua trén tap dic trung tot nhat

1 2 3 4 5 6 7 8 9 10

Tap dir liéu test

W Cay quyét dinh (DT)
m May véc to hd tror (SVM)

Hinh 4.10. Két qua dg chinh xac thiec nghiém trén cac tdp dir liéu test khac

nhau si dung cdc déc trung dwoc danh gid tot nhat

Dé c6 thé so sanh duoc hidu qua cua giai phap chon dic trung da dé xuat. Toi
tiénhanh kiém tra trén ciing tap dit liéu va str dung 800 dic trung khac bi danh gia kém
nhét (cd do léch tan s xuat hién thap nhat) dé xay dung md hinh hoc, cac két qua kiém
tra thu duoc nhu sau:

Bang 4.17. Két qud thuec nghiém trén cac mé hinh sir dung tdp ddc trung kém

nhat
n-gram S dic M6 hinh | P9 chinh xac| TPR FPR
trung
2 800 DT 87.3% 0.855 0.11
2 800 SVM 88.5% 0.93 0.16

Trong do cac két qua chi tiét thuc nghiém trén cac tap dir liéu test khac nhau

nhu sau:
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Céc két qua thuc nghiém dua trén tap dac trung kém nhat

100
9

0
8
7
6
s B Cay quyét dinh (DT)
3 m May véc to hd tro (SVM)
2
1

0

1 2 3 4 5 6 7 8 9 10

Tap di¥ liéu test

%
(%]
c o oo oo oo

Hinh 4.11. Két qud dg chinh x4c thuc nghiém trén cac tdp di liéu test khac
nhau si dung cdc déc trung bi danh gid kém nhat
Nhan xét: Nhu vay dua vao cac két qua thuc nghiém co thé thay tap dic trung dugc
danh gi4 cao ma thuat toan da tim ra cho két qua tét hon rat nhiéu so véi tap dic
trung bi danh gia thap.
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KET LUAN VA KIEN NGHI

Dé tai da xay dung thanh céng phan mém diét virus ICTUAV, trong dé tai ching
t61 da dé xuat sir dung giai phap trich chon dic trung dé ting kha ning phat hién ma
doc cua phan mém, ddy 1a mot dong gbp quan trong cua dé tai. Tuy nhién phan mém
van con mét nhuoc diém 1a chwa co co ché bao vé thoi gian thyuc. Trong thoi gian téi
ching tdi s& khac phuc nhwoc diém nay va tiép tuc tap trung nang cdp phan mém, cai
thién giai phép trich chon dic trung dé nang cao kha ning phat hién ma doc.

Dé két qua cua dé tai co thé tiép tuc duoc phét trién can c6 mot phong thi nghiém
chuyén phan tich vé ma ddc, qua dé co thé xay dung duoc co so dir liéu ma doc cho
phan mém.
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PHU LUC: PHAN MEM DIET VIRUS ICTUAV

Toéng quan phan mém

Phan mém duoc xay dung dua trén b céng cu chéng virus ma ngudn mo
ClamAV. Chung t6i két hop st dung engine cua ClamAV, thuat toan trich chon dic

trung trinh bay trong chuong 4 va qua trinh quét ma doc dua vao kinh nghi¢m

(heuristics) trong mé dun quét ma doc cta phan mém.

Ngoai chirc ning quét va diét ma doc phan mém con cung cap thém nhiéu chic
ning tién ich khac cho ngudi ding trén hé diéu hanh Windows.

Céc chire ning ctia phan mém

Chi tiét cach st dung phan mém ching t6i giri kém theo béo céo nay, trong phan
nay chung tdi chi gisi thiéu mot vai chirc ning chinh cua phan mém.
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