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THONG TIN KET QUA NGHIEN CUU

1. Théng tin chung

e Tén dé tai: Nghién ctru kha nang bdo mat thong tin tai tang vat Iy va danh gid hiéu
qué ctia hoat dong ctia mang khong day dua trén cac rang budc nhiéu va kha nang
truyén/nhan nang lugng khong day.

e Ma s6: B2017-TNA-50

e Cht nhiém dé tai: ThS. Quach Xuan Trudng
e T6 chitc ch tri: Dai hoc Thai Nguyén

e Thoi gian thuc hién: 24 thang

2. Muc tiéu

Nghién cttu hiéu nang bao mat m6 hinh mang vo tuyén nhan thic tai tang vat ly. Trén
cd sO cac mo hinh mang duogc khao sat, ching t6i sé nghién ciru danh gia hiéu nang hoat
dong va kha nang bdo mat thong tin tai tang vat i dudi sy tac dong ctia cac diéu kién rang
budc cho trude. Dé tai gidi quyét hai vin dé chinh sau day: Mot 1a dé xuat cac chinh sach
diéu khién cong suét cho thiét bi khong day nham han ché kha nang bi nghe trém hoac 16
ri thong tin. Hai 1a déanh gid thoi gian truyén cac géi tin va xac suat géi tin truyén bi 16i ctia
thiét bi khong day st dung ky thuat thu hoach ning lugng vo tuyén trong moi truong bi
gay nhiéu hodc bi rang budc bdi cac chinh séch an toan thong tin.

3. Tinh mdi va sang tao

Trong nhitng ndm g?m day, su phat trién nhanh chéng cta linh vyc cong nghé mang
khong day dan dén cong nghé ngay cang phd bién. Tuy nhién, bén canh tiém nang phat
trién thi mang khong day mang lai nhitng thach thitc 16n cho viéc ddm bao truyén thong tin
cay va bao mat thong tin. Hién nay, bao mat 16p vat ly trong mang khong day dang la linh
vuc thu hiit dugc sy quan tAm nghién ctru ctia cac nha nghién ctru trén khap thé gisi. Do c6
do phuc tap va do tré thap, cling nhu tinh kha thi & 16p vat Iy va kha nang ciing ton tai song
song v6i cac co ché bao mat ma hoéa hién c6 & cac 16p trén, bdo mat 16p vat Iy ¢6 kha nang
cho phép truyén thong an toan va giam thiéu sy phuc tap tinh toan, dic biét c6 hiéu qua déi
v6i thiét bi mang khong day c6 tai nguyén han ché nhu trong IoT. Vi vy, n6 c6 thé nang cao
mtuc do tong thé vé sy tin ciy va an toan thong tin cho hé théng.

Mac dut da c6 kha nhiéu cac cong trinh nghién ctru v6i cach tiép can khac nhau, song
truyén thong bao mat va tin cdy van dang la mot van dé ma. Véi sy phd bién va phat trién
khong ngimg ctia cong nghé mang khong day, van dé bao mat trong truyén thong sé c6
nhiéu thach thitc hon nita trong tuong lai, 1am cho chu dé nay trd thanh mot trong nhirng
linh vire nghién ctru quan trong va lién tuc. Bao mat 16p vat ly c6 thé déng gép cho truyén
thong an toan téng thé bang nhiéu cach. Y tudng co ban ctia dé tai nghién ctru nay la khai
thac cac dic tinh ctia kénh khong day va tinh chit ngdu nhién cda tin hiéu trong moéi truong
fading dé han ché lugng thong tin ma cac phan tit nghe trdm c6 thé thu thap va gidi ma
dugc.
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. Két qua nghién ciu.

Nghién ctru khao sat kha nang bdo mat thong tin & tang vat ly trong mang khong day.

Nghién cttu téng quat vé danh gia hiéu ning mang cho mang khong day trong moi
truong kénh truyén fading.

Nghién ctu, xdy dung phuong phap danh gia dd tin cdy va bao mat thong tin cho
mang vo tuyén nhan thic trong méi truong kénh truyén fading.

Nghién ctru danh gia hiéu suat bio mat trong mang vo tuyén nhan thirc khi 4p dung
ky thuat truyén thong hop tac dé tang cudng QoS va bao mat thong tin.

Nghién cttu phuong phép t6i wu héa thoi gian thu hoach nang lugng va lya chon kénh
cho m6 hinh mang v tuyén nhan thic thu hoach nang luong vo tuyén ddm bao hiéu
nang hoat dong va bao mat thong tin.

Nghién ctru m6 hinh héa toan hoc, xay dung cac chinh sach diéu khién cong suét cho
cac mo6 hinh mang dugc dé xuat dudi cac diéu kién rang budc vé can nhiéu va bao mat
thong tin.

Thuyc hién m6 phdong kiém nghiém tinh chinh xéc ctia cac cong thic tim duge trong
cac chinh sach diéu khién cong suat cho cac mé hinh hé théng nghién ciru.

Téng hop két qua nghién ciru dé cong bd cong trinh nghién ciru trén cac tap chi va hoi
thao qubc té chuyén nganh.

Nang cao chat lugng trong ho trg va dao tao thac si, tién si nganh CNTT véi cac cong
trinh nghién cttu c6 chat lugng.

5. San pham.
Bai bao cong bb tén tap chi khoa hoc quéc té thudc danh muc ISI : 01 bai béo.

Truong Xuan Quach, Hung Tran, Elisabeth Uleman, G.Kaddoum, and T.Q.Anh (2017),
"Power allocation policy and performance analysis of secure and reliable communica-
tion in cognitive radio networks", Wireless Networks. https://doi.org/10.1007 /s11276-
017-1605-z.

Bai bao trén ky yéu hoi thao qubc té: 02 bai bao.

Truong Xuan Quach, Hung Tran, Elisabeth Uleman, Mai Tran Truc (2017),"Secrecy per-
formance of cognitive cooperative industrial radio networks", 2017 22nd IEEE Interna-
tional Conference on Emerging Technologies and Factory Automation (ETFA), pp. 1-8.

Hung Tran, Truong Xuan Quach, Elisabeth Uleman, Ha-Vu Tran (2017),"Optimal en-
ergy harvesting time and power allocation policy in CRN under security constraints

from eavesdroppers", 2017 IEEE 28th Annual International Symposium on Personal,
Indoor, and Mobile Radio Communications (PIMRC), pp. 1-8.

Thac sibao vé thanh cong luan van tot nghiép: 01 thac si.

Pham 1é Tiép, Dé tai luan vin “Péanh gia kha nang bao mat & ting vat ly trong mang
khong day”, Thac si chuyén nganh Khoa hoc may tinh, Khoa 2015-2017, Truong Dai
hoc Cong nghé Thong tin va Truyén thong. Dai hoc Thai Nguyeén.
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Ho trg nghién ctru sinh cong bd cong trinh khoa hoc: 01 NCS

e NCS Quach Xuan Trudng, Dé tai ludn an “danh gid hiéu nang bao mat tang vat ly
trong mang khong day”. Nganh Cong nghé thong tin, truong dai hoc Cong nghé, dai
hoc qudc gia Ha Noi.

6. Phuong thirc chuyén giao, dia chi ng dung, tac dong va lgi ich mang lai caa két
qua nghién cuu.

6.1. Phuwong thitc chuyén giao.

Sau khi dé tai dugc nghién ciru thanh cong sé dugc chuyén giao cho dai hoc Thai
Nguyén, gép phan b6 sung két qua/tai liéu nghién ctru khoa hoc trong cac hudng tiép can
mdi trén thé gidi trong linh vuc mang truyén thong khong day. Két qua nghién ciu c6 thé
dugc st dung tham khao trong hoc tap, nghién ctru va giang day trong linh vuc mang may
tinh va truyén thong va dao tao can b chuyén nganh mang va truyén thong, an toan thong
tin.

6.2. Dia chi irng dung.

Két qua cta dé tai duge st dung/tham khao tai Dai hoc Thai Nguyeén.

6.3. Tdac dong va loi ich mang lai.

Dé tai déng gop gidi quyét mot sb thach thirc va khé khan trong viéc hién thyc héa hé
théng mang vo tuyén nhan thic, mot sd ky thuat truyén thong va thu hoach ning lugng
khong day vao tng dung trong doi séng thuc tién. BS sung cdc phuong phap gidi quyét
nhitng van dé khoa hoc cong nghé trong linh vic mang may tinh va truyén thong, an toan
va bao mat thong tin.

Noi dung nghién ctru gép phan bé sung két qua/tai liéu nghién ctru khoa hoc trong
cac huéng tiép can moi trén thé gidi trong linh vuc mang truyén thong khong day. Két qua
nghién ctru ¢6 thé duge st dung tham khao trong hoc tap, nghién ciru va giang day trong
linh viuc mang mady tinh va truyén thong. Gép phan nang cao chat lugng dao tao trinh do
cao chuyén nganh mang mdy tinh va truyén thong

Ngay ..... thang ..... nam 2019
T6 chic chu tri Chu nhiém dé tai

Quach Xuan Truong
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INFORMATION ON RESEARCH RESULTS

1. General information

e Project title: Performance Evaluation of Physical Layer Security of Wireless Network
based on Interference and Energy Harvesting Constraints.

Code number: B2017-TNA-50

Coordinator: MSc Quach Xuan Truong

Implementing institution: Thai Nguyen University

Duration: from 01/03/2017 to 01/03/2019 (24 month)

In this project, we study the security performance of cognitive radio network models at
the physical layer. Given interference and energy harvesting constraints, we focus on two
major issues: Firstly, propose power control policies to reduce the risk of overhearing by
eavesdroppers. Secondly, evaluate the transmission time of packets and the symbol error
probability of wireless devices using the RF energy harvesting technology under joined con-
straints of interference and security policies.

In recent years, wireless networking becomes the vital part of daily life. However, the
new generation wireless networks are facing many challenges such as security and reliability
in communication. Recently, physical layer security in wireless networks has been emerged
as a hot research topic and attract a lot of attention of researchers around the world. Because
it is considered powerful solution with a low complexity and latency, feasibility, and the
ability to coexist with traditional encryption security mechanisms in the upper layers. Ob-
tained research results have proved that physical layer security can minimize computational
complexity, especially effective for wireless network devices that have limited resources like
in IoTl. Therefore, it can enhance the overall level of reliability and information security for
the system.

Although there have been many research with different approaches to physical layer
security, secure and reliable communication is still an open problem. With the popularity
and continued development of wireless networking technology, the security issue in wire-
less communication will be more challenging in the future, making this topic one of the
continuous and important research areas. The basic idea of this project is to exploit the char-
acteristics of the wireless channel and the random nature of the signal in the fading channel
to limit the amount of information that eavesdroppers can collect and decode.

2. Research results
e An overview of physical layer security in wireless communication.

e An overview of evaluation performance network for wireless networks in fading chan-
nel environment.



ix

Research methods to analyze the secure and reliable communication for cognitive ra-
dio networks in fading channels.

Research on evaluating security performance in CCRN when applying collaborative
communication techniques to enhance QoS and information security.

Researching methods to optimize energy harvesting time and selecting channels for
the energy harvesting cognitive radio network to ensure performance system and in-
formation security.

Math modeling, proposed power allocation policies for proposed network models un-
der the interference and security constraints.

Simulation examines the accuracy of formulas obtained in power allocation policies
for research system models.

Evaluation and conclusions about the relationship between interference, security, and
RF energy harvesting constraints. Consider the interactions of system parameters on
the performance system and propose solutions to improve the security and perfor-
mance system.

Summary of research results to publish research works in international journals and
conferences.

Improving the quality of support and training of masters and Ph.D. in IT with quality
research works.

5. Products.
Scientific products : 03 papers.

Truong Xuan Quach, Hung Tran, Elisabeth Uleman, G.Kaddoum, and T.Q.Anh (2017),
"Power allocation policy and performance analysis of secure and reliable communica-
tion in cognitive radio networks", Wireless Networks, https:/ /doi.org/10.1007 /s11276-
017-1605-z.

Truong Xuan Quach, Hung Tran, Elisabeth Uleman, Mai Tran Truc (2017), "Secrecy
performance of cognitive cooperative industrial radio networks", 2017 22nd IEEE In-
ternational Conference on Emerging Technologies and Factory Automation (ETFA),

pp- 1-8.

Hung Tran, Truong Xuan Quach, Elisabeth Uleman, Ha-Vu Tran (2017), "Optimal en-
ergy harvesting time and power allocation policy in CRN under security constraints

from eavesdroppers", 2017 IEEE 28th Annual International Symposium on Personal,
Indoor, and Mobile Radio Communications (PIMRC), pp. 1-8.

Training products: 01.

Pham Lé Tiép (2017), "Evaluate physical layer security in wireless networks", Master
thesis in computer science, University of Information And Communication Technol-
ogy, Thai Nguyen University.

PhD co-adviser : 01 PhD



e PhD candidate Quach Xuan Truong, "Secrecy performance of wireless communica-
tions at the physical layer", PhD thesis in Information Technology, VNU University of
Engineering and Technology.

6. Transfer alternatives, application institutions, impacts and benefits of research re-
sults.

Regarding transfer method and application address: After successfully research, the
project will be transferred to Thai Nguyen university to supplement scientific research doc-
uments in new approaches in the field of wireless communication networks in the world.
Research results can be used for reference in learning, research, and teaching in the field of
computer networks and communication.

Regarding the impact and benefits of research: The project contributes to solving some
challenges and difficulties in the field of computer networks and communication, informa-
tion security. Research results can be used for reference in learning, research and teaching
in universities and research institutes.



Chuong 1

CAC VAN PE TONG QUAN

1.1 Bao mat Iép vat ly cho mang khong day
1.1.1 Keénh wiretap

Khai niém kénh wiretap duogc gidi thiéu bdi Wyner [40] voi gia thiét réng kénh EAV la
mot phién ban tin hiéu suy thoai ctia kénh chinh. Tiép theo sau, cac phat trién md rong cho
kénh wiretap dén kénh tryén quan ba v6i ban tin bi mat, kénh wiretap Gaussian, va kénh
fading wiretap [6,19].

1.1.2 Phuong phap danh gia hiéu suat hoat déng va bao mat
thong tin caa hé thong
1.1.2.1 Dung lugng kénh

Dung lugng kénh tirc thoi ciia mot kénh fading duge biéu dién bdi cong thitc Shannon
[10], nhu sau

C = Blog,(1+7) (1.1)

trong d6 B la bang thong ctia kénh truyeén va 7 1a SNR thu dugc.

1.1.2.2 Dung lugng bao mat kénh

Do tinh chat khong am ctia dung lugng kénh, chiing ta c6 thé biéu dién nhu sau [2,30].

C. = log2(1 + ’Ym) - 1082(1 + 76)/ nef:u Ym > Ve (1 2)
° 0, neu v, < v )

trong d6 v, e 1an lugt 1a SNR ctia kénh hgp phéap va kénh wiretap, tuong tng.

1.1.2.3 Dung luong bao mat khac 0

Pr(Cs > 0) = Pr(ym > 7e) (1.3)



1.1.24 Xac suat dirng bao mat

SOP = Pr(C, < Ry) (1.4)

Véi R > 0 1a tbc d6 bdo mat mong mudn ctia hé thong.

1.2 Mang vo tuyén nhan thic

Mang v6 tuyén nhan thitc duge phan 16p thanh hai thanh phan mang chinh 1a thiét bi so
cap (PU) va thiét bi thir cap (SU). thiét bi PU dugc cip phat va st hitu mot giai tan s6 nhat
dinh, va né c6 quyén uu tién cao nhat khi truy cap va thuc hién truyén thong ma khong
phéi chiu tdc dong nhiéu tiéu cyc cta cac thiét bi khac trong dai tan ma né dugc cap phép.
Nguoc lai, thiét bi SU dugc dp dung cac ky thuat xt ly tin hiéu tién tién va phuong phap
truy cap thong minh nham tan dung lai cac dai tan s6 da cap phat cho PU ma khong lam
anh huong dén chat luogng dich vu caa PU [11].

1.2.1 Cac m6 hinh ctia mang vé6 tuyén nhan thirc

Mang v6 tuyén nhan thitc thuong duge phan 16p thanh ba loai mé hinh chinh phu thuéc
vao céc tiéu chi duge stt dung dé cho phép SU str dung cac dai tan sé da duge cap phép cho
hoat dong truyén thong. Bao gom mo hinh dan xen, mo hinh dang chdong va m6 hinh dang
nén. Trong d6, m6 hinh dang nén dugc xem 1a m6 hinh ¢6 tinh kha thi cao, it phic tap hon
va ¢6 nhiéu uu diém. M6 hinh dang nén dang nhan dugc nhiéu su quan tam nghién ctru tu
cac nha khoa hoc.

1.2.2 Mangvo tuyén nhan thitc két hop ky thuat thu hoach niang
lugng vo tuyen

Su két hgp ctia m6 hinh mang CRN va ky thuat RFEH c6 thé mang lai 1¢i thé 16n cho cac
mang truyen thong khong day va da nhan dugce nhat nhiéu sy quan tim nghién citu trong
thoi gian gan day [28,29,44]. Khi thu hoach ning lugng dugc nghién citu trong cac mang
CRN. Ngoai c4c tin hiéu RF tir cdc ngudn phat khéc, cac tin hiéu RF duge tao bdi may phat
chinh (P-Tx), theo truyén thong dugc coi 1a c6 hai dbi voi ngudi dung SU, thay vao d6 c6 thé
dugc chuyén déi thanh nang lugng hitu ich cho truyén thong ctia mang thit cap. Theo do,
SU ¢6 thé st dung ca phd tan sé dugc cap phép va nang lugng ctia PU [4,14,18,26,32,43].

1.3 Tong quan tinh hinh nghién ciu

Ddc diém chung trong truyén thong bao mat thong qua hé thong mang khong day la do
tinh chat quang ba mé& ty nhién cting véi cac hiéu tng fading trong méi truong kénh truyén
khong day, da lam phat sinh nhiéu thach thirc va yéu cau nghién ctru nham céi thién an
ninh cho truyén thong. Tir cong trinh nhién ctru vé bao mat dua trén ly thuyét thong tin ctia
Shannon va kénh wiretap cia Wyner, Céc nd luc nghién citu dang ké da tap chung cho viéc
phat trién cac ky thuat bao mat 16p vat ly khac nhau va c6 thé phan loai thanh mot s6 hudéng
nghién ctu chinh sau: Ky thuat ma hoa va xu ly tin hiéu [17, 24, 25, 37]; Ky thuat tao khoa



bao mat muec vat ly [1,24,33], ky thuat da ang-ten [12, 16,20-22, 34, 36, 46-48], va ky thuat
hop tac chuyén tiép [7,31,49].

Nhu da trinh bay & phan trudc, mang CRN la mot mé hinh mang nhiéu tiém nang dé
khac phuc dugc cac thach thitc va han ché ctia cac mang khong day thé hé méi. Tuy nhién,
v6i dac diém ctia mang CRN dan dén kha ning cac PU va SU c6 thé sé bi dat vao rai ro
khi gip phai cac ké tn cong tir bén trong hodc ngoai mang khi chiing gia mao thiét bi cdm
bién [8,35,50].

Trong cac cong trinh nghién ctru dugc cong b trude day, mac du van dé phan tich hiéu
suat cho bao mat 16p vat ly cho mang khong day, dac biét la m6 hinh mang CRN da c6 nhiéu
thanh tuu [3,13,23,27,45,51]. Tuy nhién,viéc xem xét anh tac dong ctia kénh P-Tx—P-Rx dén
hiéu suat bdo mat con chua duge xem xét. Mat khéc, cling chua c6 nhiéu tai liéu nghién ctru
phén tich hiéu suat vé truyén thong tin cdy va bao mat. Do d6, trong chuong 2, nhém nghién
cttu thyc hién danh gia hiéu suét truyén thong tin cay va bdo mat cho mé hinh mang SIMO
CRN véi sy hién dién ctia EAV nghe trom thong tin tir cac truyén thong ctia SU.

Tiép theo, mic du da c6 kha nhiéu két qua thu vi da dugc cong bd cho van dé an toan
truyén thong trong CRN két hgp ky thuat thu hoach nang lugng vo tuyén. Tuy nhién, viéc
stt dung tin hiéu can nhiéu tir nhiéu PU dé€ thu ning lugng, gidm anh hudng ctia EAV va
déng thoi tdng cuong do tin cay caa truyén thong débi véi CRN con chua duge dé cap dén.
Do do, trong chuong 3, nhém nghién cttu thyc hién nghién ctu mé hinh mang CRN két
hop ky thuét thu hoach nang lugng dé khong chi ting cuong hiéu qua phd va stt dung nang
lugng xanh, ma con ddm bao mot rang budc bao mat nhat dinh cho SU.



Chuong 2

PANH GIA HIEU SUAT HOAT PONG CUA TRUYEN
THONG BAO MAT VA TIN CAY TRONG MANG VO

TUYEN NHAN THUC

2.1 M5 hinh hé thong

P-Tx

@ Eavesdropper ——- Eavesdropper link

O Secondary user -— Interference link

O Primary user —  Communication link

S-Tx

Hinh 2.1: M6 hinh CRN trong dd ton tai EAV nghe trom thong tin ciia S-Tx.

Trong phan nay, nhém nghién ctru sé xem xét mot mo hinh hé thong nhu trong hinh 2.1,
O day, chung t6i gia dinh ring S-Tx va P-Tx dugc trang bi mot dng-ten don trong khi S-Rx,
P-Rx va EAV ¢6 N, N, va N, ang-ten. Cac d¢ loi kénh truyén thong S-Tx—S-Rx, va P-Tx—P-
Rx lan luot duoc ky hiéu 1a g, hy. DO 10 ctia cc kénh can nhiéu, S-Tx—P-Rx, P-Tx—S-Rx,
va P-Tx—EAV dugc ky hiéu tuong ung la ¢, B,, va pr. PO lgi kénh cta kénh nghe trom
duoc biéu dién 1a a;. O day, m, n,vat (m € {1,...,Npy},n € {1,..., N}, vat € {1,...,N;})
biéu dién chi s6 cac dng-ten ctia S-Rx, EVA, va P-Rx.

Theo dinh ly Shannon, dung lugng kénh ctia PU chju &nh hudng can nhiéu tir SU ¢6 thé
duoc biéu dién nhu sau

C,=B log, (1 + 'yp), (2.1)

trong do 7, 1a SINR ctia PU duge dinh nghia la

P,h
Ty = P } (2.2)

max _—
me{1.2,..,N,} { P,¢m + No



trong do P, va P; 1a cong suat truyén ctia P-Tx va S-Tx, ki hiéu Ny la cong suat nhiéu nén.
Dung lugng kénh ctia SU va EAV duoc trinh bay bdi cong thirc sau

Cs = Blog,(1+17s), (2.3)
Ce = Blog, (1 + 7). (2.4)
trong do6 s va 7. duoc tinh bdi
Psgt Ps(xn
= — = —_— 5. 2.5
Ve e { P,B: + No } Te T e { P,on + No 25)

2.1.1 Do do hiéu suat cho truyén thong ctia mang thir cap

Theo [40,41,46], gia st Ry > 0 1a téc d6 truyén tir ma c6 thé cung cap truyén thong bao
mat cho cac SU. Nhu vay, truyén thong ctia SU hoan toan bao mat la ¢6 thé dat dugc néu
dung lugng kénh tai EAV nhé hon Ry, tirc 1a C, < Rg. N6i theo cach khéc, sy kién mat kha
nang bao mat ctia SU c6 thé sy ra khi C, > Ry, va vi vay xac suat dirng bao méat ctia SU
duoc hinh thanh tir diéu kién sau

Osec - PI' {Ce > RO} . (2.6)

Hon nira, truyén thong tin cay ctia PU ¢6 thé khong dat duge néu tde do truyén tir ma cua
PU 16n hon dung lugng kénh truyén, tic 1a R, > C,. C6 nghia rang su kién dung truyén
thong ctia PU dugc thé hién nhu sau

O, =Pr{C, <R,}. 2.7)

trong d6 C, duoc dinh nghia bdi (2.1).

Nhu vay 16 rang rang, truyén thong tin ciy va bao mat ctia SU ¢6 thé thu duge néu va
chi khi ca hai sy kién trong (2.6) va (2.7) déu khong xay ra. Diéu nay c6 thé duoc dién giai
thanh xac suat truyén thong tin ciy va bdo mat nhu sau

Oss = PI‘{CS >R, Ce < RO}/ (2.8)

trong do C; va C, dugc trinh bay trong (2.3) va (2.4), tuong ting.

2.1.2 Cac diéu kién cho cong suat truyen tin cia mang thu cap

2.1.2.1 Kich ban 1 (S1): S-Tx khong c6 CSI cua cac kénh PU-Tx—PU-Rx va SU-Tx—EAV
Trong kinh ban nay, S-Tx truyén cac thong tin bdo mat ctia né ma khong biét c6 sy ton

tai ctia thiét bi nghe trdm. Ngoai ra, SU-Tx cling khong thu nhan dugc théng tin vé CSI cua

kénh truyén thong P-Tx—P-Rx. Do vay, S-Tx chi diéu chinh cong suét phat ctia né dya trén
diéu kién rang budc can nhiéu cia PU la

O = Pr{ max {P;\q[t;m} > ka} <, (2.9)

me{1,2,..,N,}



Trong d6 Q la mitc can nhiéu t6i da ma PU ¢6 thé chap nhan duge. Két qua 13, cac diéu
kién thiét 1ap cho cong suat phat ctia S-Tx can phai théa man hai diéu kién nhu sau

0;<¢, (2.10)
0 < P, < P, (2.11)
trong d6 ¢ 1a ngudng ding truyén thong dugc dua ra béi PU va P"* cong suat phat déi da
cua S-Tx.
2.1.2.2 Kinh ban 2 (S): S-Tx ¢6 CSI cua S-Tx—EAV nhung khong c¢6 CSI cua P-Tx—P-Rx

Trong kich ban thir 2, S-Tx phat hién dugc sy ton tai cta thiét bi nghe trom trong khu
vyc hoat dong ctia né. Tuy nhién, S-Tx khong c6 thong tin vé CSI ctia kénh truyén thong
P-Tx—P-Rx. Do d6, cong suat phat ctia S-Tx can phai théa man ba diéu kién nhu sau

0;<g, (2.12)
Osgc S 6, (2.13)
0 < P, < P, (2.14)

trong d6 € 1a ngudng rang budc dirng bao mat ddi véi SU, con O; va Oy, da duge dinh nghia
trong (2.6) va (2.9), tuong ung.
2.1.2.3 Kinh ban 3 (S3): S-Tx ¢6 CSI cua P-Tx—P-Rx nhung khong c6 CSI cta S-Tx—EAV

Trong kinh ban thut 3, S-Tx ¢6 CSI cta kénh truyén thong P-Tx—P-Rx. Tuy nhién, n6
khong phat hién dugc su ton tai ctia EAV. Do d6, cac diéu kién rang budc cho S5-Tx bao gém:

0, <6, (2.15)
0< P, <P, (2.16)

trong d6 O, dugc dinh nghia trong (2.7), va 6 diéu kién ding truyén thong ctia PU.

2.1.2.4 Kinh ban 4 (Sy): S-Tx c6 CSI cua ca hai P-Tx—P-Rx va S-Tx—EAV

Trong kich ban cudi, S-Tx diéu chinh cong suét truyén tin hiéu ctia n6 dé khong bi tiét 16
thong tin cho EAV va dong thdi khong gy can nhiéu anh hudng dén hoat dong ctia P-Rx.
Vi vdy, cong suat truyén ctia S-Tx chiu ba diéu kién rang budc nhu sau:

0, <6, (2.17)
Osec < €, (2.18)
0 < P, < PI"7, (2.19)

trong d6 O, va Oy da duogc dinh nghia trong (2.7) va (2.6).

2.2 Phén tich hiéu sut ciia hé thong

2.2.1 Chinh sach phan bo cong suat truyén tin

Sau mot s6 budc tinh toan, chiing ta c6 thé thu dugc cac chinh sach phan bé cong suat
truyén tin cho bon kich ban nhu sau:



e Dau tién, Chinh sach phan bé cong suat cho kich ban S;

. kaNO 1 -1
= 1 , P 2.20
Ps, mln{ Q, (oge 1 Nm) s (2.20)

e Thi hai, ching ta thu dugc chinh sdch phan b cong suat cho kich ban S,

N 1 -1 PO, 1
Ps, = min QpicNo <loge ) , L Al ( = — 1> , PIex S
O, 1— %1-¢ Q. \¥i1-—¢

(2.21)

e Thit ba, cong suat truyén tin ctia S-Tx cho kinh ban S;
Pe. = mi PPQh = pmax 222
s, =minq ———&, P , (2.22)

Tl
trong d6 & dugc dinh nghia la
1 ~vh No

H=max{ 0, ————=exp | — —15. 2.23
{ 1— N€/§ p [ Pth ( )

e Cudi cling, cong suat truyén ctia S-Tx cho kinh ban S,

P,Q,7° 1 POy

Ps, = min{ L2 ( - ),pE,P’”“x . 2.24
Sy { ro N\"’/m ’)’fh Q(p s ( )

2.2.2 Xac suat truyén thong tin cay va bao mat

Véi cac chinh sach phan bd cong suét thu duge va cac kénh truyén 1a doc lap véi nhau,
chiing ta c6 thé viét lai xdc suét truyén thong tin cay va bdo mat trong (2.8) bang

Oss = Pr{Cs > R} Pr{C, < Ro} = (1 — O5)(1 — O (2.25)

trong do O; va Os,. c6 dugc bé“mg cach str dung ho trg ctia tinh chat 1 trong tai liéu [?], theo
doé

(—1) 3,
o2 (V) rorew (-5) 220
Ny ()

) P,0 PO
trong do vy, = 2% — 1, As = ’[JQ/jIA = ng'andD% - PZ\&‘

Cudi cung, mot biéu thitc tuong minh cua mot xac suét( truyén thong tin cdy va bao mat
dat dugc bang cach thay thé (2.26) va (2.27) vao trong (2.25), trong d6 P € {Ps,, Ps,, Ps,, Ps, }
1a tap cac chinh sach phan bd cong suat truyeén tin cta SU.

2.3 MBo phong hé thong

Céac tham sb cai dat dudi day trong cac s6 liéu thir nghiém da dugc dung tuong tu va
phd bién trong rat nhiéu cac nghién cttu & linh vyc nay nhu [9, 15]. Khong mét tinh tong
quat, ching ta biéu dién s = NEO va iy, = fj—’; 1an luot 1a SNR ctia S-Tx va P-Tx khi thuc hién
truyén tin hiéu.
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Chuong 3

PANH GIA HIEU SUAT HOAT PONG DUA TREN TH()I
GIAN THU HOACH NANG LUON G VA CHINH SACH

CONG SUAT CHO MANG CRN DUGI PIEU KIEN BAO
MAT THONG TIN

3.1 M5 hinh hé thong

3.1.1 MOo hinh hé thong mang

Chung ta xem xét mét mang CRN nhu hinh 3.1. Trong mo6 hinh nay, SAP dugc gia dinh
duoc trang bi M ang-ten trong khi cac thiét bi khac (P-Tx, P-Rx, EAV, va S-Tx) c6 mot ang-ten
don. Do loi ctia cac kénh truyén thong P-Tx,,—P-Rx,, va S-Tx—SAP dugc ki hiéu la h,,, va g,

P-Rx e A ® ) P-Tx
NV -
- ~ I
[} P )
I s
| t - B/ :
oo s / |
| d ! |
- —
: . @ I p
P A= Y |
! - - ; \u} ) ."-, [
f N T o |
SU-Tx A4 BAV.
|
v
g
\__/ SAP
[ ] Primary user — - —» Eavesdropper link
¢ Eavesdropper — —r  Interference link

(O Secondaryuser — g Communication link

Hinh 3.1: M6 hinh mang CRN dang nén, trong dd S-Tx sir dung ning luong thu dugc tir cdc P-Tx dé truyén
thong trong moi truong nhiéu EAV.

n=1...,Nm=1,..., M. D0 lgi kénh g, biéu dién cho kénh tir S-Tx dén nhanh m-angten
ctia SAP. D6 1oi kénh ctia cac kénh can nhiéu P-Tx,—EAV}, S-Tx—P-Rx,,, P-Tx,—SAP duogc
ki hiéu 1an lugt bdi Bk, au, va pum. DO loi kénh ctia kénh wire-tap S-Tx—EAV va kénh thu
hoach nang lugng P-Tx,—S-Tx dugc biéu dién tuong ung la §; va f,, k € {1,...,K}.
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3.1.2 Co ché truyén théng va thu hoach nang luong

Energy Harvesting Time Communication Time
Hinh 3.2: Mgt khung thoi gian T dugc sir dung dé thu hoach ning lugng va truyén thong.

Giao thuc truyén thong duogc thuc hién theo 2 bude nhu sau:

e Budc 1: S-Tx thu hoach ning lugng ctia N thiét bi P-Tx thong qua N kénh f,, n €
{1,2,...,N.}.

N
Es=E [Z 0TTP,f,| = 6TTP, E
n=1

N
Y. fn] , (3.1)
n=1

trong d6 E[-], T, va T 1an lugt la ky vong, téng thdi gian, va mot phan thoi gian sit dung
dé thu hoach nang lugng, 0 < 7 < 1. Ki hiéu Py va 6 dai dién cho cong suat phat cta
P-Tx va hé s6 hiéu suat thu hoach nang lugng cia S-Tx, 0 < 6 < 1.

e Budc 2: Sau qua trinh thu hoach nang lugng. Cong suét phat tin hiéu ctia S-Tx trong
khoang thoi gian con lai (1 — 7)T va tai kénh n-th cu thé bi han ché béi nang luong
thu hoach dugc E;, nghia la, Ps(ri)Tx(l —17)T < E,. Do d6, chung ta ¢

pi) Es TGPP

S—Tx < P’“’g = (1 —T) = T 1-—1 Z fur (3-2)

trong do Py duge goi la ngudng cong suét trung binh duge dua ra bai S-Tx.

3.2 Phan b cong suit va lua chon kénh caa SU

3.2.1 Gidi han cong suat ctia S-Tx duéi diéu kién ctia PU
chinh sach diéu khién cong suét ctia SU chiu rang budc sau
Pr{cy” <R} <, (3.3)
Py < Puog, (34)

trong do Ry, 17, va Ppyg 1an luot 12 toc do xac dinh, diéu kién dung ctaa PU, va diéu kién cong

(n)

sudt trung binh ctia S-Tx. ki hiéu Cp ’ la dung lugng kénh cta SU tai bang tan n-th.

Cy” = Blog, (1+14"), (3.5)

trong d6 B la bang thong va 4" 1a SINR ctia PU duge cho béi 15 = —-"— véi Ny 1a

P & +No
cong suat nhieu nen. Phan tich biéu thic xac suat (3.3), chung ta co

" 1 [exp(—B
P, < P = i [1}) (_ an) - 1] : (3.6)
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4 p R

Vi ¥, Qo ¥ N /4
01 An - Pt:'(zhn ’ Bn = P;h( )hi 4 ’)/tph - 2 B 1.

Két hop (3.6) vdi (3.4), cong suét phat tin hiéu ctia S-Tx can thda man ca hai diéu kién la

diéu kién dirng ctia PU va nang lugng thu duge ctia né nhu sau

P < min {PI(JZI),ng} , (3.7)

3.2.2 Gidi han cong suét\cﬁa S-Tx dudi cac yéu cau bao mat
thong tin khi co nhiéu EAV
Diéu kién dirng bao mat va diéu kién cong suat phat tin hiéu ctia S-Tx nhu sau
Pr {ke%lfl.?,(K} {Cén’k)} > Re} <, (3.8)
P{"r. < Pag, (39)
trong d6 R, va ¢ lan luot la toc do bdo mat xac dinh va diéu kién dirng bao mat. Ki hiéu

Cé”’k) biéu dién dung lugng ctia EAV;, trén kénh S-Tx—EAV; khi S-Tx luya chon bang tan n
dé truyén tin, dugc dinh nghia la

c"® = Blog, (1 n 75”*)) , (3.10)

trong do 75”"‘) 1a SINR ctia EAV, tai bang tan n-th, va n6 c6 thé xap xi bang
(n) (n)
(nh) _ D 5-1x% R 5 1x%

- ~ ) (3.11
Te Pp,Bnk + Ne Pp,Bnk )

trong do N, la cong suat cia nhiéu nén is tai EAV.
Phan tich biéu thic (3.8), chiing ta thu dugc diéu kién cho cong suét ctia S-Tx dé dbi pho
voi cac thiét bi nghe trom nhu sau

m _ YiPpQp, (1= V/1-0)

P, <Pl — o, T=¢ : (3.12)
Két hop (3.12) véi diéu kién thu hoach nang luong (3.9), ta c6
P, < min { P, Pug |, (3.13)

Két qua 1a, cong sut truyén tin ctia S-Tx trong kénh n-th ¢6 dugc bang cach két hop (3.7)
vi(3.13)

Py, = min {min{ Py, P2} }, Prog } (3.14)
Tir (3.14), chung ta xem xét hai truong hgp nhu sau:

o Truong hop 1: Ppyg > min{Pl(,'g, ng) }, cong suét truyen tin cia S-Tx phu thudc vao diéu
kién két hop cta PU va EAV la

P, = min{PJ), PI)1, (3.15)
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o Truong hop 2: Ppyg < min{PI()’Zl), Pé’;l}, cong sut truyeén tin t6i da cia S-Tx phu thuoc

vao nang lugng thu hoach dugc tir PU, nghia 13, Pé’i)Tx = Payg. Hon nwra, S-Tx ludn
mong mudn gid tri ctia Payg dat mitc cao nhat c6 thé dé dat duogc hiéu suat cao cho
hé théng, diéu nay c6 nghia rang gia tri toi da ctia Py bang min{PI(fg, Pg;z}}, tuc 1a,
Ppyg = min{Pl(fg, PIEZZ;} Sau mot s6 tinh toan toan hoc, chiing ta thu dugc khoang thoi
gian thu hoach nang luong toi wu T d€ ¢6 thé toi da hda gid tri ctia Payg 1a

. min{Py;), P{") }

6P, YN, Oy, + min{Py;), PL)}

T (3.16)

Ngoai ra, S-Tx mong mudn chon kénh t6t nhat dé toi da hoa cong suat truyen tin ctia nd
dé cai thién hiéu suat ctia hé thong, viéc lya chon kénh nhu sau

* (n)
oy P @1

trong d6 n* 1a kénh dugc chon sao cho cong suat truyén tin cia S-Tx 1a tdi wru, nghia 13,

Péri*%x _ ne{ﬁépr} {min {min{PI(fg, Pg;g;}, ngg}} .

3.3 Phan tich hiéu suit hé thong

3.3.1 Xac suat 16i géi tin

PEP dugc dinh nghia 1a xac sudt ma SINR cta SU bi sut gidm xuéng dudi mot ngudng
xac dinh trudc, nghia la

O =Pr{ys < vm}, (3.18)

trong do 4, 1a nguong gia tri SINR xac dinh ctia SU va 7 duge dinh nghia la

PS(n*T)“xgm
= max — ). 3.19
s me{1,2,...,Np} { Pan*m + No ( )

Tir d6, PEP c6 thé dugce tinh toan bang cach st dung tinh chét trong [38, Property 1] nhu sau

M
op (%)
O=11- T8 ) (3.20)

YenPrQp, . +1

(n*)
PS—TXQS

3.3.2 Do tré goi tin voi viéc truyen sira 16i

Khi mot goi tin dugc truyén khong thanh cong, S-Tx can nap lai nang lugng va truyén
lai g6i tin d6. Xac suat ma mot géi tin dugc truyén di thanh cong sau £ 1an truyén dugc mo
tala

Pr{L=/(}=0"11-0), (3.21)
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trong d6 L 1a s6 lan truyén mot géi tin. Do do, s6 1an truyén trung binh trén géi tin c6 thé

duogc tinh toan nhu sau

E[L] = i 011 - 0)
(=1

1

10

(3.22)

Cubi cting, d6 tré trung binh dé truyén thanh cong mot goi tin c6 thé duge tinh nhu dudi

day

D = TE[L]

T

1-0’

trong d6 T 1a tong khung thoi gian va O 1a PEP dugc dinh nghia trong (3.18).

3.4 Mo phong hé thong

8 T T T T T T T
— 4
[us]
2 0
e
Z -4+
%]
£ 81 N=5, M=2, K=2
212 =k 0,210 ]
= -16 —&—0,=50 ||
& 20 =80
241 —6— 0, =150 |
6 4 2 0 2 4 6 8 10 12

P-Tx Transmit SNR (dB)

Hinh 3.4: SNR ctia S-Tx theo SNR ciia P-Tx vdi cic Hinh 3.5: SNR ciia S-Tx theo T v {an}zzl =

{Qp,}>_; = 10,50,80,150.

N=5, M=2, K=2
0, =200
B Q=500
I 2, =100
Q,,=300

-
5]

—
[
S-Tx transmil SNR

(3.23)

1'4 T T T _‘_ T
12

10 :

= &

z 8 N

Z 6- Optimal point for

’é’ 4] energy harvesting time

é 2+ N=5, M=2, K=2

e 01 —A— O =1

2] —o— 0, =3
-4 it —8— Q=5
-6 T T T T T

0.0 0.1 0.2 0.3 0.4 0.5

Energy Harvesting Time , T

1,3,5, va YP—Tx = 12 dB.
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0 r T 0.10 T T T
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Hinh 3.6: Anh hudng ciia cic P-Tx—EAV lén PEP. Hinh 3.7: D¢ tré cila géi tin.
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KET LUAN CHUNG

Cac két qua chinh ctia dé tai bao gom:

1. Khao sét truyén thong bdo mat cho mang thit cAp trong mo hinh mang CRN trén kénh
fading c6 phan bd Rayleigh. Qua d6, xdy dung cac chinh sach phan bd cong suat cho
mang SU véi bon kich ban CSI ctia hé théng khac nhau. Dé xuat mot do do hiéu suat
truyen thong tin cdy va bao mat mdi (SRCP) d€ danh gia hiéu suat hé thong. Tir d6
phan tich va danh gia hiéu nang ciia mo hinh mang dugc khao sat tuong ing véi bén
kich ban khac nhau.

2. Nghién ctu vé truyén thong tin cay va bao mat trong mang CRN ¢6 sit dung cong
nghé thu hoach nang lugng vo tuyén. Dé xuat mot giao thic truyén thong va thu
hoach néng lugng cting véi mot chinh sach phan bd cong suat va chién lugc chon kénh
cho mé hinh hé théng. Tir d6, tinh toan cac do do xac suat 16i géi tin (PEP) va d tré
g0i tin trung binh (APD) dé danh gia hiéu suat hoat dong ctia hé thong trong cac diéu
kién rang budc vé bao mat thong tin.

Khé nang phat trién tiép theo cac két qua cta dé tai nghién ctru nhu sau:

1. Trén cd s& cong trinh "Danh gia hiéu suat hoat dong ctia truyén thong bao mat va tin
cay trong mang vo tuyén nhan thic”, c6 thé phat trién bai toan danh gia hiéu nang bao
mat véi cac truong hgp CSI cta kénh truyén 1a khong hoan hao hodc mot phan, hodc
véi nhiéu EAV c6 kha ning hop tac nghe trom. Dong thoi tiép tuc nghién ciru truyén
thong tin cdy va bdo mat hé théng CRN trong mdi truong kénh truyén fading khéc
nhu Nakagami-m, & — .

2. Dya trén cac két qua nghién ctru ctia chuong 3, c6 thé phat trién cac bai toan danh gia
chat lugng hiéu suat ciia mé hinh mang nay trén kénh truyén fading khac nhu kénh
a — y fading. Pong thai tiép tuc phat trién mo hinh nay két hop véi cac ky thuat nut
hop tac chuyén tiép, da dng-ten.

3. Tiép tuc khéo sat cac cong trinh nghién ctru trong linh vuc bdo mat 1op vat ly trong
mang khong day dé nghién ctru phét trién cac giai phap bao mat tang vat ly trong
truyén thong khong day ctia cic mang thé hé 5G nhu Massive MIMO, NOMA,...
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