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THONG TIN KET QUA NGHIEN CUU

1. Thong tin chung

e Tén dé tai: Nghién ctru kha nang bao mat thong tin tai ting vat Iy va
danh gia hiéu qua cua hoat dong cua mang khong day dua trén cac

rang budc nhiéu va kha nang truyén/nhan nang luong khong day.
e Ma s6: B2017-TNA-50
e Chti nhiém dé tai: ThS. Quach Xuan Trudng
e T0 chitc chu tri: Pai hoc Thai Nguyén

e Thoi gian thuc hién: 24 thang

2. Muc tiéu

Nghién ctru hiéu nang bao mat moé hinh mang vo tuyén nhan thuc tai téng
vat ly. Trén co s& cac moé hinh mang dugc khao sat, chung t6i sé€ nghién cau
danh gia hiéu nang hoat dong va kha nang bao mat thong tin tai tang vat 1i
dudi sy tac dong ctia cac diéu kién rang budc cho trudc. Dé tai gidi quyét hai
van deé chinh sau day: Mot 1a dé xuat cac chinh sach diéu khién cong suét cho
thiét bi khong day nham han ché kha ning bi nghe trdm hodc rd ri thong tin.
Hai la danh gia thoi gian truyén cac géi tin va xac suat géi tin truyén bi 16i cua
thiét bi khong day st dung ky thuat thu hoach ning lugng vo tuyén trong
moi truong bi gdy nhiéu hodc bi rang budc bdi cac chinh sach an toan thong

tin.
3. Tinh moi va sang tao

Trong nhitng ndm gan day, su phat trién nhanh chéng cta linh vyc cong
nghé mang khong day dan dén cong nghé ngay cang phd bién. Tuy nhién, bén

canh tiém nang phat trién thi mang khéng day mang lai nhirng thach thirc 16n
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cho viéc ddm bao truyén thong tin cdy va bdo mat thong tin. Hién nay, bao
mat 16p vat ly trong mang khong day dang la linh vuc thu hut duge su quan
tam nghién ctru clia cdc nha nghién citu trén khap thé gidi. Do c6 do phuc tap
va do tré thap, ciing nhu tinh kha thi § 16p vat ly va kha nang cung ton tai
song song vdi cac cd ché bdo mat ma hoéa hién cé & cac 16p trén, bao mat 16p
vat ly c6 kha ning cho phép truyén thong an toan va gidm thiéu su phic tap
tinh toan, dac biét c6 hiéu qua ddi vdi thiét bi mang khong day c6 tai nguyén
han ché nhu trong IoT. Vi vay, né c6 thé nang cao mic do téng thé vé su tin
cdy va an toan thong tin cho hé thong.

Méc di1 da c6 kha nhiéu cac cong trinh nghién ctru véi cach tiép can khac
nhau, song truyén thong bdo mat va tin cdy van dang la mot van dé md. Véi
sut phd bién va phat trién khong ngirng ctia cong nghé mang khong day, van
dé bdo mat trong truyén thong sé c6 nhiéu thach thitc hon nita trong tuong
lai, lam cho chti dé nay trd thanh mot trong nhitng linh vyc nghién ctru quan
trong va lién tuc. Bao mat 16p vat ly c6 thé déng gop cho truyén thong an toan
t6ng thé bang nhiéu cach. Y tudng co ban ctia dé tai nghién ctu nay la khai
thac cac dic tinh cta kénh khong day va tinh chat ngiu nhién cua tin hiéu
trong moi truong fading dé han ché lugng thong tin ma cac phan tir nghe
trom c6 thé thu thap va giai ma dugc.

4. Két qua nghién ctru.

e Nghién ctru khao sat kha nang bao mat thong tin & tang vat ly trong
mang khong day.

e Nghién citu téng quét vé danh gia hiéu ning mang cho mang khong
day trong moi truong kénh truyén fading.

e Nghién ctru vé m6 hinh mang vé tuyén nhan thic va 1¢i ich ctia né trong
mang khong day thé hé mai.

e Nghién ctru cac ky thuat truyén thong hop tac va tng dung trong mo

hinh mang vo tuyén nhan thtc.

e Nghién ctru ky thuat thu hoach nang lugng vo tuyén va tng dung trong

mo hinh mang v6 tuyén nhan thic.
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Nghién ctitu cadc phuong phap nham cai thién kha niang bao mat thong

tin & tang vat ly d6i v6i mé hinh mang v6 tuyén nhan thirc.

Nghién cuu, xdy dung phuong phap danh gia do tin cdy va bao mat
thong tin cho mang v6 tuyén nhéan thic trong moéi trudng kénh truyén

fading.

Nghién ctru danh gia hiéu suat bao mat trong mang vo tuyén nhan thuc
khi 4p dung ky thuat truyén thong hop tic dé ting cuong QoS va bao

mat thong tin.

Nghién ctru phuong phép t6i uvu hoa thoi gian thu hoach nang lugng va
lua chon kénh cho mo6 hinh mang v6 tuyén nhén thac thu hoach nang

lugng vo tuyén dam bao hiéu nang hoat dong va bao mat thong tin.

Nghién cttu m6 hinh héa toan hoc, xdy dung cac chinh sach diéu khién
cong suat cho cac mo6 hinh mang duge dé xuat dudi cac diéu kién rang

budc vé can nhiéu va bao mat thong tin.

Thyc hién m6 phong kiém nghiém tinh chinh xac cta cac cong thic
tim dugc trong cac chinh sach diéu khién cong suat cho cdc mo hinh hé

théng nghién ciu.

Danh gia va rut ra dugc cac két luan vé mdi lién hé gitta nhitng rang
budc vé can nhiéu, bdo mat thong tin, thu hoach nang luong khong day,
tac dong qua lai cua cac tham sO hé théng 1én hiéu nang hoat dong ctia
hé théng va dé xudt cac giai phdp nham cai thién hiéu ning va an toan

cho hé thong.

Tong hop két qua nghién ctru d€ cong bd cong trinh nghién ciru trén cac

tap chi va hoi thdo qubc té chuyén nganh.

Nang cao chat lugng trong hé trg va dao tao thac si, tién si nganh CNTT

vdi cac cong trinh nghién ctru c6 chat lugng.
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Truong Xuan Quach, Hung Tran, Elisabeth Uleman, G.Kaddoum, and
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Thac si bao vé thanh cong luan van tot nghiép: 01 thac si.

Pham 1é Tiép, Dé tai luan vin “Danh gia kha nang bao mat & tang vat
ly trong mang khong day”, Thac si chuyén nganh Khoa hoc may tinh,
Khoa 2015-2017, Truong Dai hoc Cong nghé Thong tin va Truyén thong.
Dai hoc Thai Nguyén.

Ho trg nghién ctru sinh cong bd cong trinh khoa hoc: 01 NCS

NCS Quach Xuan Trudng, Dé tai luan an “danh gid hiéu nang bao mat
tang vat ly trong mang khong day”. Nganh Cong nghé thong tin, truong
dai hoc Cong nghé, dai hoc quéc gia Ha Noi.

6. Phuong thitc chuyén giao, dia chi itng dung, tac dong va lgi ich mang

lai ctia két qua nghién ciru.



6.1. Phuong thitc chuyén giao.

Sau khi dé tai dugc nghién ciru thanh cong sé duogc chuyén giao cho dai
hoc Thai Nguyén, gép phan bd sung két qua/tai liéu nghién ctru khoa hoc
trong cac hudng tiép can mdi trén thé gidi trong linh viuc mang truyén thong
khong day. Két qua nghién ctru c6 thé dugc sit dung tham khao trong hoc tap,
nghién cttu va giadng day trong linh vi'c mang mady tinh va truyén thoéng va

dao tao can bo chuyén nganh mang va truyen thong, an toan thong tin.

6.2. Dia chi irng dung.

Két qua ctia dé tai dugc str dung/tham khdo tai Dai hoc Thai Nguyén.

6.3. Tdc déng va loi ich mang lai déi vdi linh vuc gido duc va dao tao.

No6i dung nghién cttu gép phan bé sung két qua/tai liéu nghién ciru khoa
hoc trong cac hudng tiép can mdi trén thé gidi trong linh vigc mang truyeén
thong khong day. Két qua nghién ctru ¢6 thé duge st dung tham khao trong
hoc tap, nghién ciru va gidng day trong linh viuc mang mdy tinh va truyén
thong.

Gop phan nang cao chat lugng dao tao trinh do cao chuyén nganh mang

mady tinh va truyén thong

6.4. Tac déng va loi ich mang lai dbi vdi linh vuc khoa hoc va cong nghé
co lién quan.

Deé tai dong gop giai quyét mot s6 thach thirc va khé khan trong viéc hién
thuc héa hé thong mang v6 tuyén nhan thic cing kha nang truyén/nhan
nang lugng khong day vao tng dung trong doi song thuc tién.

Go6p phan nang cao kha nang giai quyét nhitng van dé khoa hoc cong nghé

trong linh vic mang may tinh va truyén thong, an toan va bao mat thong tin.

6.5. Tdc dong va loi ich mang lai dbi véi phdt trién kinh té-xa hoi.

Vai thap nién trd lai day, mang truyén thong khong day phat trién nhan
chéng da gay ra nhiéu &nh hudng to 16n dén moi linh vuyc trong doi song xa
hoi (nhu cong nghiép, y té, gido duc, an ninh qubc phong, kinh té, tai nguyén
moi truong ...). Piéu nay dan dén nhu cau can thiét phai toi wu héa cac dai
tan s6 vo tuyén va khac phuc han ché vé kha nang st dung nang lugng. Bén

canh d6 viéc bao mat thong tin trong mang khong day trd thanh mot van dé
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nong can dugc quan tam, dac biét trong cac linh vuc tai chinh, ngan hang,
an ninh quéc phong. Két qua déng gop ctia dé tai sé gép phan vao giai quyét
cac thach thic va kho khan trong viéc hién thuc hoa hé th6ng mang vo tuyén
nhan thic cting ky thuat thu hoach nang lugng v tuyén vao ting dung trong
doi sOng xa hoi, lam cho cudc song ching ta c6 thé trd nén thoai mai, tién

nghi, va an toan trong lién lac khong day.

6.6. Tac dong va loi ich mang lai d6i vdi t6 chiic chil tri va cdc co sd 1ing
dung két qud nghién ciru.

Dao tao doi ngti can bd khoa hoc cho truong dai hoc Cong nghé thong tin
va Truyén théng, Pai hoc Thai Nguyén trong linh vic cong nghé thong tin va
an toan bao mat thong tin, gép phan nang cao nang luc cta trudng dai hoc
Cong nghé thong tin va truyén thong néi riéng va Dai hoc Thai nguyén néi
chung.

D6i vdi cd nhan, co sd ting dung: Cac két qua tinh toan va mo hinh dé xuat
mang tinh khoa hoc lam cdn ¢t trong qua trinh nghién ctru, phat trién, th
nghiém trong nghién cttu khoa hoc va ing dung trong linh vuc cong nghé

thong tin va an toan bao mat thong tin.

Ngay ..... thang ..... nam 2019

T6 chirc chi tri Cht nhiém dé tai

Quach Xuan Trudng
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INFORMATION ON RESEARCH RESULTS

1. General information

Project title: Performance Evaluation of Physical Layer Security of Wire-

less Network based on Interference and Energy Harvesting Constraints.

Code number: B2017-TNA-50

Coordinator: MSc Quach Xuan Truong

Implementing institution: Thai Nguyen University

Duration: from 01/03/2017 to 01/03/2019 (24 month)

In this project, we study the security performance of cognitive radio net-
work models at the physical layer. Given interference and energy harvesting
constraints, we focus on two major issues: Firstly, propose power control poli-
cies to reduce the risk of overhearing by eavesdroppers. Secondly, evaluate
the transmission time of packets and the symbol error probability of wireless
devices using the RF energy harvesting technology under joined constraints

of interference and security policies.

In recent years, wireless networking becomes the vital part of daily life.
However, the new generation wireless networks are facing many challenges
such as security and reliability in communication. Recently, physical layer se-
curity in wireless networks has been emerged as a hot research topic and at-
tract a lot of attention of researchers around the world. Because it is consid-
ered powerful solution with a low complexity and latency, feasibility, and the
ability to coexist with traditional encryption security mechanisms in the up-

per layers. Obtained research results have proved that physical layer security
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can minimize computational complexity, especially effective for wireless net-
work devices that have limited resources like in IoI. Therefore, it can enhance

the overall level of reliability and information security for the system.

Although there have been many research with different approaches to
physical layer security, secure and reliable communication is still an open
problem. With the popularity and continued development of wireless net-
working technology, the security issue in wireless communication will be
more challenging in the future, making this topic one of the continuous and
important research areas. The basic idea of this project is to exploit the char-
acteristics of the wireless channel and the random nature of the signal in the
fading channel to limit the amount of information that eavesdroppers can col-

lect and decode.
2. Research results
e An overview of physical layer security in wireless communication.

e An overview of evaluation performance network for wireless networks

in fading channel environment.

e Research on the concept of the cognitive radio network and its benefits

in the new generation wireless network.

e Research cooperative communication techniques and applications in cog-

nitive radio network models.

e Research radio frequency energy harvesting techniques and applica-

tions in cognitive radio network models.

e Research methods to improve physical layer security for cognitive radio

network models.

e Research methods to analyze the secure and reliable communication for

cognitive radio networks in fading channels.
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Xiv

Research on evaluating security performance in CCRN when applying
collaborative communication techniques to enhance QoS and informa-

tion security.

Researching methods to optimize energy harvesting time and selecting
channels for the energy harvesting cognitive radio network to ensure

performance system and information security.

Math modeling, proposed power allocation policies for proposed net-

work models under the interference and security constraints.

Simulation examines the accuracy of formulas obtained in power allo-

cation policies for research system models.

Evaluation and conclusions about the relationship between interference,
security, and RF energy harvesting constraints. Consider the interactions
of system parameters on the performance system and propose solutions

to improve the security and performance system.

Summary of research results to publish research works in international

journals and conferences.

Improving the quality of support and training of masters and Ph.D. in

IT with quality research works.

Products.

Scientific products : 03 papers.

Truong Xuan Quach, Hung Tran, Elisabeth Uleman, G.Kaddoum, and
T.Q.Anh (2017), "Power allocation policy and performance analysis of
secure and reliable communication in cognitive radio networks", Wire-

less Networks, https:/ /doi.org/10.1007 /s11276-017-1605-z.

Truong Xuan Quach, Hung Tran, Elisabeth Uleman, Mai Tran Truc (2017),
"Secrecy performance of cognitive cooperative industrial radio networks",
2017 22nd IEEE International Conference on Emerging Technologies and
Factory Automation (ETFA), pp. 1-8.
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e Hung Tran, Truong Xuan Quach, Elisabeth Uleman, Ha-Vu Tran (2017),
"Optimal energy harvesting time and power allocation policy in CRN
under security constraints from eavesdroppers", 2017 IEEE 28th Annual
International Symposium on Personal, Indoor, and Mobile Radio Com-

munications (PIMRC), pp. 1-8.

Training products: 01.

e Pham Lé Tiép (2017), "Evaluate physical layer security in wireless net-
works", Master thesis in computer science, University of Information

And Communication Technology, Thai Nguyen University.

PhD co-adviser : 01 PhD

e PhD candidate Quach Xuan Truong, "Secrecy performance of wireless
communications at the physical layer", PhD thesis in Information Tech-

nology, VNU University of Engineering and Technology.

6. Transfer alternatives, application institutions, impacts and benefits of

research results.

Regarding transfer method and application address: After successfully
research, the project will be transferred to Thai Nguyen university to supple-
ment scientific research documents in new approaches in the field of wireless
communication networks in the world. Research results can be used for ref-
erence in learning, research, and teaching in the field of computer networks

and communication.

Regarding the impact and benefits of research: The project contributes
to solving some challenges and difficulties in the field of computer networks
and communication, information security. Research results can be used for
reference in learning, research and teaching in universities and research insti-

tutes.



Chuong 1

CAC VAN PE TONG QUAN

1.1 Tong quan vé bao mat thong tin tai 16p vat Iy trong mang
khong day

Mang khong day ludn phai déi mat véi nhiéu thach thic do déc diém vat
ly tu nhién ctia kénh truyén. VGi ban chat quang ba tu nhién ctia kénh truyén
v0 tuyén, truyén thong khong day dé dang bi tan cong nghe trom do nguoi
dung bat ky trong ving phti song ctia mdy phét déu c6 kha nang thu va giai
ma thong tin. Ngoai ra, cic van dé bao mat khac phat sinh tir nhirng khiém
khuyét ctia moéi truong truyén dan tin hiéu nhu fading da duong, path-loss,
nhiéu. Két qua la ngudi dung bat hgp phap c6 thé ¢ thé trich xuat thong
tin truyén thong hodc c6 thé gay suy gidm hodc gian doan hoat dong truyén
thong ctia hé thong [58]. Cac giai phap gidi quyét van dé an ninh trong mang
khong day theo céach tiép can truyén thong la sit dung cac ky thuat ma héa dé
ngan chan ké truy cap bat hgp phap thong tin [27,35]. Phuong thiic ma hoa
nay dua trén do phtc tap tinh toan cao, dugc st dung & cac 1p trén doc lap
vdi 16p vat ly va luon mac dinh két ndi vat ly 1a hoan hao va khong 16i. Gan
day, bao mat 16p vat ly da dugc bd sung dé nang cao tinh bao mat thong tin
va chéng lai cac cudc tAn cong nghe trom trong cac mang khong day. Y tudng
clia cach tiép can bao mat trong 16p vat ly cho mang khong day 1a dua vao
nguyén ly co ban cta bao mat dya trén ly thuyét thong tin duge gidi thiéu
bdi Shannon [76], nguoi da dé xuat ra khai niém bao mat tuyét doi. Tiép theo
d6, Wyner da dua ra m6 hinh kénh wiretap va chitng minh dugc rang viéc
truyén tai thong tin c6 thé dat dugc bao mat hoan hao néu dung lugng kénh

hop phép 16n hon dung luong kénh nghe trom, ma khong can phai ma hoa



dir liéu. M6 hinh kénh wiretap roi rac khong nhé ciia Wyner duge xem la nén
tang cho cac nghién ctru bao mat thong tin tai 16p vat ly [90].

Véi tinh chat quang ba m& cting vdi cac dac tinh vat ly tu nhién trong kénh
truyén khong day nhu fading da duong, nhiéu va path-loss da dat ra nhiéu
thach thirc, nhung cing cho phép khé nang khai thac tinh chat nay trong van
dé truyén thong bao mat trong mang khong day, Cac nha nghién ciru da phat
trién, md rong nghién ciru do Wyner khdi xudng cho kénh Gaussian [42] va
mot s6 kénh fading trong thuc té [8,43,73,74].

1.1.1 Giéi thiéu vé kénh wiretap

Nhu da trinh bay & trén, khdi niém kénh wiretap dugc gidi thiéu bdi
Wyner [90] v6i gia thiét rang kénh EAV 1a mot phién ban tin hiéu suy thodi ctua
kénh chinh. Wyner da ching minh dugc réng ton tai mot toc do truyén tin 1on
hon khong véi kha nang bi mat hoan hao néu kénh EAV bi nhiéu hon kénh
chinh. Y tudng nay ctia Wyner 1a c6 thé khai thac nhiéu trong kénh truyén

thong cting véi ma héa mic tin hiéu thich hgp dé ddm bao truyén thong an

toan.
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Hinh 1.1: M6 hinh kénh wiretap tong quit

Hinh 1.1 mo t4 mo hinh kénh wiretap tong quat trong dé Alice giti ban
tin bi mat tdi Bob thong qua mot kénh khong nho roi rac (DMC). Trong khi
do, EAV c¢b gang nghe trom ban tin nay thong qua mét phién ban suy thodi
khac ctia kénh DMC. Alice ma héa thong tin W thanh tir ma X c6 d6 dai n va

truyén qua kénh truyén, Bob nhan dugc tin hiéu Y va giai ma la W. Tin hiéu



EAV thu dugc qua kénh wiretap dugc biéu dién 1a Z. Muc tiéu 1a thiét ké mot
luge dd ma hoa/gidi ma dé c6 thé truyén thong tin cay va an toan. Hiéu suat
ctia luge d6 ma héa/ gidi ma dugce do bang xac suat 16i trung binh va ti 16 map
mo (equivocation rate) [4,68]. Trong d6, xac xuat 16i trung binh cho biét mtrc
do truyen thong tin cay gitra Alice va Bob, va ti 1é map md tai EAV danh gia
muc d6 bao mat ctia ban tin dugc truyén di.

Xac suat 16i trung binh tai Bob dugc cho bai
P, =Pr{W # W} (1.1)

Su khong chac chan vé ban tin ma EAV gidi ma dugc c6 thé do bang ti 16
map md A hay c6 thé néi la dd khé cta viée xac dinh ban tin da duoc truyén
di tuong ung voi dir liéu nhan duoc tai EAV, va dugc dinh nghia nhu sau

A:%mwu) (12)
trong d6 H(W|Z) 1a lugng entropy con lai ciia W tir thong tin dau ra Z tai
EAV. Ti 1é map md A cang cao thi lugng thong tin vé ban tin W ma EAV biét
duoc cang it. Theo [4, 6,44, 68], bao mat hoan hao theo ly thuyét thong tin khi
ti 16 map md bang véi tbc do ctia ban tin truyén di. Bdo mat truyén tin hoan
hao tai tbc dd Rs duge cho 1a c6 thé dat dugc, néu véi mot e > 0 nhd tuy v,
ton tai mot chudi ma (2"%s, n) c6 dd dai tir ma 2*Rs va do6 dai ban tin n véi n

du 16n (tuc la, n — o0), nhu sau

P.<ce (1.3)

A>Rs—e¢ (1.4)

Dung lugng bado mat duge dinh nghia 1a toc do bao mat hoan hao t6i da cd
thé dat dugc ma thda man (1.3) va (1.4). Nghia 1a, dung lugng bao mat 1a toc

do bao mat 16n nhat trong tat ca cac toc do bao mat dat dugce [68]. Tic la
Cs 2 supRs voi P, < ¢ (1.5)

Tiép theo sau, cac phat trién md rong cho kénh wiretap dén kénh truyén

quang ba vdi ban tin bi mat va kénh wiretap Gaussian [8,42]. Cac nghién ctru



nghién cttu trén déu dugc phat trién dua trén ndi dung t6i vu trong ly thuyét
thong tin va da chi ra rang dung lugng bao mat khac khong c6 thé dat dugc
ngay ca khi kénh EAV khong bi suy thoai [8]. Trong [42], dung lugng bao mat
cta kénh wiretap Gausian c¢6 dugc tu su khac biét gitta dung lugng kénh cta
kénh chinh va kénh wiretap.

1.1.2 Keénh fading wiretap

Cac cong trinh nghién ctru trude day nhu [8,42,90] da cho thay dung lugng
bao mat khac khong c6 thé c6 duoc khi kénh EAV c6 chat luong thép hon
kénh chinh. Tuy nhién, trong cac cong trinh nghién citu md rong khéc cta
kénh wiretap cho cac kénh fading cho thiy bao mat dua trén ly thuyét thong
tin 1a hoan toan c6 thé dat dugc ngay ca khi EAV ¢6 SNR trung binh to6t hon
so voi nguoi dung hop phap [4, 68]. Bén canh do, cac ky thuat nhu da ang-
ten [2,58,75,110], hop tac chuyén tiép [11,109], can nhiéu [18,101,104], phan
tap lua chon [2,6], da dugc két hop st dung nham cai thién hon nita kha nang

bao mat & 16p vat ly chong lai cac tan cong nghe trom.
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Hinh 1.2: M6 hinh kénh fading wiretap

Chung ta xem xét mo hinh kénh fading wire-tap nhu hinh 1.2. Mdy phat
mudn gii ban tin w dén may thu, khéi ban tin w* dugc ma héa vao tir ma
x" = [x(1),...,x(2)...,x(n)] d€ truyen tai qua kénh chinh. Tin hiéu nhan dugc

6 mdy thu c6 dang nhu sau

Ym (1) = Iy (1) x(i) + 1 () (1.6)



trong d6 hy, (i) 1a hé s6 kénh fading phtrc bién ddi theo thdi gian va n, (i) 1a
nhiéu Gausian phitc d6i xitng vong véi ky vong bang khong ctia kénh chinh.
Hé s6 hy, (i) duge tham khao la trang thai kénh (CSI) doc 1ap véi dau ra kénh
va thu dugc theo mot phan bd xac xuat p(hy,). Ching ta gid st mdi trudng
truyen tin la quasi-static, nghia l1a hé s6 kénh 1a hang s6 trong thoi gian ctia
mot tir ma, tic 1a hy, (i) = hy, Vi. Cling thoi gian, thiét bi nghe trom cting c6

thé thu nhan dugc tin hiéu do may phat truyén di nhu sau
z(1) = he(i)x (i) + ne(i) (1.7)

Do trong cuing moét mdi truong fading, tuong tu nhu kénh chinh ta c6 k(i) =
he, Vi 1a hé s6 kénh ctia kénh wiretap va ,(i) la nhiéu Gausian phitc d6i xing
vong véi ky vong bang khong tai kénh wiretap.

Kénh truyén bi gidi han vé mat cong suat boi

f E[|X())]?] <P (1.8)
i=1

SI)A

trong d6 P 1a cong suat phat trung binh, ngoai ra ta ki hiéu N, va N, 1an luot
la cong suat nhiéu trén kénh chinh va kénh wiretap. Khi d6 i s6 tin hiéu trén

nhiéu tic thdi tai may thu va thiét bi nghe trom la

"\ |2
ym(i) = L 19)
Ye(i) = —P|hf\,(:)‘2 (1.10)

Dung lugng bdo mat kénh trong (??) c¢6 thé dugc viét lai nhu sau [87,

Appendix B]

P P
N,

Ne)
Mat khac voi kénh fading, vi 1a mdi trudong quasi-static nén c6 thé xem
kénh chinh nhu la kénh AWGN phtic va hé s6 kénh 1a hang s6 trong thoi gian

Plhm\

cta mot tir ma, [87, Chapter 5], v6i SNR v, = va dung luong kénh la

Cm = log(1 4+ ym) (1.12)



Tuong tu, dung luong kénh ctia kénh wiretap duoc cho béi
Cim = log, (1 + 7e) (1.13)

voi SNR 7, = %2‘2 Tir (1.12) va (1.13), chiing ta ¢ thé mo ta dung lugng bao

mat kénh ctia hé thong trong moi truong kénh fading nhu sau

Cs = log, (14 ym) —log, (1 + 7e) (1.14)

1.1.3 Phuong phap danh gia hiéu suat hoat dong va bao mat
thong tin ctia hé thong

Hiéu suat hoat dong va bao mat thong tin & tang vat Iy ctia hé théng mang
khong day trén cac kénh fading dugc danh gia chti yéu thong qua ba tham
s6: Dung liuong bdo madt hé thong, Xdc suat dung lugng bido mat khdc khong va Xdc
sudt dirng bdo mdt. Trong phan nay béo cdo trinh bay tom lugc lai mot s6 do do

hiéu suat dugc sit dung trong nghién ctru dé déanh gia cac mo hinh hé thong.

1.1.3.1 Dung luong kénh

Dung lugng kénh la khai niém co ban cta ly thuyét thong tin trong kénh
truyén thong khong day. N6 xac dinh toc do truyen tin toi da ctia mdi kénh
truyen c6 thé dap tng duge. Dung lugng kénh tic thoi ctia mot kénh fading

dugc biéu dién bdi cong thirc Shannon [19], nhu sau
C = Blog,(1+7) (1.15)

trong d6 B la bang thong ctia kénh truyén va « la SNR thu dugc.

1.1.3.2 Dung luong bao mat kénh

Nhu da dé cap & phan trén, cac nghién citu vé bao mat 16p vat ly trong
mang khong day xac dinh dung lugng bao mat kénh la su khdc biét gitra dung
lugng kénh cta kénh hop phap va dung luong kénh ctia kénh wiretap [4, 68].

Do tinh chat khong am ctia dung lugng kénh, ching ta c6 thé biéu dién lai



nhu sau

c. = Jloga(1+7m) —logy(1+70), néuwym > e (1.16)

0, néu Ym S Ye
trong d6 7, v 1an lugt 1a SNR ctia kénh hgp phdp va kénh wiretap, tuong
tng. Theo (1.16), c6 thé thay rang dung lugng bao mat kénh 16n hon 0 khi
Ym > Ye. Vivay, mot trong nhirng ndi dung quan trong trong danh gia kha
nang bao mat ctia hé thong 1a tinh todn xac suat ton tai mot dung lugng bao

mat kénh 16n hon 0.

1.1.3.3 Dung lugng bao mat khac 0

Gia dinh rf?mg kénh hop phap va kénh wiretap la doc lap nhau, Tir (1.16),
chiung ta théy ré“mg xac suat dung luong bao mat khac khong chinh la xac
suat khi dung lugng kénh ctia kénh chinh 16n hon dung lugng kénh ctia kénh
wiretap, diéu d6 c6 nghia 1a ti s6 tin hiéu trén nhiéu (SNR) ctia kénh chinh

16n hon ti s6 tin hiéu trén nhiéu (SNR) ctia kénh wiretap, Tirc 1a

Pr(Cs > 0) = Pr(ym > 7e) (1.17)

1.1.3.4 Xac suat dirng bao mat

Cudi cting, ching ta xem xét khai niém xac suat dirng bdo mat. Goi Rs > 0
la tdc do bdo mat mong mudn ctia hé théng, Xac suat dirmg bao mat cta hé
théng 1a xac suat ma dung lugng bao mat kénh tic thoi Cs nhé hon gia tri cua
Rs. Nghia la

SOP = Pr(Cs < Ry) (1.18)

Y nghia ctia khai niém xac suat dirng bao mat 1a khi thiét lap mot toc do
bdo mat R;, may phat gia dinh rang dung lugng kénh wire-tap dugc cho béi
C) = Cyy — Rs. Mién 1a Rs < C;, thi dung luong kénh ctia kénh wiretap sé yéu
hon so vdi muc ude lugng cua mdy phat, tiuc la C, < C/, va do d6 ma code
wiretap dugc st dung bdi may phat s€ dam bao bao mat thong tin hoan hao

cho truyén thong. Ngugc lai, néuRs > Cs thiC, > C/ vanhu vay theo nguyén



ly bdo mat dua trén ly thuyét thong tin thi tinh bdo mat thong tin sé bi pha
v3 va thiét bi nghe trom c6 thé thu va gidi ma thanh cong cac ban tin dugc

truyén di tir nguon.

1.2 Tong quan vé mang v tuyén nhén thitc

Véi sy phat trién manh mé ctia mang truyen thong khong day dan dén sy
tang trudng véi s lugng 16n cda cac thiét bi thong minh va cac yéu cau ngay
cang cao cua cac dich vu mang trong nhiing thap ky qua va trong thoi gian
tiép theo. Tuy nhién, ciing véi su phat trién ctia cong nghé va dich vu mang
khong day 1a nhu cau ngay cang cao vé khai thac va stt dung phd tan s, mot
tai nguyén qudc gia hiru han. Hién nay, véi chinh sdch quan ly va phan b6 tan
s0, cac mang khong day chi dugc hoat dong trén dai tan s c6 dinh dugc cap
phép. Bén canh d6, qua qua trinh khao sat vé muc do st dung t6i wu cac dai
tan s6 da cap phép chi ra rang phan 16n cac dai tan s6 dang dugc st dung mot
cach thiéu hiéu qua do chinh sach quan ly phan bd kém linh hoat va khai thac
thiéu hiéu qua [9,32]. Vi vay, day 1a mot thach thic 16n doi hdi cac nha khoa
hoc phai tim kiém cac giai phap toi wu dé giai quyét van dé nay. Trong cac gidi
phép tiém nang duoc dé xuat, ] Mitola dé xuat mot phuong phap st dung va
quan ly cac dai tan s6 mdi c6 tén goi 1a mang vo tuyén nhan thic (Cognitive
radio networks), Cong nghé nay néi lén la phuong phap hiéu qua va duoc
xem 1a tién dé cho cac thé hé tiép theo clia mang khong day [26,55,56].

Mang v6 tuyén nhan thitc dugc phan 16p thanh hai thanh phan mang
chinh 1a thiét bi so cap (PU) va thiét bi thit cap (SU). thiét bi PU dugc cap phat
va s§ hiru mot giai tan s6 nhat dinh, va n6 c6 quyén uu tién cao nhat khi truy
cap va thyc hién truyén thong ma khong phai chiu tac dong nhiéu tiéu cuc
clia cac thiét bi khac trong dai tin ma né dugc cap phép. Nguoc lai, thiét bi SU
duogc dp dung cac ky thuat xu ly tin hiéu tién tién va phuong phap truy cap
thong minh nham tan dung lai cac dai tan s6 da cAp phat cho PU ma khong
lam anh hudng dén chat luong dich vu ctia PU [20]. Tu tudng cua gidi phap
nay 1a cac thiét bi di dong thong minh c6 thé sir dung chung cac dai tan s6 da

dugc Cép phat cho déi tugng khac voi mot s6 diéu kién nhéat dinh, véi cach



tiép cdn nay mang vo tuyén nhan thirc c6 thé khai thac t6i vu cac dai tan so

va khac phuc dugc van dé can kiét tai nguyén tan s6 trong mang khong day.

1.2.1 Cac m6 hinh ctia mang v6 tuyén nhan thirc

Mang v6 tuyén nhan thic thuong duogc phan 16p thanh ba loai m6 hinh
chinh phu thudc vao cac tiéu chi duge stt dung dé cho phép SU str dung cac
dai tan s6 da dugc cap phép cho hoat dong truyén thong.

Congsuat

Théi gian

[ ] vungthiét b so c4p dang sir dung.
[:2] vung thiét bj thir cdp dang sir dung.

Céng suat

Tan s6

[[] viing tén s8 dang c6 cAc thiét bi so cip hoat ddng.

D Viung khéng gian tring duoc goi 13 cac “hd phd” ma thiét bi thirc cdp
c6 thé s dung.

Hinh 1.3: Vi du vé cic "hé phé” Hinh 1.4: m6 hinh truy cdp dan xen

M6 hinh truy cap dan xen (Interweave Paradigm): M6 hinh truy cap dan
xen la m6 hinh hoat dong dua trén khai niém ho pho nhu hinh 1.3 Cac thiét
bi SU c6 kha ning tim kiém cac "h6 phé" dé sit dung cho muc dich lién lac
ma khong ¢6 tic dong anh hudng dén hoat dong ctia PU. Dé truyen thong
hiéu qua trong m6 hinh nay, mot trong nhirng yéu t6 c6 tinh quyét dinh la cac
SU can phai c6 cac ky thuat thong minh dé tim kiém cac "hd phd". Trong qua
trinh truyén thong ctia SU, néu PU trd lai stt dung dai phd ma SU dang lién
lac, budc SU phai nhay ra khoi dai pho nay dé nhudng cho cho PU va chuyén
sang cac "h6 phd" khac dé tiép tuc lién lac va khong gy can nhiéu lén chat
lugng dich vu cta cac PU, néu khong tim ra "hd phé" nao thi lién lac ctia cac
SU budc phai dirng. Theo hinh 1.4, mé hinh nay c6 uu diém 1a SU c6 thé si
dung t6i da cong suét tai cac "hd phd" tim dugc. Tuy nhién, nhugc diém 16n
ctia n6 1a kha nang thoi gian thuc ctia truyén thong khi hoan toan phu thudc
vao tan suat hoat dong cua hé théng mang so cép. Bén canh d6, viéc tim kiém
chinh xac cac "h6 phé" 1a mot thach thire déi voi hé théng mang thua cap khi

ma mdi trudong truyén thong 1a ngau nhién va thuong xuyén thay déi.



10

Mo hinh truy cip dang chong (Overlay Paradigm): Trong mo hinh nay,
cac thiét bi SU va PU hoat dong dong thoi trén cting dai tin vdi gid dinh rang
hai hé thong nay c6 thé trao d6i thong tin va két hgp 1an nhau dé loai bo hodc
tranh can nhiéu gitta hai hé théng bang nhiing ky thuat xt ly tin hiéu phic
tap. Bén canh do, céc thiét bi SU con c¢6 thé tham gia hd trg cac thiét bi PU
trong qua trinh truyén cac ban tin. Nhu trong cac tai liéu [20,78] da gidi thiéu
cac giai phap ky thuat trong d6 cac thiét bi SU khi hoat dong c6 thé giup PU
cai thién hiéu nang truyén théng dudi dang chuyén tiép. Hién tai, m6 hinh
nay dang dugc nghién cttu do tinh phtc tap trong viéc x1t ly tin hiéu va hop

tac truyén thong gitra hai loai mang so cap va thi cap.

at

ongsua

[ ]Viing thiét biso cap dang st dung.
Ving thiét bjthir cAp dang sir dung.

m /\ Ngu®ng nhiéu

Tan s6

~

C

Hinh 1.5: Vi dy vé mé hinh truy cip dang nén

Mo hinh truy cip dang nén (Underlay Paradigm): G m6 hinh truy cap
dang nén hay con duoc goi la truy cap dudi ngudng nhiéu, cac PU va SU
hoat dong dong thdai trén cing mot dai tan s véi diéu kién 1a can nhiéu tur
SU khong dugc vi pham cac diéu kién dit ra tir PU [17,98,99]. Hay néi cach
khdc, qua trinh truyen thong ctia SU hoat dong dong thoi cung voi PU trén
cting mot dai tan s6 nhung phai ddm bao cac diéu kién nhat dinh dé khong
lam &anh hudng dén chat lugng dich vu ctia cac PU. Hinh 1.5 minh hoa mé
hinh truy cap dudi ngudng nhiéu, trong do ta c6 thé thay cong suat truyén
clia mang thi cap phai gitt dudi mot ngudng nhiéu cho trude duge dua ra
bdi mang so cAp. Vi cac rang budc nhu trén, nhuge diém ctia mé hinh nay la
tdc do va pham vi truyén thong ctia mang thu cap bi gidi han. Mat khéc, cac
thiét bi SU can phai phan tich dugc thong tin trang thai kénh truyén ctia kénh

truyen can nhiéu tif mang thit cdp dén so cap. Tuy nhién trong thuc té, thong
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tin trang thai kénh nhan duoc c6 thé khong hoan hao dan dén céc thiét bi SU
6 thé khong ddm bao cdc mirc can nhiéu theo quy dinh tai PU. Dé cai thién
hiéu ndng hoat dong ctia mang, cac thiét bi SU c6 thé st dung nhiéu céc giai

phap nhu ky thuat trai phd tién tién, MIMO, truyén thong hop tac, .v.v.

1.2.2 Mang v6 tuyén nhan thirc két hop ky thuat thu hoach ning
luong vé tuyén

P-Tx P-Rx
| Tramgoc |

I Q ,O
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| [May phat FMAM | | : >
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| RF chuyén dung | : /,’ M

| Radar | ...... pé >

E Ve tinh |

| = | : S-Tx S-Rx
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Hinh 1.6: M6 hinh téng qudt mang CRN vdi kij thugt thu hoach ning ligng v6 tuyén

Trong mot s6 md hinh mang khong day, chang han nhu mang cam bién.
Nang luong 1a mot yéu td quan trong gidn han hiéu suat hoat dong ctia mang.
Viéc kéo dai thoi gian hoat dong ctia cdc mang nay la mot van dé thach thic
16n & nhiéu trudng hop trién khai trong thuc té do viéc thay thé hoac nap
nang lugng cho cac nit mang nay la khé khan hodc vo cung tén kém. Gan
day, thu hoach nang lugng tir cic nguon xung quanh, vi du nhu nang lugng
mat troi va gio, da dugce coi 1a mot cong nghé déy hita hen c6 thé giup khac
phuc nhitng han ché vé nang lugng cia mang khong day. Trong d6, thu hoach
nang lugng tan sb vo tuyén (RFEH) 1a mot gidi phap dac biét thi vi do cac dac
tinh linh hoat va bén ving ctia né trong cac khu vuc noi cac may phat khong
day duogc trién khai day dac va tin hiéu RF cta ching luén c6 san [52]. Véi
nhitng tién bo phat trién ctia cong nghé vi dién tl, vat liéu va cac ky thuat

truyen thong khong day hién nay da lam cho ky thuat RFEH trd thanh mot
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giai phap ky thuat kha thi va thu hut duge rat nhiéu sy cha y trong thoi
gian gan day [23,62]. Nhitng nguon nay cé thé cung cip dt ning lugng cho
cdc mang cdm bién khong day c6 nhu cau nang lugng cho cac nuit cdm bién
d muc thép [81]. D6i véi cac mang doi hoi nhiéu nang lugng hon, cac ky
thuat truyén nang lugng khong day phuc tap ciing da dugc nghién ciru thiét
ké [22,100,103].

Su két hgp ctia m6 hinh mang CRN va ky thuat RFEH c6 thé mang lai lgi
thé 16n cho cac mang truyén thong khong day va da nhan dugce nhat nhiéu
su quan tdm nghién ctru trong thoi gian gan day [66, 67, 93]. Khi thu hoach
nang lugng dugc nghién ciru trong cac mang CRN. Ngoai cac tin hiéu RF tu
cdc nguodn phat khéc, cac tin hiéu RF duoc tao bdi may phat P-Tx cia mang
sd cAp, theo truyén thong dugc coi la c6 hai dbi véi nguoi dung SU, thay vao
d6 c6 thé duge chuyén déi thanh nang lugng hitu ich cho truyén thong cua
mang thit cap. Theo d6, SU c6 thé str dung ca phd tan s6 duge cap phép va
nang luong cua PU [7,28,40,57,71,92].

1.3 Tong quan tinh hinh nghién ciu

Dic diém chung trong truyén thong bao mat thong qua hé thong mang
khong day 1a do tinh chat quang ba md ty nhién ciing vdi cac hiéu ting fading
trong moi truong kénh truyén khong day, da lam phat sinh nhiéu thach thic
va yéu cau nghién ctru nham cai thién an ninh cho truyén théng. Tir cong
trinh nhién ctru vé bdo mat dua trén ly thuyét thong tin cia Shannon va kénh
wiretap cuia Wyner, Céc nd luc nghién citu dang ké da tap chung cho viéc
phat trién cac ky thuat bao mat 16p vat ly khac nhau va c6 thé phan loai thanh
mot s6 hudng nghién ctiru chinh sau: Ky thuat ma héa va xi ly tin hiéu; Ky
thuat tao khoa bao mat murc vat ly, ky thuat da ang-ten va ky thuat hop tac
chuyén tiép.

Ky thuat ma hoa va xtr ky tin hiéu thuong dugc thiét ké dé thuc hién lién
lac bao mat va tin cay b?mg cach thém du phong vao du liéu dugc truyén di
dé cho phép thiét bi thu c6 thé phat hién va stra 16i, dong thdi thém tinh ngau
nhién dé ngan can EAV [49]. M6t s6 phuong phap ma héa nhu ma Polar hoac
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ma LDPC da duoc dé xuat dé dat dugc kha nang bao mat [38,54, 85]. Cac ky
thuat ma hoéa nay thuong yéu cau CSI tir cac kénh truyén. Vi CSI hoan hao,
ma hoa kénh c¢6 thé c6 duge dau vao toi wu dé tinh toan kha nang bao mat.
Tuy nhién, diéu nay la thach thic 16n trong méi truong kénh truyen fading
va lam cho viéc t6i vu va tinh toan kha nang bao mat la rat kho khan.

Mot ky thuat phé bién duge khai thac st dung dé tang cuong kha nang
bao mat truyén thong trong mang khong day 1a ky thuat da ang-ten [36,37,43,
107]. Tu tudng chinh trong nghién ctru bao mat véi da dng-ten la lam tang su
chénh 1énh cudng do tin hiéu gitta may thu hgp phép va thiét bi nghe trom.
Mot luge d6 don gian trong d6 cac user (mdy phat, may thu va thiét bi nghe
trom) déu duoc trang bi mot ang-ten don, so dod truyén thong nay dugc goi la
SISOSE dugc gidi thiéu trong [21]. Kich ban thit hai dugc khao sat la khi may
phat dugc trang bi mot ang-ten don trong khi may thu duoc trang bi da ang-
ten. Kich ban nay dugc goi la SIMOME [65]. Truong hgp thit ba lién quan dén
viéc st dung da dng-ten tai mdy phét va mot ang-ten don tai may thu. Truong
hop nay duge goi la MISOME [59, 89]. Va mét kinh ban cudi ciing trong ky
thuat da ang-ten 1a MIMO dugc st dung rong rai trong nhiéu mang khong
day [106]. Nhu chiing ta biét, bdo mat 16p vat ly dugc dic trung béi toc do bao
mat dat dugc, dung lugng bao mat kénh dugc dinh nghia la toc do truyén tin
toi da gitta cdc nguoi dung hgp phap ma ké nghe trom khong thé thu nhan
dugce bat ky thong tin gi. Mot s6 cong trinh nghién ctru da tap chung vao dac
trung nay bang cach sit dung mot s6 d6 do hiéu sut nhu xac suat ding bao
mat, dung lugng bdo mat kénh, xac suat dung luong bado mat khac khong,
dung luong bdo mat Ergodic khao sat cho cac dang phan bd fading phd bién
nhu Rayleigh, Rice, Nakagami-m, log-normal [45,47,72,83,105]. Hon ntta, mot
s6 nha nghién ctru da chi ra rang st dung ky thuat lya chon dng-ten c6 thé
nang cao hiéu sudt bdo mat ctia truyén thong khong day [2]. Trong mot hé
théng ma mady phat c6 da ang-ten, ky thuat lya chon ang-ten c6 thé duge su
dung dé khai thac sy bién ddi bat thuong cta kénh fading quanh cac ang-ten.
Hiéu qua cta ky thuat lya chon ang-ten phat dén kha nang bao mat ctia hé
théng MISO dugc xem xét trong [24,37,106], trong do xac suat dirng bao mat

dugc sit dung dé danh gid hiéu suat bdo mat va né cho thay rang ky thuat
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lya chon ang-ten c6 thé cai thién dang ké kha nang bao mat 16p vat ly ctia hé
thong.

Bén canh do, mét giai phap khac cting dugc sit dung rong rai trong linh
vyc bdo mat 16p vat ly dé nang cao hiéu suat bao mat cho truyén thong khong
day 1a ky thuat hop tac chuyén tiép [14, 69, 109]. Trong [109], céc tac gia da
nghién ctru hiéu suat bdo mat ctia hé thong hop tac st dung hai giao thic
chuyén tiép AF va DF va da cho thay rang viéc st dung cac ky thuat chuyén
tiép hop tac c6 kha nang cai thién an ninh hé thong chéng lai tin cong nghe
trom. Ngoai ra, cac tac gia trong [14] da nghién cttu bdo mat 16p vat ly trong
cdc mang chuyén tiép MIMO va cho thdy kha nang bao mat cai thién dang
ké bang cach st dung chuyén tiép MIMO. Mot cach tiép can khac trong st
dung ky thuat hgp tac chuyén tiép nham cai thién bao mat muc vat ly la tao
nhiéu nhan tao dé chti dong tan cong va lam gidm dung lugng kénh cta kénh
wiretap. DPa c6 nhiéu céng trinh nghién ctitu trong d6 thiét bi thu phat hop
phap chti dong tao ra can nhiéu nhan tao dé bao vé thong tin [10,11,39,46, 88,
102]. Cu thé, trong [11] va [102] dé xuat gidi phap t6i uu cho nut chuyén tiép
hop tac gy can nhiéu dé t6i da toc dd bao mat di liéu. Trong [39], Krikidis
et. al. dé xut viéc lua chon kha ning cho hai nit chuyén tiép trong dé6 mot
nut chuyén tiép dugc sit dung dé chuyén tiép tin hiéu tir nguodn, va ntt con
lai dugc st dung cho chién luge hop tac gay can nhiéu. Hodc trong [88], cac
tac gia da xem xét cac mirc do CSI ctia kénh truyén dé khao sat xac suat dirng
bdo mat ctia hé thong bang cach st dung ky thuat hgp tac gdy can nhiéu.

Nhu da trinh bay & phan trudc, mang CRN 1a mot mo hinh mang nhiéu
tiém nang dé khac phuc dugc cac thach thitc va han ché ctia cdc mang khong
day thé hé méi. Tuy nhién, v6i dic diém ctia mang CRN dan dén kha nang
cac PU va SU c6 thé sé bi dat vao ri ro khi gdp phai cac ké tAn cong tir bén
trong hodc ngoai mang khi chiing gid mao thiét bi cdm bién [15,82,111]. Hon
nita, ké tan cong c6 thé lam dung kha nang thich nghi cia CRN dé gay ra cac
tac dong tiéu cuc toi moéi truong vo tuyén, vi du nhu bang cach tao can nhiéu,
c6 thé 1am gidm hiéu suat hoac tiét 16 bi mat ctia thong tin lién lac, tham chi c6
thé gay ra cac sy c6 cho céc hoat dong cua nguoi dung hop phap. Do do, viéc

gidi quyét cac van dé an toan tir moi khia canh ctia kién tric mang trd thanh
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mot trong nhirng van dé kho khan nhat véi mang CRN [1,111]. Cac nghién
citu téng quét nhat vé hiéu nang bado mat cho mang CRN da dugc cong bd
trong nhiéu tai liéu nhu [1,13,31,41,50, 61,84,94,97]. Cu thé hon, hinh thtc
tan cong gid 1ap nguoi dung chinh (PUE) da dugc khao sat trong [1] va cac
tac gia da dé xuat mot gidi phap dé gidm tin cong PUE trong mang CRN hoat
dong trong bang tan TV ky thuat s6 (DTV). Cach tiép can nay c6 hiéu qua c6
thé gidm thiéu cac cudc tin cong PUE véi viée b6 sung mot chip AES plugin
vao phan ctiing hé thong. Khai niém xac suat dirng bao mat da dugc khao sat
cho céc SU trong tac dong dnh hudng ctia kénh fading ¢6 phan b6 Nakagami-
m trong cac tai liéu [41,61,84]. Trong [84], ngoai khai niém xac suat dirng bao
mat, cac tac gia khao sat khai niém xac suat dung lugng bao mat khac 0 cho
hé théng véi cac SU, EAV st dung dng-ten don. Cac khao sat hiéu suét bao
mat hé thong cho céc truong hop khac nhau cta SU, EAV st dung da ang-
ten duoc dé cap trong [41, 61]. Mat khac, cac nghién ciru hiéu suat bao mat
hé thong mang CRN trong anh hudng kénh truyén Rayleigh fading cting da
dugc dé cap trong [31,50]. Trong cong trinh nghién ctru [63], khai niém dung
lugng bao mat ergodic trong mang CRN dudi tac dong cua cac kénh fading
nhanh da dugc st dung phan tich hiéu suat bdo mat hé thong. Gan day, cac
giao thuc truyén thong va ky thuat xi Iy tin hiéu da dugc nghién ctru va ting
dung dé nang cao hiéu suat bao mat ctia mang CRN, dugc trinh bay trong
cac tai liéu [5, 64,73, 96, 111]. Trong [73], mot lugc do lua chon nut chuyén
tiép t0i wu dé giam thifu xéac suat dirng bao mat cia mang vo tuyén hgp tac
nhan thic (CCRN) da dugc nghién ctiru dé ho tro SU va t6i da hoa toc dd bao
mat c6 thé dat dugc ma khong lam gian doan PU. Céc chién lugc lya chon
chuyén tiép khac nhau dé tang cuong truyén thong bao mat trong cadc mang
DF CRN da duoc khao sat. Cac tac gia da dé xuat mot cap nut chuyén tiép dé
bao vé thong tin chdng nghe trom, trong dé6 mot nit chuyén tiép dugc chon
trudc tién dé€ truyén thong tin bdo mat dén dich, trong khi nit con lai dugce
st dung nhu mot thiét bi gay nhiéu hgp tac dé phat tin hiéu nhiéu nhan tao
dén EAV [48]. O tai liéu [25], mot phan tich hiéu suat vé dung lugng bao mat
kénh trung binh v§i mang CCRN c6 nhiéu nut chuyén tiép st dung ky thuat

Reactive-DF da dugc nghién ctru va két qua thu duge cho thay rang viéc st
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dung cac nit chuyén tiép c6 thé nang cao hiéu suat bdo mat. Ngoai ra, cac ky
thuat nhu da ang-ten, bemforming va gay can nhiéu hop tac cho mang CRN
da dugc tan dung cho linh vuc nghién ctru nay da dugc trinh bay trong cac tai
liéu [5,60,64,77]. Trong cac thao luan vé bao mat cho nhiéu ngudi dung trong
mang CRN, mot chién luge 1ap ké hoach dé tang cudng bao mat cho truyén
thong da duoc dé xuét trong [96]. J cac cong trinh nghién ctru [95] va [80],
cac chién luge két hop ly thuyét tro choi da dugc ap dung dé khao sat bao
mat cho mot kich ban trong mang CRN. Chién lugc phan b6 bang thong va
cac chinh sach phan bd cong suat da dugc deé xuat dé taing cuong kha nang
bdo mat truyén thong ctia PU. Trong [51], cac tac gia da nghién ctru tac dong
truyen thong ctia mang thi cap dén tinh bdo mat ctia mang so cap. Két qua
cho théy su an toan ctia mang so cAp con phu thudc rat nhiéu vao diéu kién
kénh truyen ctia may phat SU dén thiét bi EAV va chinh sach vé cong suat
truyén tin cta S-Tx. Mat khac, viéc ap dung cong nghé thu hoach nang luong
v0 tuyén trong mang CRN dé tan dung cac dac diém thuan lgi ciia mo6 hinh
mang nay ciing dan dén ting kha ning bi tan cong bdi cac 16 hdng an ninh
tiém &n, viéc st dung ngudn cung cap tir nguon nang lugng c6 thong tin cao
dan dén kha ning ro ri thong tin nghiém trong. D€ khac phuc cac van dé bao
mat trong chu deé nay, mot sO cac cong trinh nghién ciru nhu [29,34,70,79] da
tap trung vao cac giai phap & 16p vat ly dé€ giam nguy co bi nghe trom hodc
gay nhiéu. Trong [70], cac tac gid xem xét mot mo hinh hé thong trong d6 mot
thiét bi gay nhiéu hgp tac thu nang lugng tir RF cia mdy phat thit cap (S-Tx)
va sau d6 tao ra cac tin hiéu gay nhiéu dé bao vé chong lai EAV. Cac biéu thirc
xap xi ctia xac suat dirng va xac suat chan cho cac kénh fading c6 phan b
Nakagami-m da dugc tinh toan dé€ phan tich hiéu suat hé théng. Trong [79],
mang CRN trong d6 nhiéu thiét bi thu nang lugng c6 thé dong vai tro 1a EAV
tiém an da dugc nghién ciru trong moi truong fading tam hep va pathloss,
biéu thirc tudng minh cho xac suat dirng bao mat dugce tinh toan dé phan tich
hé théng. Ngoai ra, [29] khdo sat mot mang CRN trong d6 SU thu nang luong
tr ngudn nang luong khong day va sau d6 sit dung n6 dé truyén di liéu trén
kénh nhan réi dugc cip phép cho PU. Tuy nhién, hiéu suét ctia SU trong CRN

nay c6 thé bi suy gidm rat nhanh do cac cudc tan cong gay nhiéu bdi ngudi
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dung bat hgp phép cling sit dung nguon nang lugng nay dé thuc hién tan
cong. D& khac phuc nhiing van dé nay, cac thuat toan hoc da dugc dé xuat dé
gidm cac tac dong tiéu cyc tir nhitng ké gay nhiéu khong mong muén.

Trong cac cong trinh nghién ctru dugce dé cap & trén, méc du van dé phan
tich hiéu suat cho bao mat 16p vat ly cho mang khong day, dac biét 1a mo hinh
mang CRN da co nhiéu thanh tuu [5,25,48,60,97,112]. Tuy nhién,viéc xem xét
anh tac dong ctia kénh P-Tx—P-Rx dén hiéu suat bado mat con chua dugc xem
xét. Mt khac, cling chua c6 nhiéu tai liéu nghién ctru phan tich hiéu suét vé
truyen thong tin cdy va bdo mat. Do dé, trong chuong 2, nhém nghién ctitu
thuc hién danh gia hiéu suat truyén thong tin cdy va bdo mat cho mo hinh
mang SIMO CRN vdi su hién dién ctia EAV nghe trém thong tin tir cac truyén
thong cua SU.

Tiép theo, mac du da c6 kha nhiéu két qua thua vi da dugc cong bb cho
van dé an toan truyén thong trong CRN két hop ky thuat thu hoach nang
luong vo tuyén. Tuy nhién, viéc st dung tin hiéu can nhiéu tir nhiéu PU dé
thu nang lugng, gidm anh hudng ctia EAV va dong thoi ting cuong do tin
cdy cua truyén thong dbi véi CRN con chua duge dé cap dén. Do do, trong
chuong 3, nhém nghién ctru thyc hién nghién citu mo6 hinh mang CRN két
hop ky thuat thu hoach nang lugng dé khong chi ting cuong hiéu qua pho
tan s6 va st dung nang lugng xanh, ma con ddm bao mot rang budc bao mat
nhéat dinh cho SU.
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Chuong 2

PANH GIA HIEU SUAT HOAT PONG
CUA TRUYEN THONG BAO MAT VA TIN CAY
TRONG MANG VO TUYEN NHAN THUC

2.1 M5 hinh hé théng

Trong ndi dung nay, nhom nghién ctru sé xem xét mot mo hinh hé thong
mang nhu trong hinh 2.1, trong d6 c6 ba loai nguoi dung trong cung moét
khong gian hoat dong ctaa hé théng, duogc goi la SU, PU va EAV. PU cho phép
SU tai stt dung phd tan s6 dugc cAp phép ctia n6 véi diéu kién SU khong gay
can nhiéu c6 hai cho PU. Mit khac, mot thiét bi EAV mudn nghe trdm thong
tin lién lac trong truyén thong ctia SU trén kénh wiretap. Trén thuc té, EAV ¢
thé nghe trom thong tin lién lac ctia ca S-Tx va P-Tx, nhung trong mo hinh hé
thong nay, thiét bi EAV mubn loi dung anh hudng ctia can nhiéu tir P-Tx dé
khai thac su trao d6i thong tin tir SU. O day, chiing t6i gia dinh rang S-Tx va
P-Tx dugc trang bi mét ang-ten don trong khi S-Rx, P-Rx va EAV ¢6 Ns, N, va
N, &ng-ten. M6 hinh hé thong nay dugc coi la mot thé hién ciia moét kich ban
trong thuc té trong d6 P-Tx va S-Tx c6 thé 1a ngudi dung di dong va P-Rx va
S-Rx 1a cac tram gbc hodc cac diém truy cap. Luu y rang PU c6 thé truyén tin
vOi muc cong suat tty chon dé dam béo lién lac ma khong can quan tam dén
su ton tai ciia SU. Mt khac, SU can phai gitt mitc anh hudng can nhiéu dén
PU dudi mot nguong xac dinh trude. Do do, SU can biét duoc do loi trung
binh ctia kénh truyén thong P-Rx — P-Rx (khong phai 1a do lgi kénh tic thoi)
dé diéu chinh cong suat phat ctia né. Trén thuc té, dé thu nhan cac gid tri cta

cac tham s kénh truyén, SU va PU c6 thé cong tac bang cach st dung mot
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dich vu cuc bo ma PU va SU c6 thé trao d6i vdi nhau vé cac tham sé kénh
truyén nhu khoang cach truyén, do lgi ang-ten, v.v., [3,108]. Hon ntta, S-Tx
va P-Tx dugc gia dinh 1a c6 day da thong tin CSI ctia cac kénh truyén thong
S-Tx—S-Rx va P-Tx—PRx. Diéu nay 1a hop ly do trong thuc té ca SU va PU
déu nam trong ciing mot hé thong va nén thudng c6 cac kénh hoi dap chuyén
dung riéng. Ngoai ra, d6 loi kénh ctia kénh nghe trom S-Tx—EAV ¢6 thé c6
duogc theo [12,53,105].

P-Tx

@ Eavesdropper — = Eavesdropper link

O Secondary user - — = Interference link

O Primary user S-Tx ——  Communication link

Hinh 2.1: M6 hinh CRN trong do ton tai EAV nghe trom thong tin ciia S-Tx.

Thém nita, tt cd cdc kénh trong hé thdong phu thudc vao kénh truyén
fading c6 phan bd Rayleigh va do 1gi ctia cac kénh la cac bién ngau nhién
doc 1ap dugc phan phoi theo ham phan bd mi. Theo d6, ham mat do xac suat
(PDF) va ham phan bd xac suat tich Ity (CDF) ciia cac bién ngdu nhién (RV)

c6 ham phan b6 ma duoc biéu dién, twong ing nhu sau

ful) = - exp (—Q—X) @)
Fx(x) =1—exp (_QLX) (2.2)

trong do6 bién RV X tham chiéu dén do loi kénh, va Qx = E[X] 1a d6 lgi
kénh trung binh. Cu thé hon, cac do loi kénh truyén thong S-Tx—S5-Rx, va
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P-Tx—P-Rx lan luogt dugc ky hiéu 1a g, hy,. DO 1gi cia cac kénh can nhiéu,
S-Tx—P-Rx, P-Tx—5-Rx, va P-Tx—EAV dugc ky hiéu tuong ung la ¢, Bn,
va o;. Do 1i kénh ctia kénh nghe trom duge biéu dién la «;. O day, m, n, va
t(me{l,...,Np},n e {1,...,Ne},vat € {1,...,Ns}) biéu dién chi sb cac
ang-ten cua S-Rx, EAV, va P-Rx. Trong phﬁn tiép theo, P-Rx, S-Rx va EAV duoc
gia st st dung ky thuat SC dé xt ly tin hiéu nhan dugc, tic 1a ang-ten co ty
s0 SINR cao nhét sé dugc stt dung dé xtt ly cac thong diép nhan duge. Trong
thuc té 1a SU va PU ciing chia sé chung mét dai phd va do dé chuing c6 thé gay
nhiéu 14n nhau trong qud trinh phat tin hiéu truyén. Theo dinh ly Shannon,
dung lugng kénh ctia PU chiu anh hudng can nhiéu tir SU ¢6 thé dugc biéu

dién nhu sau
Cp = Blog,(1+7p) (2.3)

trong do <y, la SINR cta PU dugc dinh nghia la

Eyltm } (2.4)

= max -
Tr me{1,2,..,Np} {Ps(Pm + Np

trong do P, va P; la cong suét truyén cua P-Tx va S-Tx. ki hiéu Ny la cong
suat nhiéu nén duoc dinh nghia bdi Ny = BNj; B va N 1a bang thong cta hé
théng va ham mat do phd cong suét ciia nhiéu nhiét. Vi cac SU truyén thong
v6i nhau bang cach tdi stt dung lai bang tan cta PU, béi vay S-Rx chiu tac
dong can nhiéu tir P-Tx, va do d6 dung lugng kénh ctia SU phu thudc vao anh
hudng can nhiéu tir P-Tx va dugc trinh bay bdi cong thirc sau

trong do
Pgi
_ g 2.6
Vs te{{g,a.st} { Pp,Bt + Np } (2.6)

Can luu y rang theo gid thuyét ctia mo hinh, thiét bi EAV nghe dugc thong
tin SU, nhung né ctng bi tic dong can nhiéu do P-Tx gay ra. Theo d6, dung
lugng kénh cta EAV dugc dua ra la

Ce = Blog,(1+ 7.) (2.7)
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trong d6 SINR tai EAV dugc biéu dién nhu sau

P,ay,
= max S —— 2.8
Te ne{12,...N} { P,pn + No } 29

2.1.1 D6 do hiéu suat cho truyén théng ctia mang thi cap

Trong hé théng dang khao sat, cong suat truyén tin cta SU phai chiu cac
diéu kién ranh budc vé an toan va can nhiéu tir PU. Do d6, SU can c¢6 mot
chinh sach phan bd cong suat hgp ly khong chi dap tng duge cac diéu kién
trén ma con c6 thé dat dugc hiéu suat hoat dong phit hgp dé dam bao truyén
thong ctia né. Chiing ta gia thuyét rang ma code Wyner wiretap [90] duoc st
dung trong truyén thong ctia SU. Va do d6 ton tai mot toc do duong, Ry > 0
dugc duy tri d€ cung cap truyen thong bao mat cho cac SU, nghién ctru nay

dugc trinh bay trong cac cong trinh khoa hoc [91,105] nhu sau
RO — RS - Re (2.9)

trong do Rs la toc do truyén tir ma, va R, toc do ctia thong tin bao mat cua SU
tai EAV.

Theo do, truyén thong ctia SU hoan toan bao mat la c6 thé dat dugc néu
dung luong kénh tai EAV nhé hon Ry, ticla C. < Rp. N6i theo cach khéc, su
kién mat kha ning bao mat ctia SU c6 thé say ra khi C, > Ry, va vi vay xac

suat dirng bdo mat cta SU dugc hinh thanh tir diéu kién sau
Osec — Pr{Ce > RO} (210)

Hon nita, do tinh chat ngiu nhién ctia cac kénh truyén khong day va can nhiéu
dugc gay ra bai SU, truyén thong tin cay ctia PU ¢6 thé khong dat dugc néu
toc do truyén tir ma ctia PU 16n hon dung lugng kénh truyen, tiucla Ry, > Cp.

Co nghia r?mg su kién dung truyén thong ctia PU dugc thé hién nhu sau
Op =Pr {Cp < Rp} (2.11)

trong d6 C, dugc dinh nghia bdi (2.3).
Nhu vay ré rang rang, truyén thong tin cay va bao mat ctia SU 6 thé thu

dugc néu va chi khi ca hai sy kién dirng bdo mat ctia SU va dirng truyén thong
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ctia SU trén déu khong xdy ra. Diéu nay c6 thé dugc dién giai thanh xac suat

truyén thong tin cdy va bado mat nhu sau
OSS - PI‘ {Cs > RSI Ce S RO} ; (2.12)

trong do Cs va C, dugc trinh bay trong (2.5) va (2.7), tuong ung.

2.1.2 Cac diéu kién ranh buéc cho cong suat truyén tin ciia mang
thi cap

Trong phan nay, chiing tdi 4p dung moét gid dinh thuong duge st dung
chung va phé bién trong cac cong trinh nghién ctru vé bdo mat muc vat ly
rang CSI ctia cac kénh truyén la c6 thé thu dugc, bao gdom ca véi kénh wiretap
S-Tx—EAV [113]. Diéu nay hoan toan kha thi khi thiét bi EAV hoat dong trong
viing mang va hanh vi ctia n6 c6 thé dugc theo doi bdi hé thong [4]. Trong
phan tiép theo, chiing t6i nghién cttu cac chinh sach phan b cong suat cho

SU tuong tng vdi bon dé xuat kich ban truyén thong khac nhau.

2.1.2.1 Kichban1(S;): S-Tx khong c6 CSI cua PU-Tx—PU-Rx va SU-Tx—EAV

Trong kinh ban nay, S-Tx truyén cac thong tin bio mat ciia né ma khong
biét c6 sy ton tai cta thiét bi nghe trdom. Ngoai ra, SU-Tx ciing khong thu
nhéan dugc thong tin vé CSI cta kénh truyén thong P-Tx—P-Rx. Do vay, S-Tx
chi diéu chinh cong suat phat tin hiéu cta né dya trén diéu kién rang budc
can nhiéu cta PU la

O; =Pr { max {PS(Pm} > ka} < (2.13)

me{12,..,Ny} | No

Trong d6 Qx la muc can nhiéu t6i da ma PU c6 thé chép nhan dugc. Nhu vay
c6 thé thay rang trong qua trinh truyén thong, S-Tx dugc phép c6 thé gay can
nhiéu tdi P-Rx véi mot muc gigi han cho phép. Tuy nhién, xac suat cia anh
hudng can nhiéu do S-Tx gay ra ddi vdi P-Rx phai duoc gitr dudi ngudng (&)
dugc xac dinh trudc dé khong 1am gian doan truyén thong cia PU. Két qua

la, cac diéu kién rang budc thiet lap cho cong suat phat tin hiéu ctua S-Tx can
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phai thda man hai diéu kién nhu sau

O;<¢ (2.14)
0 <P, <P~ (2.15)

trong d6 & la nguong dirng truyén thong dugc dua ra bgdi PU va PI"** cong

suat phét tin hiéu d6i da ctia S-Tx.

2.1.2.2 Kinh ban 2 (S;): S-Tx c¢6 CSI cua S-Tx—EAV nhung khong c6 CSI

cua P-Tx—P-Rx

Trong kich ban thit 2, S-Tx phat hién dugc su ton tai ctia thiét bi nghe trom
trong khu vuc hoat dong ctia n6. Tuy nhién, S-Tx khong c6 thong tin vé CSI
ctia kénh truyén thong P-Tx—P-Rx. Do d6, cong suat phat tin hiéu ctia S-Tx

can phai théa man ba dieu kién rang budc nhu sau

or<¢ (2.16)
Osec < € (2.17)
0 < P, < P"%, (2.18)

trong do € la nguong rang budc dimg bao mat ddi voi SU, con O va O da

dugc dinh nghia trong (2.10) va (2.13), tuong tng.

2.1.2.3 Kinh ban 3 (S3): S-Tx c6 CSI cua P-Tx—P-Rx nhung khong c6 CSI
cua S-Tx—EAV

Trong kinh ban thit 3, S-Tx c¢6 CSI ctia kénh truyén thong P-Tx—P-Rx. Tuy
nhién, n6 khong phat hién dugc sy ton tai ciia EAV. Do d6, cac diéu kién rang

budc cho S-Tx bao gom:
0O, <96 (2.19)
0 <P, <P"* (2.20)
trong d6 O, duoc dinh nghia trong (2.11), va 6 diéu kién rang budc dung

truyén thong ctia PU. No6i cach khéc, cong sudt truyén tin cta S-Tx can gitt

cho xdc suat ding ctia PU bén dudi mot muc rang budc cho trude.
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Trong kich ban cubi, S-Tx diéu chinh cong suat truyén tin hiéu cta n6 dé
khong bi tiét 10 thong tin cho EAV va dong thoi khong gay can nhiéu anh
hudng dén hoat dong ctia P-Rx. Vi vay, cong suét truyén cta S-Tx chiu ba

diéu kién rang budc nhu sau:

0, <0 (2.21)
Ogec < € (2.22)
0 < P, < prmex (2.23)

trong d6 O, va Os,c da duge dinh nghia trong (2.11) va (2.10).

2.2 Phén tich hiéu sut ciia hé thong

Trong phan nay, dau tién tac gia nghién ctru tim dugc chinh sach phan bo
cong suat truyén tin hiéu cda S-Tx, va sau d6 stt dung né dé tinh toan trong
méi truong fading, va hiéu suat dimng cta S-Tx. Trudc hét, chiing ta sé xem

xét mot tinh chat nhu sau.

Tinh chat 1. Cho a, b, va c la cdc hing sb duong. Cic bién ngdu nhién X; and Y; 1a
doc ldp va phian bo theo ham mii vdi cdc gid tri trung binh lan lugt Qx va Qy. Mot

bién ngdu nghién U duoc xdc dinh boi

u=

X.
max ( e ) (2.24)
ie{12,...N}Y \bY; +c

va co CDF va PDF, tuong 1ing duoc cho boi

N
1 uc
) = |1~ e (o)
_Nn (N (D) qu

o (Tl Il
q

fulu) =N q;) (1+ Au)i+2 * D(1+ Au)+l

(2.26)

< . bQY ~ 1 c
trong do A = 7% vi 5 = zy--
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Chitng minh. Ching minh chi tiét duoc trinh bay trong tai liéu [30, Lemma
1]. O
2.2.1 Chinh sach phan bo cong suat truyen tin

Dé dua ra dugc chinh sach phan bd cong suat cho S-Tx, chiing ta can tinh
toadn xac suat dirng bao mat ctia SU duoc dua ra trong (2.10), xac suat ding

ctia PU trong cong thic (2.11), va xéac suat dirng trong (2.13).

2.2.1.1 Céng sut truyén tin ctia S-Tx duéi nguong can nhiéu ctia PU

Tir (2.14), chung ta c6 thé tinh toan O] nhu sau

P,
O; =P S > <
! f{me{?,z’f%?iw{ N ka} <t

1—Pr{ max {om} < QppkNO} <

me{1,2,...Np}

N,
:1—{1—exp (—%’7"2}0)} "< (2.27)
ol

Sau mot s6 budc tinh toan toan hoc, ta c6 thé két luan réng cOng suat truyén

tin ciia S-Tx can phai théa man diéu kién rang budc dudi day

kaNO 1 -1
b, < log, ——— 2.2
<y (s =) (229

2.2.1.2 Cong suat truyen tin ctia S-Tx dudi diéu kién rang budc dirng bao

mat

O day, ching t6i gia st ring thiét bi EAV ¢6 thé ¢6 bd loc nhiéu méi truong
tién tién va EAV chi bi anh hudng bdi can nhiéu tir cong suat phat tin hiéu cia
P-Tx. N6i mot cach khéc, chung ta xem xét truong hop xau nhat khi nhiéu moi
truong dugc loai bd mot cach dang ké va anh hudng can nhiéu tir cong suat
truyén tin ctia PU cao hon rat nhiéu 1an so véi nhiéu moi truong. Do do, SINR

ctia EAV dugc trinh bay trong (2.8) ¢ thé dugc viét lai 1a

PSOCn Psan
= max — max 2.29
Te ne{12,..No} { P,pn + No } ne{1,2,..,N.} {Pppn } (2.29)
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Theo do6, chiing ta c6 thé thu duge xac suat dirng bado mat ctia SU nhu sau

@) —1—Pr{ max {a_n}<& }<e (2.30)
e ne{12,...N;} | Pn P i '

R p P
trong do f, = 27 — 1. Theo ly thuyet thong ké, chung ta c6 duoc xac suat

dirng bao mat nhu sau

Ogec =1 — /Pr{txn < %hX}fpn( )dx

N,
1
—1-|1--" | <e (2.31)
PPQP e _|_1
P.0y Vih

Sau mot s6 tinh toan toan hoc, ching ta thu dugc cong suat truyen tin toi da

clia S-Tx dudi diéu kién rang budc vé dung lugng bdo mat kénh ctia né nhu

sau
P,Opk 1
p.o< P°F fh( —1) 2.32
S — le Ne/—1—€ ( )

2.2.1.3 Céng suat truyén tin ctia S-Tx duéi diéu kién xac suat dirng caa PU

Tix (2.11), chuing ta c6 thé tinh toan xac suat dirng cia PU nhu sau

0, =Pr ma { Byftm } <~P L <o (2.33)
— X _— .
P me{12,-,Ny} | Ps@m +No J — T (=

R - 2
trong do 'yfh — 2% —1.5u dung su ho trg tur (2.25) trong tinh chat 1 cho (2.33)
béng cach thiét 1ap cac gid tria = P, b= P, c= Ny Qx =y, Oy = Qyp, va
U= ’yfh, ching ta thu dugec mét biéu thirc tudng minh cho xac suat dimng cua
PU la

Np

1 Y hNO
0, = 1—exp< f ) <0 (2.34)
POy p —
Poeph 1\ RO

Sau mot s6 phép bién ddi toan hoc, ching ta c6 dugc cong suat truyeén tin
t0i da cia SU-Tx nhu sau
P Qh
T Qe

(2.35)

S
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trong d6 E dugc dinh nghia la

1 PN
Emax{O,l— : [%h 0] 1} (2.36)

2.2.1.4 Chinh sach phan bé cong suat cho cac kich ban

Nhu vay, chiing ta da c6 thé thu dugc cac chinh sach phan b6 cong suat

truyén tin cho bén kich ban nhu sau:

e Dau tién, chinh sach phan bd cong suat cho kich ban S; nhan dugc bang
cach két hop (2.15) vdi (2.28) 1a

.| QurNo 1 -1
_ 1 max 37
Ps, = min { a, ( 8. TN/ C) , P! (2.37)

e Thit hai, ching ta thu dugc chinh sach phan bé cong suat cho kich ban
Sy béng cach két hgp (2.18), (2.28), v6i (2.32) nhu sau

N, -1 p Q¢
Ps, = min QpiNo (loge —Nl > s Gl ( = LI 1) P
Qg 1-%1-¢ O vV1—e¢€
(2.38)

e Thit ba, cong sudt truyén tin cta S-Tx cho kinh ban S3 dat dugc bang
viéc két hop (2.20) véi (2.35). Ta c6

: PPQh = pmax
Ps, =min § ———&, P (2.39)
Tin* e
trong do E dugc dinh nghia trong (2.36) la
- 1 ')’thO
H=max<{0,———exp | — —1 2.40
{ 1-— N 0 P l Pth ( )

e Cudi cling, cong suat truyén ctia S-Tx cho kinh ban S dugc thanh lap

béng viéc két hgp cac cong thuc (2.20), (2.35) vai (2.32) nhu sau

P,QO) ’)/e 1 P Qh
Pe — min p= P Ith ( . 1) , p 5, pmax 241
5 { 0. \Wi—e ), 24

Theo d6, thuat toan phan b cong suat tuong ting véi bon kich ban néi

trén duoc trinh bay trong Algorithm 1 dudi day.



28

Algorithm 1 Thuat toan cho chinh sach phan b6 cong suat.

1: function PAP()

2:

3:

4.

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:

20:

21:

22:

23:

then

then

INITIALIZE(); > Khdi tao cac tham s hé thong
E = max< 0, — }\"f/@ exp —rlyj’zhg: - 1};
/* Scenario Sy */
if S-Tx c6 CSI cuaa ca P-Tx—P-Rx va S-Tx—EAV then
Ps = min { g (el —1) i,i—(&: P;W};
return Pg;
end if
/* Scenario S3 */
if  S-Txco CSI cua P-Tx—P-Rx nhung khong cé CSI cua S-Tx—EAV
Ps = min { fig’; g, P;W} ;
return Pg;
end if
/* Scenario S, */
if  S-Txc6 CSI ctia S-Tx—EAV nhung khong c6 CSI ctia P-Tx—P-Rx
{52 o o) ()
return Pg;
end if
/* Scenario 57 */
if S-Tx khong c6 CSI ctua cd P-Tx—P-Rx va S-Tx—EAV then
Ps = min { Qg{;\]o (loge Wq) - , Psm“x} ;
return Pg;
end if

24: end function
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2.2.2 Xac suat truyén thong tin cay va bao mat

Nhu da trinh bay § trén, xac suat truyén thong tin cay va bao mat dugc
dinh nghia la xac sudt ma SU-Tx c6 thé truyén thong hiéu qua véi SU-Rx ma
khong bi 10 thong tin d6i véi EAV dong thai khong lam dnh hudng dén hiéu
suat hoat dong ctia PU. Vi cac chinh sach phan b6 cong suat thu duge va cac
kénh truyén 1a doc 1ap vdi nhau, chung ta c6 thé viét lai xdc suat truyén thong

tin cdy va bdo mat trong (2.12) bang

Oss = Pr{Cs > Rs} Pr{C, < Ry}
= (1—05)(1 — Osec) (2.42)

trong d6 Os va Og,. ¢6 dugc bﬁng cach str dung ho trg cda tinh chat 1, do dé

(N (=Y i
o= % (V) e (5) .
L NG\ (—1)
Osec =1 — R S 2.44
L s e

. Rs P,Q P,Q N
trong d6 73, = 27 — 1, As = i, Ae = Fpand - = k-

Cubi cung, mot biéu thuc tuong minh ctia mot xac suat truyén thong tin
cay va bdo mat dat dugc bang cach thay thé (2.43) va (2.44) vao trong (2.42),
trong do P € {7351,7352,7753,7354} la tap cac chinh sach phan bd cong suat

truyén tin ctia SU.

2.3 MBo phong hé thong

Trong phan nay, tac gia trinh bay cac s6 liéu thir nghiém mé phong dé
déanh gid cac chinh sach phan bd cong sut va SRCP cho m6 hinh dang khéo
sat. D€ hiéu ro hon, chiing t6i thyc hién so sanh gitta kich ban S1 va kich ban
S2, kich ban S3 va kich ban S4. Trong két qua mo phdng nay, ching toi gia
dinh rang S-Tx, S-Rx, P-Rx, EAV, and P-Tx dugc 1an lugt dit tai cac vi tri (0,0),
(—=1,2),(0.5,1), (0,2.5), va (0,2) trén mat phéng 2D. Céc tham sb cai dat dudi
day trong cac s6 liéu thir nghiém da dugc dung tuong tu va phd bién trong

rat nhiéu cac nghién citu & linh vic nay nhu [16,33]:
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Bang thong hé thong: B= 5 MHz;
Toc dd xac dinh ctia SU: Ry=128 Kbps;

T6c do xac dinh cua PU: R,=64 Kbps;

Toc dd ctia thong tin bao mat ctia SU tai EAV: R,=64 Kbps;

hé s6 mi suy hao duong truyén (Pathloss exponent) v = 4;

Dbiéu kién xac suat ding cia PUva SU: 0 = ¢ = 0.01;

Diéu kién xac suat dirng ctia EAV: € = 0.1;

SNR t6i da ctia S-Tx: Y = 10 (dB);

Miic can nhiéu t6i da ctia PU: Q,x = —5 (dB)

Khong maét tinh téng quat, chting ta biéu dién 7, = N% va yp = II\J,—’; lan lugt
1a SNR ctia S-Tx va P-Tx khi thuyc hién truyén tin hiéu. Hinh 2.2 cho thdy SNR

SU-Tx Transmit SNR (dB)

Q,, = -5 (dB)

-20 , stﬂaK: 10 (dB)

—#— Scenario S,
- =% - Scenario S, |
—E— Scenario S, |
—B— Scenario S, |

L B B B L L B B
-16-14-12-10 -8 6 4 -2 0 2 4 6 8 10 12 14 16 18

PU-Tx Transmit SNR ?p (dB)

Hinh 2.2: SNR ciia S-Tx cho bén kich bin so véi SNR ciia P-Tx

ctia S-Tx 1a mot ham ctia SNR ctia P-Tx. Dau tién, ching ta quan sat trang thai

SNR ctia S-Tx trong hai kich ban S; va Sy, va c6 thé thay rf?mg SNR cua S-Tx

trong kinh ban S; 1a hang sb trong toan bo mién gia tri ciia SNR ctia P-Tx. Két
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qua nay phu hgp voi cong thitc (2.37)khi ma SNR ctia S-Tx khong phu thudc
vao SNR ctia P-Tx. Ngugc lai v6i kich ban Sy, S-Tx tang tuyén tinh véi su gia
tang ctia SNR caa S-Tx trong kich ban S2. Tuy nhién, khi SNR ctia P-Tx tang
vugt qua 10 dB (A1), SNR ctia S-Tx bao hoa. Hién tugng nay c6 thé duoc giai
thich 1a do SNR ctia S-Tx dugc phan bé bang cong thic (2.38). Vi vay, trong
doan gia tri [—16,10] dB, SNR cta S-Tx dugc diéu khién bdi diéu kién rang
budc cua EAV. Tuy nhién, néu muc SNR ctia P-Tx tang thém, SNR caa S-Tx
phai chiu phu thudc vao gia tri nhé nhat cda gigi han dau tién va gidi han thi
ba trong cong thic (2.38), tuc la, trong pham vi mic SNR cao cua P-Tx, SNR
ctia S-Tx tuwong ty nhu trong kich ban S;. Mot van dé dé hiéu nira 1a SNR cua
S-Tx trong kich ban S, luén nhé hon hodc bang vdi kich ban S; do SNR ctia
S-Tx trong S, phai chiu thém diéu kién rang budc, d6 la rang budc dirng cia
EAV. Tiép theo, ching ta quan sat tiép trang thai SNR cta S-Tx trong kich ban
S5 va Sy. C6 thé thay rang SNR ctia S-Tx trong kich ban S4 luén nho hon so véi
kich ban S3. Tuy nhién, ¢ vung gia tri mitc SNR cao ctia P-Tx, vi du: 7, > 16
dB, chung béng nhau va bao hoa tai A;. Hién tugng nay la do SNR ctia S-Tx
trong kich ban S, chiu nhiéu diéu kién rang budc hon so vdi kich ban S3, &
day la diéu kién rang budc bdi EAV. Cubi cting, ching ta c6 thé két luan rang
su xuat hién ctia EAV dan dén chinh sach phan bd cong suat ctia S-Tx phtic
tap hon va c6 thé 1am gidm hiéu suat hoat dong ctia SU.

Hinh 2.3 biéu dién SNR ctia S-Tx nhu la mot ham cac ang-ten ctia P-Tx, N,
Chung ta c6 thé thiy rang SNR ctia S-Tx trong céc kich ban S; va Sz cao hon
nhiéu so véi & trong kich ban S, va S4. Diéu nay xdy ra véi nguyén nhan tuong
tu nhu trong Fig. 2.2, cu thé 13, khi S-Tx chiu thém diéu kién rang budc bd sung
ctia EAV dan dén SNR ctia S-Tx bi suy gidm. Ngoai ra, khi s6 lugng dng-ten
cia P-Rx tang 1én, SNR cta S-Tx trong kich ban S; giam nhe. D6 la do thuc
té khi tang s lugng dng-ten ctia P-Rx dan dén gidi han trong cac rang budc
cho S-Tx cling tang theo. Do d6, S-Tx phai gidm muic SNR ctia né dé khong
gay can nhiéu c6 hai cho P-Rx (xem cong thirc (2.13)). Mot diéu tha vi & day
la SNR ctia cac kich ban S, va S4 giébng nhau cho toan bd mién gia tri cta Np.
Diéu nay la do trong cac diéu kién rang budc thi diéu kién ctia EAV la manh

nhat (xem cong thic (2.32)). Do d6, SNR ctia S-Tx duéi diéu kién rang budc
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Ne=2, Ip=-14 (dB)
—¥— Scenario 51

SU-Tx Transmit SNR (dB)
&
|

10 - - - Scenario S, |
—O— Scenario S,
15 —H&— Scenario S, |
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4 6 8 10 12 14 16 18 20 22 24 26 28 30
Antennas of the PU-Rx, N D

Hinh 2.3: Anh huéng ciia s6 lwong dng-ten ciia P-Tx lén SNR cila S-Tx

ctia EAV trd thanh gia tri nhd nhét trong c hai cong thic (2.38) va (2.41) trong

e X ., . 2 ~ ? , N P Q E
mien gia tri dugc khao sat cua Ny, tucla, Ps, = Ps, = pQ’fth ( < 1176 — 1).
10 1 I I I I I 1 I I I I _
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Np=4, ?p=-14 (dB) |
154 —k— Scenario S, ]
-20; --%-- Scenario S, |
E —©— Scenario S,
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Hinh 2.4: Anh huéng ciia s6 luong iang-ten ciia EAV Ién SNR ciia S-Tx

Hinh 2.4 cho ta thay tidc dong ctia s6 lugng dng-ten ctia EAV 1én SNR ctia
S-Tx. Thit nhét, chiing ta quan sat trang thai SNR ctia S-Tx trong cac kich ban
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S1 va Sz va thiy rang SNR ctia S-Tx khong thay d6i theo sy thay déi ctia N.
Diéu nay 1a do S-Tx khong biét dén sy ton tai ctia EAV. Tuy nhién, khi S-Tx
biét sy ton tai cia EAV nhu trong céc kich ban S, va Sy, SNR ctia S-Tx giam
dang ké khi sb lugng dng-ten ctia EAV tang 1én. Diéu nay la do thuc té viéc
tang sb lugng dng-ten ctia EAV dan dén lam tang kha nang nghe trom cua
EAV. Két qua 1a, S-Tx trong cac kich ban S, va S, phai gidm mitc SNR ctia n6
dé dam bao an toan cho truyén thong.

Trong hinh 2.5, ching ta thay anh hudng cta SNR 1én CRCP cua SU.
Chting ta c6 thé quan sat dugc rang SRCP ctia kich ban S, (kich ban S4) luén
luén tot hon trong kinh ban Sy (kich ban S3) trong mién gia tri thap ciia SNR
cua P-Tx, 7, < —4 dB (7, < 2 dB). Tuy nhién, khi SNR cta P-Tx tang thém,
SRCP cta kich ban S; va S, (kinh ban S3 va S;) la gibng nhau tirng doi mot.
Diéu nay 1a do khi P-Tx truyén tin hiéu v6i SNR & muc thap, SNR ctia S-Tx
trong kich ban S; (kich ban S3) 16n hon so véi kich ban S, (kich ban S4). Do
do, xac suat bdo mat ctua SU gidm déang ké, trong khi xac suat truyén thong
an toan khong khac nhiéu. Két qua 1a, SRCP ctia kich ban Sy (kich ban S3) nho
hon so vdi kich ban S; (kich ban S4) (xem cong thirc (2.42)). Khi SNR ctia P-Tx
tang thém, vi du 2 (dB) < ¥, < 14 (dB), S-Tx c6 thé diéu chinh cong suét phat
clia n6 dén gia tri cyc dai trong moi kinh ban. Piéu nay dan dén SRCP trong
cac kich ban S; va S; (kich ban Sz va S,) la nhu nhau. Diéu thu vi nhat & day
la & mién gia tri cao ciia SNR ctia P-Tx, SRCP cho céc kich ban S; va S, (kich
ban S3 va Sy), vidu 9, > 6 (dB) or 9, > 14 (dB) bi suy giam. Diéu nay la
do thuc té & mién gid tri thap ciia SNR ctia P-Tx, S-Tx c6 thé diéu chinh SNR
clia né dé€ dap ting cac diéu kién rang budc da cho. Tuy nhién, khi mitc SNR
ctia P-Tx tang thém, n6 sé trd thanh ngudn gy can nhiéu manh cho S-Rx, dan
dén lam suy gidm SRCP ctia SU. Trong hinh 2.6, chiing t6i da chi ra duoc tac
dong ctia s6 lugng dng-ten ctia P-Rx 1én SRCP ctia SU. Cac SRCP giong nhau
va tang nhe dbi véi cac kinh ban Sy va S,. Diéu nay c6 thé dugce giai thich 1a
do P-Rx c6 thé chiu duge nhiéu can nhiéu hon tir S-Tx vi s6 lugng ang-ten cda
no6 tang lén nén kha nang thu nhan tin hiéu duoc tang cuong. Vi vay cho nén,
S-Tx c6 thé ting cong suat phat ciia né dé nang cao SRCP. Tuy nhién, duéi

diéu kién rang budc ctia muc can nhiéu t6i da Qpks diéu kién xac suéat dung
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Hinh 2.6: Anh huéng ciia s6 luong idng-ten ctia P-Tx Ién SRCP ctia S-Tx.

¢, cing nhu diéu kién dirng bdo mat €, cong suat phat ctia S-Tx la gibng nhau
cho ca hai kinh ban Sy va Sy. Do d6, SRCP ciing giéng nhau véi hai kinh ban
nay. Nguoc lai v6i kich ban S va Sy, SRCP trong kich ban Sy vuot trdi so voi
kich ban S3. Diéu nay c6 duoc la do S-Tx trong kich ban S3 khong biét dén su

ton tai ctia EAV, do d6 né c6 thé truyén vdi cong suat phat toi da va thong tin
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Hinh 2.7: Anh huéng ciia s6 lugng dng-ten ciia EAV lén lén SRCP ciia S-Tx.

lién lac ctia n6 c6 thé bi khai thac bdi EAV. Trong trudng hop ctia kich ban Sy,
S-Tx biét sy ton tai cia EAV, do d6 n6 diéu chinh cong suat phat ctia n6 dé
khong tiét 16 thong tin cho EAV. Theo d6, SRCP trong kich ban S, tot hon so
vdi kich ban Ss.

Cudi cting, ching ta xem xét tac dong ctia s6 lugng dng-ten ctia EAV lén
SRCP ctia SU nhu trong hinh 2.7. C6 thé thdy rang SRCP cho céc kich ban S;
va S3, noi ma cac diéu kién rang budc bao mat khong dugc xem xét, bi suy
giam nhanh chéng. Trong truong hgp khac, SRCP trong cac kinh ban S, va
S4,noi ma diéu kién bado mat dugc tich hop, giam dan. Ro rang, trong cac kich
ban ma hé théng SU c6 thong tin CSI ctia EAV, 6 thé lam cho viéc truyen

thong cta SU bao méat va dang tin cay hon.

2.4 Kétludn

Trong chuong nay, nhom nghién ciru da nghién ctru gidi phap lam thé
nao dé c6 dugc truyén thong tin ciy va bao mat cho mang CRN ma trong d6
truyen thong ctia mang thi cap (SU) c6 thé bi nghe trom bdi EAV. Véi cac
diéu kién rang budc cua PU, EAV va SU, chung ta thu dugc b6n chinh sach
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phan bé cong sudt truyen tin tuong tng vdi bén kich ban khac nhau tiy thuoc
vao ting truong hop hé thong thu nhan duogc thong tin CSI khac nhau trong
mang. Tir d6, mot chi s6 do hiéu suat vé xac suat truyén thong tin cdy va bao
mat dugc tac gia dé xuat dé danh gia hiéu suat hé thong. Cac s liéu cta két
qua phan tich va mé phéng da thé hién dugc tinh ding dan ctia do do hiéu
suat bdo mat hé thong va ching minh tinh chinh xac cta cac két qua phan

tich ctia hé thong.
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Chuong 3

PANH GIA HIEU SUAT HOAT PONG DUA TREN THOI
GIAN THU HOACH NANG LUQNG VA CHINH SACH
CONG SUAT CHO MANG CRN DUOGI PIEU KIEN BAO
MAT THONG TIN

3.1 M5 hinh hé thong

3.1.1 MOo hinh hé thong mang

Chung ta xem xét mot mang CRN dang dudi ngudng nhiéu nhu hinh 3.1,
trong do co N thiét bi PU dang hoat dong trén cac dai tan so truc giao. Thiét
bi S-Tx thu hoach ning lugng tir N thiét bi phat P-Tx va sau d6 stt dung nang
lugng thu hoach nay dé truyén cac goi tin toi diém truy cap (SAP). Bén canh
do, ton tai K thiét bi EAV nghe trdm cac thong tin dugc truyén tir S-Tx dén
SAP. Trong mo6 hinh nay, SAP dugc gia dinh dugc trang bi M ang-ten trong
khi céc thiét bi khac (P-Tx, P-Rx, EAV, va S-Tx) c6 mot ang-ten don. Do 1gi ctia
cac kénh truyén thong P-Tx,, —P-Rx, va S-Tx—SAP duogc ki hiéu la hy,, va g,
n=1,...,N,m=1,...,M Do lgi kénh g, biéu dién cho kénh tir S-Tx dén
nhanh m-angten ctia SAP. D9 1¢i kénh ctia céc kénh can nhiéu P-Tx,,—EAV,
S-Tx—P-Rx;, P-Tx,—SAP duoc ki hiéu lan luot boi B, ay, va ppm. DO loi
kénh cta kénh wiretap S-Tx—EAV va kénh thu hoach nang lugng P-Tx,,—S-
Tx dugc biéu dién tuong ung la & va fu, k € {1,...,K}. Vdi gid dinh rang
tat ca cac kénh duge mé hinh héa dudi dang kénh fading phang c6 phan b
Rayleigh, va cac d6 loi kénh 1a cac bién ngau nhién doc 1ap va phan bd theo

ham ma. Do d6, chung c6 ham mat d6 xac suat (PDF) va ham phan b6 tich
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Hinh 3.1: Mé hinh mang CRN dang nén, trong dé S-Tx sit dung ning luong thu dugc tir cdc
P-Tx dé truyén thong trong moi truong nhiéu EAV.

lay (CDF) dugc biéu dién dudi dang sau

fx(x) = Qixexp (_QLX> (3.1)
Fx(x) =1 —exp (—Qix) (3.2)

trong d6 cac bién ngdu nhién X € {gm, hn, fu, &, 6, Buk, Onm }, tham chiéu
dén do lgi kénh, va Qx = E[X] 1a do lgi kénh trung binh, tic 13, O, =
Elgm], Qp, = E[hn], Qu, = E[an], Qs = E[5], Qp, = E[Buxl, Op, = E[onm].

3.1.2 Co ché truyén théng va thu hoach nang luong

Y tudng co ban cta thu hoach ning lugng séng vé tuyén trong mang vo
tuyén nhan thic 1a cac thiét bi phat thit cAp (S-Tx) c6 thé chuyén ddi cong
suat phat tin hiéu cua cac thiét bi phat so cép (P-Tx) von dugc coi la can nhiéu
gay hai cho céac thiét bi mang thua cap, thanh nang luong httu ich cho truyén

thong cia mang thit cap.
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Energy Harvesting Time Communication Time

Hinh 3.2: Mgt khung thoi gian T dugc sit dung dé thu hoach ning luong va truyén thong.

Tong thoi gian duoc sir dung cho thu hoach nang luong va truyén thong
dugc mo ta nhu trong hinh 3.2. Khung thoi gian, ki hiéu la T, dugc st dung
dé SU thu hoach nang lugng va truyén thong tin. 7T la thoi gian st dung
dé thu hoach nang luong tir cac P-Tx, trong khi thdi gian con lai (1 — 7)T la
truyén cac goi tin dén SAP. Theo dé, giao thirc truyén thong duge thuc hién
theo 2 budc nhu sau:

e Budc 1: S-Tx thu hoach nang luong cta N thiét bi P-Tx thong qua N kénh
khong day f,, n € {1,2,..., N, }. Nang luong thu hoach trung binh tai

S-Tx ¢6 thé dugc biéu dién nhu sau:

N N
Es=E [Z 0TtTP, fn] = 01TP, E [2 fn] (3.3)
n=1 n=1

trong d6 E[], T, va T l1an luot 1a ky vong, téng khung thai gian, va mot
phan ctia khung thoi gian dugc stt dung dé thu hoach nang lugng séng
vO tuyén, 0 < 7 < 1.Kihiéu Py va 6 dai dién cho cong suat phat tin hiéu
ctia P-Tx va hé s6 hiéu suat thu hoach ning lugng ctia S-Tx, 0 < 6 < 1.

e Budc 2: Sau qua trinh thu hoach nang lugng, S-Tx cting hoan thanh
nhiém vu udc tinh cdc thong sb clia trang thai kénh truyén (CSI), va
né c6 thé biét bang tan nao tot nhat cho truyén thong cta SU. O day,
kénh t6t nhat 1a kénh ma cho phép S-Tx stt dung toi da cong suat phat
tin hiéu dé nang cao hiéu suat. Cha y ré“mg cong suat phat tin hiéu ctia S-
Tx trong khoang thoi gian con lai (1 — 7)T va tai kénh n-th cy thé bi han
ché bdi nang lugng thu hoach dugc Es, nghia 13, Ps(ri)Tx(l —17)T < E,.
Do do, chung ta co

(n) B E; B T()Pp
PsiiTx S Pavg — (1 — T) 1 — T Z fn (3-4)
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trong do Pyye duoc goi la ngudng cong suat trung binh dugc dua ra boi
S-Tx. Dya trén co s nay, chinh sach phan b6 cong suét va qua trinh lya

chon kénh cho SU ¢6 thé dugc tim thay.

3.2 Phan b cong suit va lua chon kénh cia SU

Dé truyen céc goi tin cho SAP. Pau tién, S-Tx tinh toan chién luge phan b
cong suat trong mbi kénh dé dam bao diéu kién rang budc vé chat luong dich

vu (QoS) ctia PU va khong dé 10 thong tin bi mat ctia n6 cho cac EAV.

3.2.1 Giéi han cong suit ctia S-Tx duéi diéu kién rang budc ctia
PU

Vi SU st dung mot trong N kénh dugc cap phép cho mang so cap, nén
chinh sach diéu khién cong suat ctia n6 phai dugc thiét ké dé khong can nhiéu
c6 hai cho PU trong khi c6 thé dat dugc mitc cong suat phat toi da dé nang
cao hiéu suat. Diéu nay c6 thé dugc dién giai trong diéu kién xac suat ding

11y dugc dua ra boi PU va ngudng cong suat trung binh ctia S-Tx nhu sau:

Pr{Cy” <Ry} <y (3.5)

P{";. < Pgg (3.6)

trong do6 Ry, 17p, va Payg lan luot 1a te do xac dinh, diéu kién dung caa PU, va
(n)

diéu kién cong suat trung binh ctia S-Tx. Ki hiéu Cp,"’ 1a dung luong kénh ctia

SU tai bang tan n-th, va duoc dinh nghia la
c = Blog, (1 n 7;(,”)) (3.7)

trong do B la bang thong va 'y;n) la SINR ctia PU dugc cho boi

(n) _ Pphy
T T W
Ps_rxtn + No

(3.8)

trong d6 ki hiéu Nj la cong suat nhiéu nén.
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Bang cach thay thé (3.8) va (3.7) vao (3.5), chung ta c6 thé viét lai (3.5) nhu

sau

Pr

P,h
Ps_rxtn + No

R Z 4
trong do v,, = 2% — 1. Tiep theo, st dung [86, Property 1], biéu thic (3.9)

duoc tinh toan ra nhu sau

P,Q PN
1-— o) adalall exp (—;t’b 0) <1p (3.10)

P O, v, + Py, P “hn

R p p ) .
Bang cach dat A, = o, By = py, chiing ta ¢6 thé viét lai (3.10) la
(n) 1 [exp(—By)

P\ < = |ZEEATT) 3.11
S—Tx — An l 1— 77;7 ( )

Két hgp (3.11) vdi (3.6), cong suat phat tin hiéu ctia S-Tx can théa man ca

hai diéu kién 1a diéu kién dimng ctia PU va nang lugng thu dugc ctia né nhu

sau
P{r, < min { Py}, Pusg } (3.12)
trong do ng c6 dugc tur
) _ 1 [exp(=Bn)
Pt = 4 [—1 e (3.13)

3.2.2 Giéi han cong suit caa S-Tx duéi cac yéu cau bao mat
thong tin d6i véi nhiéu EAV

Su bdo mat thong tin trong truyén thong ctia SU trong mé hinh bi de doa
bdi K thiét bi EAV. Do d6, S-Tx can diéu chinh cong suat ctia né dé tranh bi
EAV gidi ma dugc thong tin. Cac yéu cau nay c6 thé dugce dién giai bang diéu

kién dirng bao mat va diéu kién cong suat phat tin hiéu cia S-Tx nhu sau

(k)
Pr{ max {ce } >R, b <@ (3.14)
ke{1,...,K}

P{" 1, < Pug (3.15)
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trong d6 R, va & lan lugt 1a toc d6 bdo mat xac dinh va diéu kién ding bao
mat. Ki hidu C{"* biéu dién dung luong ctia EAV}, trén kénh S-Tx—EAV; khi
S-Tx lya chon bang tan n dé€ truyen tin, dugc dinh nghia la

c" = Blog, (1 n 7§”’k>) (3.16)

trong do 7(5”"{) 12 SINR ctia EAV;, tai bang tan n-th, va né c6 thé xap xi bang

(n) (n)
,)/(Tl,k) _ PS—Txék ~ PS—Txék
‘ PP:Bnk + Ne PP;Bnk '

trong d6 N, 1a cong suat ctia nhiéu nén tai EAV. Cong thitc xap xi (3.17) ¢6 thé

(3.17)

dugc hiéu rang can nhiéu tir P-Tx dén EAV 16n hon rat nhiéu 1an cong suat
ctia nhiéu nén, tac 13, PyBux >> N,, va nhu vay ¢ day ta c6 thé xem xét EAV
chi bi &nh hudng bdi can nhiéu tur P-Tx.

Thay thé (3.16) vao (3.14), ta c6

(n,k)
P max Blo 1+ e > R < é 3.18
g {ke{l,z,...,K}{ gz( v )} o e} B ( )

Vi tat ca cac kénh truyén la bién ngau nhién doc lap, biéu thic (3.18) co

thé duoc viét lai nhu sau

K
i IINNTS

k=1 ,Bnk - PS(ii)Tx

<¢ (3.19)

-~

I

Re ~ . A . 2 N’
trong do6 vj, = 2F — 1. Hon ntta, xac suat trong (3.19) c6 thé thu dugc tu tinh

phan sau
e e
p
1= / Pra g < L £ (x)dx (3.20)
0 Ps 1.

trong do6 fg,, (x) = Q%zn exp (— Q’; ) . Theo do, tich phan I duogc tinh la

1 ¢ P 1
Izl—/Q—exp th)hp +Q x| dx
0 Pn pS—TxQ‘S P
1
=1—— _ 3.21
rYthPPQﬁn +1 ( )
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Thay thé (3.21) vao (3.19) va sau mot sb tinh toan toan hoc, chung ta thu
duoc diéu kién cho cong suat ctia S-Tx dé ddi pho voi cac thiét bi nghe trom
nhu sau

pm  ~ Vi PrQp, (1 — V1 -70)
TS T

Két hop (3.22) vdi diéu kién thu hoach nang lugng (3.15), ta c6

(3.22)

v’

Py, < min {PL7), Puog | (3.23)

)

. duoc biéu dién la

pln _ YinPpQp, (1 — V1 -¢)
e =0, U1¢
Két qua 13, cong suat truyén tin ctia S-Tx trong kénh n-th c6 duge bang
cach két hop (3.12) vdi (3.23)

trong do Pg;

(3.24)

Py, = min {min{P{y), Pir)}, Pavg | (3.25)
Tir (3.25), chung ta xem xét hai truong hop nhu sau:

o Truong hop 1: Pryg > min{Pl(;Z;, Pg;;}, cong suat truyen tin cua S-Tx phu
thudc vao diéu kién két hop ctia PU va EAV la

P = min{PJ), P11, (3.26)
trong do PI(JZ} va P]SZZ; duoc dinh nghia trong (3.13) va (3.24). Luu y rang

néu thdi gian thu hoach nang lugng T trong truong hop nay tang thém,
cong suét truyeén tin cta S-Tx cling khong thé tang thém do chiu rang

budc bdi cac diéu kién két hgp ctia PU va EAV.

}, cong suat truyen tin toi da cua S-

Tx phu thudc vao nang lugng thu hoach duoc tir PU, nghia 13, PS(YL)TX =

o Trudng hop 2: Ppog < min{Py),P\")
Ppyg- Hon nura, S-Tx luén mong mudn gid tri cia Pyye dat murc cao nhat
c6 thé dé dat duoc hiéu suat cao cho hé théng, diéu nay cé nghia rang gia

P tic 13, Prog = min{PS:), P}

tri téi da cta Pavg bang min{PIg'g, Ean
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Sau mot s6 tinh toan toan hoc, ching ta thu dugc khodng thoi gian thu
hoach nang lugng toi uu T d€ ¢6 thé toi da hoa gia tri ctia Pryg la

()
Pp..}

= wl (3.27)

0P, YN, Oy, +min{Py;), PL)}

0

*

: P(”)’
. min{Pp;

Ngoai ra, S-Tx mong mudn chon kénh t6t nhat nham t6i da hda cong suat

truyén tin cia n6 dé cai thién hiéu suat ctia hé thong, viéc lira chon kénh nhu

sau
n* = ar max {P(") } 3.28
gne{l,Z,...,N@} S—Tx (3:28)
trong d6 n* 1a kénh duogc chon sao cho cong suét truyén tin ctia S-Tx 1a ti uu,
nghia la
(n*)  _ : rplt) pn)
Py ;. = ne{%?.).(,Ne} {mm {mm{Ppu, Pro Pavg} }

Cudi cting, ching ta c6 mot thuat toan cho phan bé cong suat va chon

kénh duoc mo ta nhu sau.

3.3 Phan tich hiéu suat hé thong

Khi S-Tx glri cac goi tin, chung c6 thé bi 16i do chat lugng kénh truyén va
do cac tdc nhan khac. Do d6, S-Tx can nap lai nang lugng dé truyén lai goi tin
bi 16i. D€ danh gia qua trinh nay, ching ta sé xem xét hai chi s6 hiéu suat, goi

1a xac suét 16i go6i tin (PEP) va do tré géi tin trung binh (APD) nhu sau

3.3.1 Xac suat 16i géi tin

PEP dugc dinh nghia 1a xac suat ma SINR ctia SU bi sut gidm xudng dudi
mot nguong xac dinh trudc, nghia la
O = Pr{ys < 7} (3.29)
trong do vy, 1a nguong gia tri SINR xac dinh ctia SU va 75 dugc dinh nghia la
P s(n—*%xg m

= max _— 3.30
s me{1,2,...,. Ny} Pppn*m + Ny ( )
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Algorithm 2 Phan bg cong suat va chon kénh

1: procedure PASA
2 P =0

S—Tx "
3; for {n =1,n < N;n+ +} do
(n) _ 1 [exp(=By) .
4. Ppu—A—n[W—l},
. ) _ 7P, (1= Y170
' Eav — 0 V13 ’
| _ min{P{) PA)}
& TSy 0 +min{P{") P
P Ln=1"%fn PU’" Eav
6P
7 Paog = 1% L1 Qi
8 Py, = min {min{P{), PLi)}, Paog }
0 if P"). > P{")_then
10: n* =n;
(n*)  _ pln)
11: Pg_ 1y = PsZry
12: end if
13: end forreturn n* and Ps(rf%x ;

14: end procedure

Tir d6, PEP ¢6 thé dugc tinh todn bang cach stt dung tinh chat trong [86, Prop-

erty 1] nhu sau

p(”*)

O=pr! max J__S-Tx8m
me{12,...N,} | PpPn+m + No

(n)

M P Lm
= Pr ___S—Txo® < Yth
n!zll Pppn=m + No T

M
YtnNo
exp (_Pm*) O )
S—Tx*"8
’YtthQpn*
P, 1
S—Tx*"&

3.3.2 Do tré goi tin véi viéc truyen sira 16i

< Ytn

(3.31)

Khi mét go6i tin duge truyén khong thanh cong, S-Tx can nap lai nang

luong va truyén lai goi tin do. Xac suat ma mot goi tin duoc truyén di thanh
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cong sau /£ lan truyén dugc mo ta la
Pr{L=/¢}=0"1(1-0) (3.32)

trong d6 L 1a s6 lan truyén mot géi tin. Do d6, sb lan truyén trung binh trén
g0i tin ¢6 thé dugce tinh toan nhu sau
- (-1
E[L] = ;zo 1-0)= 0 (3.33)
Cudi cting, do tré trung binh dé truyén thanh cong mot goi tin c6 thé dugce
tinh nhu dudi day

trong d6 T la tong khung thoi gian va O la PEP duoc dinh nghia trong (3.29).

3.4 Mo phong hé thong

Trong chuong nay, nhém nghién citu trinh bay cac két qua phan tich va
mo6 phong cho mo hinh hé thong. Cu thé 1a ching ta khao sat &nh hudng tir
SNR cta P-Tx, thoi gian thu hoach nang lugng, va d6 1oi kénh trung binh lén
hai chi s6 PEP va APD. Theo cac phuong phap phé bién trong céc tai liéu
nghién ctru hién nay, cac thong s6 hé thong dugc str dung trong phan tich va

mo6 phong duoc thiét 1lap ban dau nhu sau:

e Bang thong hé thong: B = 2 MHz;

Diéu kién dimng ctia PU: 17, = 0.001;

Diéu kién bao mat: ¢ = 0.001;

Hé s6 hiéu suat thu hoach nang luong: 6 = 0.5;

Toc dd xac dinh ctia R; = 64 Kbps;

Toc do xac dinh ctia R, = 64 Kbps;

Toc do xac dinh cta R, = 3 Mbps;



47

N=5, M=2, K=2
B 2, =200
B Q=500
M <>, =100
Q,,=300

-
4]

S-Tx transmil SNR

=
o T
sz

Hinh 3.3: Anh huéng ciia d6 lgi trung binh (Q0g, ) ctia P-Tx—EAV lén SNR cila S-Tx.

Hinh 3.3 minh hoa anh hudng cta d9 loi kénh trung binh (Qg,) cua kénh
P-Tx—EAV 1én SNR ctia S-Tx. Chiing ta c6 thé thiy rang & kénh chi s6 C,
tuong tng voi kénh s6 2 ¢6 Qp, = 500 cung cap cho hé théng muc SNR ctia
S-Tx la cao nhat. Mt khéc, tai kénh c6 chi s6 1a D, tuong ting véi kénh s6 3 co
Qp, = 100, cung cap cho hé thong mirc SNR cta S-Tx la thap nhat. Nguyén
nhan la do véi mét gia tri cao cia d6 loi trung binh kénh ctia kénh P-Tx—EAV
dan dén sy can nhiéu manh vao cac EAV, tic 1a lam cho cac EAV gap kho
khan hon trong quad trinh thu va gidi ma cac géi tin truyen di tir S-Tx. Két qua
1a S-Tx c6 thé tang cong suét truyeén tin cia n6é dé€ nang cao hiéu suat ctia hé
théng ma khong bi tiét 10 bi mat truyén thong ctia SU cho cac EAV. Noéi cach
khac, kénh s6 2 sé dugc chon cho truyén thong ctia SU. Quan sat hinh 3.4 bo
sung cho chung ta thdy hién tugng néi trén, tic 1a khi ting d6 lgi kénh trung
binh (Q)g,) ctia kénh P-Tx—EAV dan dén gia tri ciia SNR ctia S-Tx téng theo,
hodc ¢6 thé néi rang can nhiéu tir P-Tx dén EAV mang dén lgi ich cho SNR
ctaa S-Tx.

Hinh 3.5 cho thay tac dong ctia phan thdi gian thu hoach nang lugng T va
d6 loi kénh trung binh ({Q, fl:l = 1,3,5) cua kénh thu hoach nang luong
P-Tx—S-Tx lén SNR ctia S-Tx. C6 thé thay rang khi do lgi kénh trung binh
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Hinh 3.4: SNR cila S-Tx theo SNR cuia P-Tx vdi dj loi kénh trung binh khdc nhau ciia S-
Tx—EAV ({Qg,}>_, = 10,50,80,150).

cta kénh thu nang luong P-Tx—5-Tx la cao nhat, vi du, {O I 221 = 5, SNR
clia S-Tx ting rat nhanh trong khodng dau mién gia tri cia T va bao hoa tai
T = 0.1. Hon nt¥a, tit cd SNR ctia S-Tx tai cac gia tri do lgi kénh trung binh
khéc nhau déu bao hoa tai gia tri 13 dB khi T > 0.4, tic la gia tri 16n hon 0.4
ctia phan thdi gian thu hoach nang luong khong con anh hudng dén két qua
ctia SNR ctia S-Tx. Hién tugng nay c6 thé hiéu rang: D6 1¢i kénh trung binh
ctia kénh P-Tx—S-Tx cang cao thi dan dén muc nang luong thu duoc tu P-Tx
cang 16n, do d6 phan thai gian st dung dé thu nang lugng da cho hoat dong
ctia SU sé nhé hon. Tuy nhién, khi phan thdi gian thu hoach nang lugng tiép
tuc tang thém T > 0.4 thi SNR ctia S-Tx bao hoa, do né khong thé thu dugce
lugng nang luong 16n hon bdi vi gid tri SNR cta cac P-Tx trong truong hop
nay la cd dinh (yp_1, = 12 dB).

DPé thuc hién phan tich, m6 phéng danh gia két qua ctia PEP va do tré
g6i tin trong hoat dong ctia hé thong, tac gia da thiét 1ap cac gia tri ban dau
clia do lgi kénh trung binh ctia kénh trong hé théng nhu sau: D6 1gi kénh
trung binh ctia kénh P-Tx—P-Rx: {Q), }>_; = 2; D0 loi kénh trung binh ctia
kénh S-Tx—P-Rx: {Qy, 221 = 2; B0 loi kénh trung binh cua kénh P-Tx—S-
Tx: {Q, }5_; = 5, D06 loi kénh trung binh ctia kénh STx—EAV: {Q5 }2 | = 1;
D6 loi kénh trung binh ctia kénh P-Tx—SAP: {Q),,,} = 1 cho moi n va m; D6
lgi kénh trung binh ctia kénh S-Tx—SAP: Q) = 8;.
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Hinh 3.5: SNR ciia 5-Tx theo T va d6 loi trung binh khdc nhau ciia P-Tx—S-Tx ({Qf, }>_; =
1,3,5, vd YP—Tx = 12 dB).

Hinh 3.6 cho thay tadc dong ctia cac kénh can nhiéu P-Tx—EAV lén PEP v6i

cac truong hop dugc xem xét dudi day:

e Truong hop 1: Cac do 1gi kénh trung binh ctia cac kénh can nhiéu P-
Tx—EAV la dong nhat: {Qg, }>_; = 10;

e Truong hop 2: Do 1oi kénh trung binh tir kénh can nhiéu P-Txs—EAV ¢6
gid tri 16n nhat: O, = 50, cdc kénh khac la dong nhat: {Qg, }7_; = 10;

n=1 "

e Trudng hop 3: Do 1gi kénh trung binh tir kénh can nhiéu P-Tx; —EAV ¢6
gia tri lon nhat: O p, = 100, cac kénh khac la dong nhat: {Qg, 3, =10;

e Truong hop 4: Do 1¢i kénh trung binh tir cdc kénh can nhiéu P-Tx—EAV
la dong nhat nhu trong truong hgp 1. Nhung sb ang-ten ctia SAP thi 16n
hon trong truong hop 1, (M = 3).

Tir trudng hgp 1 dén trudng hop 3 cho ta thiy rang néu mot trong sb cac
kénh c6 mirc can nhiéu P-Tx—EAV manh nhat, n6 sé dugc lua chon dé truyén
thong va PEP duogc gidm xudng dang ké. Cu thé, PEP trong truong hop 3 1a
tot hon PEP trong cac truong hop 1 va 2. Diéu nay c6 thé giai thich duoc bédi
thyc té rang do can nhiéu manh tir P-Tx dén EAV lam gidm chét lugng cac géi
tin duoc giai ma tai EAV. Do d6, S-Tx c6 thé ting SNR dé nang cao hiéu suat
ctia hé thong ma khong bi tiét 16 thong tin cho cdc EAV. Ngoai ra, ching ta
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c6 thé thay PEP trong truong hop 4 1a tét hon PEP trong truong hop 1. Diéu
nay la do s6 &ng-ten ctiia SAP trong truong hop 4 nhiéu hon trong truong
hop 1, va do vay tin hiéu thu duge ctia né tét hon truong hop 1, két qua la
PEP trong trudng hgp 4 thap hon. Hinh 3.7 cho thay tdc dong cta kénh S-

0 . ——
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m .
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Hinh 3.6: Anh huéng ciia cic kénh can nhiéu P-Tx—EAV lén PEP.
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Hinh 3.7: B¢ tré cila oi tin theo SNR ciia P-Tx.

Tx—EAV va kénh S-Tx—SAP 1én d¢ tré géi tin. Ching ta c6 thé thay rang &
pham vi mitc SNR thap cta P-Tx, vi du yp_71, < —2 dB, do tré géi tin 1a vo
cting. Tuy nhién, khi mitc SNR ctia P-Tx tang 1én, do tré goi tin cta SU giam
dang ké. Hién tugng nay la do v6i mirc SNR thap cta P-Tx, S-Tx chi thu dugc

mot lugng nho nang lugng, do d6 cong suat can thiét dé€ phan phoi cac goi tin
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1a rdt nho, lam tang muc d6 16i goi tin. Vi vay, S-Tx sé phai yéu cau nhiéu lan
truyén lai cac goéi tin bi 16i dé€ dam bao goéi tin dugc truyén thanh cong, tic la
do tré cua goi tin tang 1én. Hon nia, khi do 1gi kénh trung binh ctia cac kénh
S-Tx—EAV tang tir Qs = 2 1én Q5 = 6, d6 tré gdi tin cling tang 1én. Thuc té
nay la do cac EAV c6 thé thu va giai ma cac goi tin dé dang hon khi d¢ loi
trung binh ctia cac kénh wiretap tang lén. Dé ddm bao truyén thong bao mat,
S-Tx phai gidm SNR dé théa man cac diéu kién rang budc vé yéu cau bao mat.
Do do, ti 1é 16i g6i tin sé ting 1én, nghia 1a S-Tx sé phai yéu cau truyén lai cac
g6i tin nhiéu lan hon. Nhu vay, do tré goi tin tang lén. Cudi ciing, ching ta
cting thay rang khi do 1¢i kénh trung binh ctia S-Tx—SAP tang tir Qg =51lén
Q¢ = 10 thi d¢ tré goi tin dugc cai thién dang ké. Diéu nay 1a dé hiéu khi moi
diéu kién rang budc dugc thoa man, mot do lgi kénh tot gitra nguSn voi dich

thi ti 16 18i g6i tin & muc thap, nghia la S-Tx khong phai truyén lai cac goi tin.

3.5 Kétluin

Trong noi dung tiép theo nay, nhém nghién ctru da dé xuat mot giao thirc
truyén thong va thu hoach nang lugng cho mang CRN c6 str dung cong nghé
thu hoach nang lugng vo tuyén. Trong d6 S-Tx vira phai tuan thi cac yéu cau
ve thu hoach nang lugng, vira phai thda man cac diéu kién rang budc vé bao
mat ddi véi cac EAV va diéu kién xdc suat dirng ctia mang so cap. Trong mo
hinh nghién ctru, ching t6i da tim ra mot giai phéap t6i vu thoi gian thu hoach
nang lugng, mot chinh sach phan bd cong suat va mot chién luge lua chon
kénh. Ngoai ra, hiéu suat hé thong sé duoc phan tich dya trén hai d6 do dugce
tinh toan la xac suat 16i goi tin (PEP) va do tré gdi tin trung binh (APD). Céc
s0 liéu tir két qua phan tich va mo6 phdong cho thay chinh sach phan bé cong
suat va chién Iugc chon kénh c6 thé cung cap truyén thong tin cay va an toan
cho SU ma khong vi pham cac diéu kién rang budc vé bdo mat va gioi han can

nhiéu tir nhiéu PU.
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KET LUAN CHUNG

Cac két qua chinh cua dé tai bao gom:

1. Khéo sat truyén thong bdo mat cho mang thit cap trong mo6 hinh mang
CRN trén kénh fading c6 phan b Rayleigh. Qua d6, xay dung cac chinh
sach phan b6 cong suat cho mang SU véi bon kich ban CSI ctia hé thong
khac nhau. Pé xuat mdt do do hiéu suat truyén thong tin cdy va bao mat
moi (SRCP) dé danh gia hiéu suat hé thong. Tir d6 phan tich va danh gia
hiéu nang ciia m6 hinh mang dugc khéo sat tuong ting vdi bon kich ban
khac nhau.

2. Nghién ctru vé truyén thong tin ciy va bdo mat trong mang CRN c6 st
dung cong nghé thu hoach nang lugng vo tuyén. Dé xuat mot giao thuc
truyén thong va thu hoach nang lugng cung véi mot chinh sach phan
b6 cong suat va chién lugc chon kénh cho md hinh hé théng. Tu do,
tinh todn cac do do xac suat 16i géi tin (PEP) va dé tré gdi tin trung binh
(APD) d€ danh gia hiéu suat hoat dong cua hé théng trong cac diéu kién

rang budc vé bao mat thong tin.
Kha nang phét trién tiép theo cac két qua ctia dé tai nghién ctru nhu sau:

1. Trén co s& cong trinh "Danh gia hiéu suat hoat dong cda truyén thong
bao mat va tin cdy trong mang vo tuyén nhan thuc", c6 thé phat trién
bai toan danh gia hiéu nang bao mat véi cac truong hgp CSI cua kénh
truyen 1a khong hoan hao hodc mot phan, hodc v6i nhiéu EAV c6 kha
nang hop tac nghe trdm. DPong thoi tiép tuc nghién ciru truyén thong
tin cdy va bdo mat hé thong CRN trong moi truong kénh truyen fading

khac nhu Nakagami-m, & — p.
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2. Duya trén cac két qua nghién ctru ctia chuong 3, c6 thé phat trién cac bai
toan danh gia chat lugng hiéu suat cia mo hinh mang nay trén kénh
truyén fading khac nhu kénh a — u fading. Pong thdi tiép tuc phat trién
mo hinh nay két hop véi cac ky thuat nit hop tac chuyén tiép, da ang-

ten.

3. Tiép tuc khao sét cac cong trinh nghién citu trong linh vuc bado mat 16p
vat ly trong mang khong day dé nghién ctru phat trién cac giai phap bao
mat tang vat ly trong truyén thong khong day cta cdc mang thé hé 5G
nhu Massive MIMO, NOMA,,...
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